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Table of Contents
CHAPTER 1. INTRODUCTIONS

1.1 About Load Balance Router

TMH/I 258 Load Balance Router provides
* 4x 10/100 Mbps Ethernet ports (WAN port)

* 1x 10/100 Mbps Ethernet port (DMZ port).
* 8x 10/100 Mbps Ethernet port (LAN port)

WAN port is using to connect to broadband transmission equipments such as ADSL modem
or CABLE modem for user and far end to download or upload data in high speed. Broadband
Router provides 8 LAN port to connect to computer via cable. You can also connect LAN port with
HUB/SWITCH device to extend the amount of connection device/user if necessary. Families with
multiple PCs could share one ISP account and play exciting games against each other through
Broadband Router. The switch function could also reduce the traffic in internal LAN.

Important Feature:

Backup / Restore Router configuration file from PC
Display real time router configuration parameter
Out-Bound Firmware (for Out-Bound Router)
In/Out-Bound Firmware (for In-Bound Router)

® Allows multi-user to use with single user account at the same time
® \Web configuration tool

® Multiple DMZ Host (PPPoE, FIX IP)

® Multiple Virtual Server

® Multiple NAT function

® Protocol Route Control (IP Binding Function, by IP & port number)
® Protocol Bandwidth Control (by application protocol port number)
® |P/URL Blocking

® User Bandwidth Control Function ( by user IP address)

® Outgoing wan link selected (by user IP address)

® H.323 VoIP ALG included

® Remote Configuration Through Internet

® System Log

® Mail Alert

® Firewall

o

o

o

[

1.2 Interface

4 * 10/100Mbps WAN ports, RJ45, auto sensing
1 *10/100Mbps DMZ ports, RJ45, auto sensing
8 * 10/200Mbps LAN port, RJ45, auto sensing
DC input 5V/2.8A

Default Switch (load factory default)

.3 Package

1 * Broadband Router

1 * CD-ROM containing Broadband Router user’s manual

1 * AC Adapter suitable for your electric service

1 * Network cable with RJ-45 connectors for LAN connection

When you open your package, make sure all of the above items are included and not
damaged. If you see that any components are damaged, please notify your dealer immediately.

EEEE - EEEEHR
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1-4 Quick Understanding Router (FAQ)
€ General FAQ

Q1: How many WAN ports can | use with Load-Balance Router?
Q2: What types of Internet Connection do you support?

Q3: How do I configure my Router?

Q4: How many Internet connections do you support?

Q5: Do | require cooperation with my ISP?

€ Configure FAQ
Q1: Can I change Router administrator user name & password?
Q2: If push Reset SW, is that function only restore back factory default value?
Q3: How can | know Router system status & each interface activity if | want to
Know whether the configuration is correct or not?
Q4: Can DMZ host function support PPPoE & FIX IP mode?
Q5: What is configuration file back up & Restore meaning?
Q6: How to check real time configuration parameter?

€ User Management FAQ
Q1: Can I specific dedicate packet (by port number) through dedicate WAN port?
Q2: Can I specific dedicate packet (by application /protocol) through dedicate WAN port?
Q3: Can I specific dedicate packet (by IP address) through dedicate WAN port?
Q4: Can I assign fix IP address to dedicated PC when using HDCP?

€ Bandwidth Management FAQ
Q1: How to limit FTP or other application bandwidth usage?
Q2: Can I control bandwidth usage for each computer in my network?

€ Router Management FAQ
Q1: Can | check router status from Internet?
Q2: What kind of data | can see from “Data Monitor” function?
Q3: How is link failure detected?
Q4: How do | know when ADSL link has failed?

€ Internet Access FAQ
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Q1:
Q2:
Q3:
Q4.
Q5:

Qe6:
Q7.
Qs:
Qo:

What if | have different speed at Internet connection?

How to choose “Load Balancing “work mode” ?

Can | connect Router WAN port to another device (Switch, router)

What happen, if | get multiple IP address from ISP?

Some Web site with SSL feature (Banking, Game Server) not allow

access with multiple IP, how to solve this issue?

Does Router support VPN pass through function?

Does Router support VOIP pass through function

Can | limit packet go to dedicated WAN port just by protocol port number?
Can | limit packet go to dedicated WAN port just by IP address?

Q10: Sometime virus attack network by using “PING” command from Internet

Can | set up router to reject “PING” command from Internet?
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€ General FAQ
Q1: How many WAN ports can | use with Router?
Default you can use 4 WAN port connect to ADSL/CABLE modem
Maximum is 5 wan port . DMZ port can be set up to wan 5

Q2: What types of Internet Connection do you support?
You can connect WAN port to ADSL modem or CABLE modem.

Q3: How do I configure my Router?
Use Web Browser to configure router, follow the procedure in the manual

Q4: Do I require cooperation with my ISP?
Only need to know the Username & password from the ISP and what kind
Of IP address you have (fix IP or Dynamic IP)

€ Configure FAQ
Q1: Can I change Router administrator user name & password?
User name can not be changed, you only can change password, maximum
Character length for password can up to 30 with case sensitive

Q2: Default SW function is restored factory default value only?
No, the switch function can be configured to perform following function.
“Restore factory default value” or “Restore latest configuration file”.

Q3: How can I know Router system status & each interface activity if | want to know
whether the configuration is correct or not?
Using “Data Monitor” function, you can monitor router traffic status.

Q4: Can DMZ host function support PPPoE & FIX IP mode?
Yes, in DMZ function, you can use specific DMZ host by PPPoE mode or
FIX IP mode.
Q5: What is configuration file back up & Restore meaning?
You can save /restore router configuration file to/from PC, in order
To prevent router crush or load factory default by accident.

Q7: How to check real time configuration parameter?
This router can list real time *“ configuration parameter” to administrator.
Just using “configuration show” function.
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€ User Management FAQ
Q1: Can I specific dedicate packet (by IP address & Port number) through dedicate
WAN port?

Yes, using “IP Binding” function when you set up router.

Q2: Can | specific dedicate packet (by application /protocol) through dedicate WAN

port?

Yes, using “Bandwidth Control” function when you set up router.

Q3: Can | specific dedicate packet (by IP address) through dedicate WAN port?

Yes, using “ QoS” function when you set up router.

Q4: Can I assign fix IP address to dedicated PC when | using HDCP?
Yes, using “Configure LAN & DHCP” function, you can assign fix IP address
To PC by match PC NIC card MAC address.

€ Bandwidth Management FAQ
Q1: How to limit FTP or other application bandwidth usage?
In “Bandwidth Usage” function, you can set bandwidth using by each application

Q2: Can I control bandwidth usage for each computer in my network?
Yes, in “QoS” function, allow you to control each PC bandwidth usage.
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€ Router Management FAQ
Q1: Can I check router status from Internet?
Yes, just enable router “remote configure” function.

Q2: What kind of data I can see from “Data Monitor” function?
You can see “real time packet” & “accumulated packet” for each port

Q3: How is link failure detected?
Enable “Health Check” function, router will detect ADSL link status.

Q4: How do I know when ADSL link has failed?
By “Mail Alert” function, router can send mail to administrator when
Detect critical condition.

WWW.Xentino.com
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€ Internet Access FAQ
Q1: What if I have different speed at ADSL link?
There is no problem for Router to connect ADSL line with different speed

Q2: How to choose Load Balancing “working mode”?
If ADSL lines have same speed, we suggest you to choose “session mode”.
With different ADSL speed, you can use “Weight Round Robin” or
“Traffic mode”

Q3: Can I connect Router WAN port to another device (Switch, router)?
Yes, Router WAN port can be connect to another device, but need to point
Out where is gateway address to let Router know

Q4: What happen, if I get multiple IP address from ISP?
You can assign extra IP address to DMZ host or VoIP GW

Q5: Web site with SSL feature (Banking, Game Server) will not allow
access with multiple IP address, how to solve this issue?

Using Router “IP Binding” function, let outgoing data packet to SSL
Web Site will only use dedicated ADSL line.

Q6: Does Router support VPN pass through function?
Yes, router support IPSEC & PPTP pass through function
Q7: Does Router support VOIP pass through function
Yes, router have included H.323 VoIP ALG inside

Q8: Can I limit packet go to dedicated WAN port just by protocol port number?
Yes, use “ special port assignment “ function in Load Balance field.

Q9: Can I limit packet go to dedicated WAN port just by IP address?
Yes, use “ special IP assignment “ function in Load Balance field.

Q10: Sometime virus attack network by using “PING” command from Internet, Can |
set up router to reject “PING” command from Internet?
Yes, use “ enable/disable “ function in DoS field.
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CHAPTER 2 ROUTER INTRODUCTION

2.1. Front Panel View

Load Balance ROUTER

LAN WAN DMZ Power
H B 5 B BB @ &= HE B 5 BE =
1 2 3 4 5 6 7 8 1 2 3 4

2.2 Real Panel View

LAN WAN DMZ DC5V/2.8A
Factory Reset
| . m m
= E @@ @ @@ = =
1 2 3 4 5 6 7 8 1@ [

DC 5V/2.8A: Connecting to AC adapter.

WAN: Broadband Router provides four RJ45 type WAN ports connecting to broadband
transmission equipments such as ADSL or CABLE Modem via RJ45 cable.

LAN: Broadband Router provides one RJ45 type LAN port connecting to your network
devices such as Hub/Switch via RJ45 cable. Using a HUB/Switch will allow more PC
connecting to Broadband Router.

Factory Reset: If Broadband Router occurs any system crash, you may press this button
to reload factory default value or reset back to latest configuration file

2.3 LED Indicator

WWW.Xentino.com 12



LEDs Indication

WAN1~4 Off Disconnected or undetected
Green Linked
Green Flash Data Transmission
Red Collision

LAN 1~8 Green Link 100M
Green Flash 100Mbps Data Transmission
Off Disconnected or undetected
Orange Link 10M
Orange Flash |10M Data Transmission

DMZ Green Link

Power Green Frozen Router Initialize
Green Blinking | Active Stage

WWW.Xentino.com
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2.4 How to configure router

This equipment provide 3 working mode for different usage, in order to set proper
parameter in each function/mode, you can follow this flow chart before you start to
configure router.

TART power on ROUTER
I connect LAN cable to PC
I setting PC environment
I

|
LOG ON .UN=admin, PW=admin
|

Access Bandwidth Advance
Control Control

Remote Config
Local IP Filtering  Virtual server
Remote IP Filtering DMZ Host
Dos Defense Multi-NAT
URL Filtering Load Balance

DDNS

Proxy

Mail Alert

Time

System Log

Mac address

Clone

IP Binding

|
I

System Configure WAN Administration  F/W Update Status LAN

& DHCP Configuration
I
I
I
SAVE & RESET

WWW.Xentino.com
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CHAPTER 3. CONNECT ROUTER

3.1 Connection Diagram

A

ADSL/CABLE
ISP
INTERNET
' ADSL/CABLE
T
LAN WAN DMZ  DC5V/2.8A
Factory Reset | |
E B e EeeEom ‘98 g g
1 2 3 4 5 6 7 8 1 @ M3

l | |
Factory Reset @ @ —

DC INPUT

I

Broadband Router provides 8 LAN port connecting to your network devices such as
PC, HUB and SWITCH via RJ45 cable. Using a HUB/SWITCH will allow more PC
connecting to Broadband Router. WAN ports are using to connect your ADSL or CABLE
Modem to the broadband ISP.

For RJ45 cable type, both WAN/LAN port support auto MDI/MDIX
Function, you can choose cross over type or straight type RJ-45 cable
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3.2 Connection Procedure
1. Plug in DC power adapter to Router.

2. Connect the Router WAN port RJ45 modular jack to ADSL/CABLE
Modem Ethernet port with the RJ45 cable.
3. Connect the Router LAN port RJ45 modular jack to HUB/SWITCH

LAN port by RJ45 cable.
4. Connect PC LAN card port to HUB/SWITCH LAN port.
5. Plug in AC power cord to power source

WWW.Xentino.com
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CHAPTER 4. PREPARE COMPUTER TCP/IP ENVIRONMENT

4 .1 Windows 95/98/ME
1. Select Control Panel from Start->Settings.

windows Update

Brograms
Favaorites
Documents
Frinters
Taszkbar & Start Menu. ..

Eolder Options...
#] Active Desklop

windows Update. ..

Log DffFIG..

Windows95

Shut Dow

=0

| IBERg 257 aM

2. Double click Network icon.

J File Edit “iew Go Favortes Help |

J@,c&-‘é% '@‘X

Elack Eapyand Up Cut Copy FPaste ‘ Undo Delete  Properties

E-Bl] o

Wiews

|>|L

=
Accessibility Add Mew Dizplay
Options Hardware
& 25,
T Ed ay s
Fonts Game Internet k.eyboard tModems
MNetwork Controllers Options

Configures network

hardware and software, ‘%)

2
P

. Mouze Multimedia ODEC Data FPasswords
Microsoft Horme Sources [32bit]
Technical Support ;
Poveer Frinters Regional Sounds System s
I anagement Settings
wi -~ ||

|Configures nehwiark, hardware and zol ky Computer

Www.Xentino.com
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3. Select TCP/IP->xxxx, where xxxx is the name of network adapter you are using and
then click Properties.

Metwork EEA
Configuration I ldentification I HAoces: Control I
T he following network. components are installed:
kicro=zoft Family Logon *I
S8 Dial-Up Adapter

Fropertiez I

Prirnary Metwork Logon:

I kicrozoft Family Logon ;I

File and Print Sharing... |

D ezcription

TCRPAIR iz the protocol pouw usze ta connect ta the Internet and
wide-area network.s.

| Ok I Cancel I

4. Verify your IP Address option is at Obtain an IP address automatically.

TCP/IP Properties e EA |

Bindings | Advanced | MetBI0S |
ODMS Configuration I G ateweay I WS Configuration IF Address

A IF addreszs can be automatically aszzigned to this computer.
IF pour network, does not autormatically aszign |IP addreszes. azk

vour nebwork, adrimiztrator for an address. and then tppe it n
the zpace beloywy.

i Specify an IP address:

1B Sddress: |

Subret Mask: | . . - |

| Ok I Cancel I

5. Let your Gateway setting remain empty.

WWW.Xentino.com
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TCFP/IF Properties [ 7 |

Bindings | Advanced | MetBIOS |
DS Configuration G ateweay l WwIRS Configuration ] IFP Address ]

The firzt gateweay in the Inzstalled G ateway lizt will be the default.
The addrezs order in the list will be the order in which theze
machinez are used.

Mew gatewan:
L1 . . - | Add

Inztalled gatewayps:

| Ok I Cancel |

6. Verify your DNS Configuration option is at Disable DNS, The Broadband Router will
assign it automatically, then click OK. But also you may select Enable DNS, then key
in the value manually if you preferred.

TCP/IP Properties

EBindings | Acvanced | MetBlOS |
DMS Configuration l G ateway ] WWAMS Configuration ] IP &Address ]

{ Enable DMNS

| Ok I Cancel

7. Select Run item from Start menu. Type in winipcfg and then click OK.
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Run

peml - Type the name of a program, folder, document, or [ntermet
resource, and Windows will opern it far pou,

K E3

Oper:  |winipcig

[

aF.

I Cancel | Browse. .. |

8. Select the network adapter you are using from pull-down list. Click Release All and
then Renew All to get the information about IP Address, Subnet Mask, and default
Gateway that Broadband Router gained. Then click OK.

IP Configuration

0|

— Ethemet Adapter |nfarmation

Adapter Addreszs
IF Address

Subret kM azk

Default Gateway

tyzon MTDBM Bazed 10010 Fj

00-02-24-EF-28-1F

132.168.1.13

255,255.255.0

132.168.1.254

aF. RHeleaze | Henew

Heleaze All Renew All More Info =3

9. You must uncheck the Proxy server function before login the web configuration. The
way of uncheck the Proxy server in Internet Explorer and Netscape is described as

follow.
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Internet Explorer

¢ Highlight Internet Explorer on desktop and then right-click your mouse to select
Properties.

tdy Computer

by Documents Co

Explore
Open Home Page

Cut

Create Shorbcut
Delete
Fiename

s 4 & = || [ E3 951 aM

e Select LAN Settings in Connections tab.

Internet Properties EHE3 I

GE.-nE.-raII Sec:urit_l..ll Content  Connections I F"n:lgramsl .ﬁ.dvancedl

Uze the Connection *wizard to connect pour
computer to the Internet.

— Dhal-up =ettings
Add.. |
Eemave I
Sethinas... I
| ewvern digl & canmechion
5 [Wial wherneven & rebysans carmechiom = nekl present
) Alvways diallmy default conmnection
[Eumrent defiault: Hame Set [efalr I
I | Eerfarm systenm securnity chesk befare digling
— Local Area Metvork, [LAM] settings
LAM Settings... |

Ok I Cancel I Spply I
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e Uncheck the check box of Proxy server and then click OK. (You may enable
Proxy server function after logout if you need to use it.)

Local Area Hetwork [LAN] Settings

Www.Xentino.com
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Netscape

e Open Netscape and click the stop button. Click Perferences from Edit pull-down

list.

o 6

Fi Edit Wiew Search Go Bookmarks Tasks Help

File
Tndo Chl+s =
C Eedo Chl+¥ 3 Q | hitp:/thome netstape comybookmarktS_2omebtton il I [G\Semh ] C:';Q

= Cu Cultx

_a| L Ciho | Seeh @) Shop | [SBokmerks &P NetiPhons |
Paste CHl+T
Delete Del
Select All Cil+a
Frefill Fornm

Save Form Data
Wiew Sawed Data

EH (4 A& ©F FF | Docomeat Doss (1247 o) == = |

e Select Proxies from Advanced item. Select Direct connection to the Internet
and then click OK.

= Appe - Proxies
Fonts . )
Colors Configure Proxies to Access the Internet
Themes (®) Direct connection to the Internet
l._:cuntent Packs () Manual proxor configoration
[» Nawvigator
[ Composr FTP Proscy: | | Port: | |
[ Madl & Newsgroups Gopher Prosgr | | Port: | |
[» Instant Mesmenger ; ;
[» Privacy & Security HTTE Prosgy: | | Part | |
= Advanced 381 Prosgr | | Port: | |
Cache
— SOCKS Host | | Pot | |
Software Installation - (=)
Mouvs Wheel Ho Frowy for: | |
system Exemple: mozilla
Offline & Disk Space wample: mozilla.org, netnz
() Automatic proxy configuration TRL:

[ ok ][ Cencel | [ Help |

10. Type the default IP address 192.168.1.254 the address bar of the browser to open
web configuration.

WWW.Xentino.com

23



4.2 Windows 2000/XP

1. Select Control Panel from Start.

Inkernst J My Dooumeents
Irteret Exprorer

) Feamail

Dl Eepress

i 5"1:( Repent Documents

‘f_‘} My Frbures
'“ M5 Seplarer _:, M Maisic
‘?' WioedPad Q‘ My Compatir
Rt |

e sindoves Mad s Flaper

@ semdones Moy e Maker

'@ Tour ‘Windoss B

ﬁ Tes wd sebirgs Iranster
Wzard

allFrograms p

g Conncit T

|# “¥inbers and Saves

g’y “lp and SUppNE

Search

Eh-::':ﬂ' |Tﬂ e

s, Nehaci Corrortions

1J start
2. Double click Network Connections icon.

g Control Panel
File  Edt

O Back

Yiew Favorites  Tools  Help

@ I L@ ,OSearch [ Folders -

ay L03d A

Address | [ Cantral Panel

&-f Control Panel b
@ame
Contrall
(@ switch to Category Yiew onirolers

See Also e

Conne

‘ ‘Windows Update
@) Help and Suppark

”

Language ...

Speech

9P =

Inkernet
Options

B_’

Kevboard

4 B

Phone and  Power Options  Printers and

Modem ...

3

Reqgional and  Scanners and
Cameras

System

Faxes
1 2‘ @
_.-/ /)
Scheduled  Sounds and =
Tasks Audio Devices

§ 9 4 ®

Taskbar and  User Accounts
Start Menu

2|
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3. Choose the network adapter you are using and then right-click mouse to select
Properties.

*:, Network Connections

File Edt View Favortes Tools  Advanced  Help ff
@ Back ~ .\_) lﬁ /O Search H_" Folders v
Address e;, Netwark Connections Ml 7
#| Broadband

Network Tasks

] My 5P

Create & new Disconnected, Firewalld

connection - o WAN Miniport (FRPOE)

Q Set up a home of smal
ffice netwitk

q Disable tis network LAN or High-Speed Internet

device

ocal frea Connection

% Repair this connection
nabled

ﬂ Renarne this connection

K View status of this
connection

Change settings of this
conneckion

Dther Places A
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4. Select Internet Protocol [TCP/IP] and then click Properties.

5. Select Obtain an IP address automatically and DNS server address automatically.
Then click OK.

Internet Protocol (TCPSFIP) Properties E]

General | Alternate Configuration

rou can get IP settings assigned automatically iF pour netweork, supports
thiz capabilitp. Otherwize, pou need to ask pour network. administrator for
the appropriate |IP settings.

() Uze the following |IFP address:

(&) Obtain ODMS zerver address automatically
() Use the following DMS server addresses:

[ Advanced. .. ]

[ Ok ] [ Cancel ]

6. Key in ipconfig from Start->All Programs->Accessories>Command Prompt to
view the gained IP Address, Subnet Mask and Default Gateway.

e+ Command Prompt

Microsoft Windows BP [Uersion 5.1.26H81
(C) Copyright 1985-2001 Microsoft Corp.

c:sintepubsftproot >ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—-specific DNS Suffix . =

IP Address
Subnet Mask
Default Gateway

192.168.1.13

c:hintepubsftprooty

7. You must uncheck the Proxy server before logining the web configuration.
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Internet Explorer

e Select Internet Explorer from Start and then right-click your mouse to select
Internet Properties.

—

y _

_..."{‘ english

EE— -~
| EBrowse the Internet

= 20| ent Docunments  »
(& % =

Hemoee From This List

N e
@ Windowes Media Flayer S’ My Compuker
@ Wincowes Mo Maksr E}’ Control Fariel

4 uja Prinkers and Fazas
@ Tour Windaws 3P o

ﬁ Fles and Settings Transfer ﬂ,‘ Help and Suppart

Weard o
r) S=erch

Al Programs b

!ﬁl Lag off |E| Turr OFF Computer

|r x
L]

tart

£

e Select LAN Settings in Connections tab.

Internet Properties

| Genearal " S ecurity ” Privacy " Content | Connections | FPrograms " .&dvahced'

To sek up an Internet conneckion, click [ """"""""""""""""""" ]
Sekup. —_—

Dial-up and “Wirtual Frivate Metwork settings

Bemowe

Choose Settings if you nesed to configure a proxy Settings. ..
server For a conneckion. =

Mewer dial a connection
Dial wwhenever a network connection iz not present
Lilvgaps dial my default connection

iZurrenkt Mone Set Default

Local frea MNetveork, [LAM] sethings

LaM Settings do nok apply to dial-up connections. [L.&.N Settihgﬂ___]
Zhoose Settings abowe For dial-up sektings=. —

[ Ok ] [ Cancel ] Loy
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e Uncheck the check box of Proxy server and then click OK. (You may enable
Proxy server function after logout the web configuration if you need to use it.)

Local Area Metwork (LAN) Settings

Autormakic configurakion

Aukornakic configuration may override manual setkings. To ensure the
use of manual settings, disable automatic configurakion.

|:| s automakic configurakion scripk

Proxy serwver

F Use a proxy server for wour LAR (These settings will nok apply ko

dial-up or YPM connections),

[ o] 4 ] [ Cancel ]

Netscape

e Open Netscape and click the stop button. Click Perferences from Edit pull-down
list.

. Hile |Edit ¥iew Search Go Bookmarks Tasks Help

Undo  Cthz =
C Redo CtlY a | o | http:#home netseape comfbookmerk®_2thomebution himl | [@‘Semh ]J d:ga
== cu Cli
NIE Coi:y CHlC Search (2 Shop | FABockmarks & HetdFhone |
Paste Cult¥
Delete Del
Select Al Cirhbd
Prefill Form
Save Form Data
View Saved Data

B (4 & ©F EH | Docomeat: Doae (1247 som) == | =

e Select Proxies from Advanced item. Select Direct connection to the Internet
and then click OK.
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i [Progies ]

= Appearance

Fomts . .

Calogs Configure Froxes to Access the Internet

Themes (=) Direct conmnection to the Intermet

(;ontent Packs () Manual proxy configuration
[ Mawvigator
[» Composer FTP Proxy: | | Boct: [0 |
[ Madl & Newsgroups Gopher Proxr: | | Poct: [0 |
[» Instant Mesenger : :
[+ Privacy S Security HTTP Prosgr: | | Post: [0 |
= Advenced 331 Proxor | | Port: [0 |

Cache

e SOCKS Host: | | Port: [0 |

OIS

Boftware Installation (] =

Monze Wheel Ho Prosor for: | |

ﬂSyS‘hem Example: mozills

Offline & Disk Space xample: oz org, netnz
() Antomatic proxy configuration TRL:
| |
[ ok | [ Comel | [ Help |

8. Type the default IP address 192.168.1.254 the address bar of the browser to open
web configuration.

CHAPTER 5 CONFIGURE ROUTER

5.1 Administration

5.1.1 Log on-

Type the default IP address 192.168.1.254 in the address bar of the IE browser.
Then enter default User name and password. The user name and password both are
admin.

LOG ON
Connect to 192.168.1.254

FMulti-Horming Gatewsany

Lser name: | 7 admin o |
Password: | |

Remember my password

[ ] 4 ] [ Cancel
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Web configuration display includes
. Welcome

. System Status,

. WAN Configure

. Bandwidth Usage Control

. Configure LAN&DHCP
. Routing Table

. AP management

. Access Control

. QoS

. Load Balance

. Advance

. Administration

. Firmware Update

. Save & Reset

The various configuration menus are explained below.

Welcome Home Page

- menu Microsoft Internet Doplorer

Fla Pl Wew Cmwden Creln Hen

L€ IR = I EE S sezecn S Faotes @R ) i3- F = e

Aableins ] Wzz15E 0G0, 20

oad'Balance ROUTER

H Sywlem Slale
o WAH Configure WE'CD[‘I’IE
%I Lozd-Balanze Rouzor provides o cost-effecczive way to
Conflyure LAREUHCE gllow uzers to =siare inforpnmtioa asross mi etheonet
7 Pouting Tabke for samnlems irbegrabion of intarmat sarvicas inte
4 AP management zorporate or home Lidls RMds.
H  Nrawgs Cndnnl
nns
o Load Dalance
+ Dvanca
#  Sdminideation

= J- IV orossit [nke,, - darmreabbs Dak ) i‘:. 1P 5 28 Lwar's Barm...

You can select various function list in the left side of Welcome display
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5.1.2 Change Password

Use this function to change the Password that is used for access the web
configuration. Type in the Old Password, New Password and Retype Password in
their respective fields and then click Ok, the password will be changed to new one after
re-boot.

“Password length can up to 30 alphanumeric characters with case sensitive”
WE SUGGESTED YOU TO CHANGE ROUTER PASSWORD AND KEEP IT IN

SAFETY PLACE AFTER YOU RECEIVED ROUTER AND FINISH ALL ROUTER
PARAMETER SETTING.

CHANGE SYSTEM PASSWORD

“J menu  Microsaft Internet Deplorer

Pl T Wen Cwaotes Trele dap
Qe - 00 o) [@) @0 D Tprnome: e 0 - 0 @ - |

B o [ e e e -

Load’Balance ROUTER

Conflyure LAREOICE Change Svstem Massword
# Routing Tahle
2l Pasemood © |(smess
ml Mewr Pazzurord lﬁ
£ AR Tetyne Pazsuwrrd |olv|-n"-|“|
Onx
o Load Balance II E
4 Mtheanes
= Adminiseation
Easrscn:
Evckr & Fexlow
=zad Cactory Doyt
iz lay

_ s Upsiuty |

Lah B Hiarsl

Fa

] roe B Itwret
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5.1.3 Load Factory Default

Use this function to reset all the settings to their factory default values or latest
configuration file. Click Ok after selection, the ROUTER will restart automatically.
RESET BUTTO OPTION

This option is used to define Default button on the back penal of the router.

€ Load Default: press Default button, the factory default configuration will be loaded
€ Reset: press Default button, the latest configuration file will be loaded
LOAD FACTORY DEFAULT

Tick “Yes” option then click “Ok”, you can load the factory default value immediately. If you
only want to submit new setting for Default Button Option without load the factory default, tick
the No Option before click Ok.

Load Factory Default

“F menu  Microsaft internet Deplorer

Pl T Wan Cwatmer Trele dan e

Qus+ O [0 [ 6] Lo oreams @rem @ 2% 0 - ()

Akl ] baf15E 160, 204 o EY o s *

_Load'Balance ROUTER

W WOH Confiqure | &

Banstesidh 1 Default Button Option
Couflyure LAREDILCE # Load Tebut {3 Toecet
NGRS Load Factory Default Now
o &P management
4 Areass Cordnnl
1 Load Balance
H Sduanca
= Adminissafion

Fgﬂﬁ.‘.‘ﬂ'ﬂ"'
Sk & Ferjuie
=zad Factery Defauk

Ll ] & M

Hizglay
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5.1.4 Back Up & Restore

Use Back Up & Restore function to save all the settings parameter to PC for safety

issue, in order to avoid all parameter lose when system crush..

Back Up & Restore

22 menu - Microsoft Internet Explorer

File Edit W“iew Favorites Tools Help #

eBack © \) @ @ \{h pSearch *Favorites eMedia @ Ew:zv %

address &) hitp:i192. 168.1,254 iR s ks ?

'Balance ROUTER

Access Control | 2
Configuration Backup
0oS |
Load Balance | This feature can backup the system configuration fromw this device
to your PC or restore your stored system configuration to this
Advance | device
= Administration | | BacklUp File
Password . .
Configuration Restore
Backup & Restore
L] Eeetim Ml = |TD restore your stored systewm configuration to this device.
_ Local PC File Path: | Browse.. | Apply
Display
Firmware Update |
Save & Reset | =
@ htep: 192,168, 1,254 canfig/file .kt ) Internet
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5.1.5 Display

You can this function to check all the parameter setting in this router, in order to save

time to check every display.

menu - Microsoft Internet Explorer,

File Edit W“iew Favortes Tools Help

Displa

eBack - \_:) @ @ \/_;j pSearch \::'\?Favorites *Media @ B' u‘i—%

address &) hitp:(i192.168.1,254

Access Control

Load Balance

|
s |
|

Advance |

Firmware:

= Administration |

Paszsword

Backup & Restore

LAN status:

Load Factary Default
Display

Firmware Update |

Save & Reset | @

Config Show

System Configuration 3etting

: THMI1Z1 WOEEZE14-MEZ.4-E
REelease Date : Jun 14 2005

Printout Time : THU JAN 01 00:15:24 1970
Time Zone 1 GM+0E: 00

Primary NTP IP: time.nist.gowv

Secondary NTP @ time-a.timefreg.bldrdoc.gov

Version

IP address 192.168.1.254
MAC address : O0.E0.S5.00.00.00
Hask i 255.255.255.0

: Enable
19z.1658.1.12 - 192.165.1.20

Dhep status
Dhep IP 3tartc o
DMNZ IF address:

=

@ htep: ff192.168. 1. 254 config/configshaw. htrm

) Internet

Www.Xentino.com

34



5.2 System Status

5.2.1 Link Status

You can get the following information in Link Status window
- LAN Status,
- WAN Status,

Firmware Version

DHCP TABLE

LAN Status: Shows the information of MAC Address, IP Address, Subnet Mask and
DHCP Status (Enable/Disable).

WAN Status: Shows the information of MAC Address, IP Address, and Subnet Mask
on each or all WAN ports

Firmware version: version of software and its released date.

DHCP TABLE: Shows the information of MAC Address and IP Address.

SYSTEM STATUS - Link Status (1

“J menu  Microsaft Internet Deplorer
ra ride e

"o thn Trelt fan

Qe - 03 [0 [ f | Csene Trrnome glhrea €8 - 2 B - |

Akl ] a1 SE G0 2
!

Lodd'Balance ROUTER

—
Welrome e
= Eywlnm Slabm LINK STATUS
s LAN Status
Dz becilar
WK Configurs RS 192 168.1.254
e 15 FREET AR 00: D0 DA 00: 3024
L] [ ey
Lunfinue LARAIHCP| EEREE Enable
4 Rnuting Takls
WAEN Status
AP mamay=meal A
o Brcoss Comrol Lol
w8 | FAERAEEEEEII o: - DA0:35 5
5 oGl s Lhddowe
) twanes Sutme Bess
WA S
4 Sdmibntseradinn Lale
Elrmyare Upidate DME Status
SaechFre | | v

ﬂ et el i R TR & bt

TR IP e s Lt .
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SYSTEM STATUS - Link Status

- menu Microsoft Internet Doplorer

Pln P e Cwarbmes Trele  Hap -

L€ IR = I EE S sezecn S Faotes @R ) i3- F = e

Aableins ] Wzz15E 0G0, 20

pad-Balance ROUTER

| Sylem Sl OME Status

|3

110 Tofl: Thasnd:A9: 9

AR 121601510

255.255.155.0

# WWH Cunfliguis

Fansaidh 1Bagh
Cunfigury LAHZDHCE Firmware
# Rnuring Tabla

FEEE | 1aOnse V3128 EIVILLE

7 AP mamegememt | e T | e 11 200060

W Brcess Condrel

g% DHCP Table

SN Wtk Tade
1 Mertwance | D065k A hasda 191.168.1.12
4 Sdmibnlssradlon

T danmresbhs Das ) R IR s Lty M.,

5.2.2 Data Monitor
Differ with Link Status window, Data Monitor window provide detail packet transfer

status, it include 2 kinds of data
Real Time Data happen in each WAN port

Current Session
TCP Session:
UDP Session:
ICMP Session:
Total Session:

Current Bandwidth
Download Speed:
Upload Speed:
Accumulated packet happen in each WAN port

Data Counter
: % of total packet send through each WAN port

Example: WAN1 usage% = WAN1 total packets %
(WAN1+WAN?2) total packets

Byte Transmit] ...... remark (A)
Byte Receive] ....... remark (A)

Total Bytes:| Total packets transfer by each WAN port ...... remark (A)
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Remark (A): Packet starts accumulate from.
* Router power on
* Click “ clear counter”
* Counter reach upper limit number (4294967K)
will reset from O automatically.

SYSTEM STATUS - Data Monitor (1)

3 menu Microsaft Internet Goplorer
Fla relt e Tmeocbwe Trals Halp

Qo - - [4 [ | P Flrrmome: @rea @200 & -

Akl | W LR 1600 2%

Data Monitor

Litk: Shaluz asson
. e P iz e B
Digia bl AFL[WaHE WAME A
To7 Sareinn i 0 n n
# WAH Conlgure [k — a ¢ noon
e — ZLIF Buwsin 0| o i 1
g—'ﬁ et Fesan nf o i 1
Confinyre LAHZDIHCE TR EerEine u[ ¢ u I

Cumra it T ik

# Renuring Takila
A AP mamay=menl

TRAFL |'L"-'ANJ VAR WRANA

Dirsrload Spasd it alves I'|| = 1] 1]

Cptund Speed Myl af o o [
) Apcess Comdrol e Dbt
g% -'r'.ar.1|i.'u-.m WAL YA
Usege C8) [ ¢ [ u
5 oGl s Tt Fwvseiend Fhmads | n n
T Betwance Fyte Tramameltad [Fhytes | n 1
Tutd Syt Fliy. ey [ o [
4 Bedmibnisoradinn
. HAT Tebe | | Refesh | Clherar Caurmer ]

1>

Hanereabhs L ()

TR IP e s Lt .
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SYSTEM STATUS - Data Monitor (2)

2 menu - Microsoft Internet Explorer

File Edit ‘iew Favorites  Tools  Help

@Back v J @ @ \/_h ﬁSearch ‘:,/"n.‘\'g‘Favorites eMedia @- B' ;f__;

Address | @] httpeff192,168.1,254] | kd Go

Lirks ®

5 System Status | el sssion . -
ICMP Session [ o o
Link Status |T0talSession | D| 1]
. | Current Bandwidth
Diata Mornitor | |WAN1 |WAN2
WAN Configure | Download Speed (bytefsec)| 0] D
Bandwidth Usage | IUPIM&SP”“;i:’;ZLJ 00
Configure LANSDHCP| | WA AN
Teage (o 0 0
Routing Table | IBﬁfRijived(Kbytes) I DI 0 J
Access Control | |By1,e Transmitted (Fhytes) | D| 0 T
Total Bytes (Kbytes) [ o o0
Q08 L
L oad Balance | [ MNAT Tahle ] [ Refresh ] [ Clear Counter ]
Advance | 5 -
@ Done 0 Internet

NAT Table}: list current user detail NAT data.
update data monitor table to display newest data
Clear Counter| reset Data Counter data to 0,re-start accumulate.

Www.Xentino.com

38



SYSTEM STATUS — Data Monitor — NAT Table

~
Welcome I =

Work Mode I

=] System Status I

Link Status
Data bornitor

[+ VAN Configure I

i+ Bandwidth Usage I

Confi LANZDHCP =
Sali I &] Done & Internst

i+ Routing Table | o

MNAT Table ] [Refresh] [ Clear Counter ]

#  Access Control I

L] Advance

|%

| v
&] Done ®J Lacal intranet

e - — =
}"‘ start | ) Cannot find server - ... /2R NAT THBLE - Microsof. .. [ Document - WordPad LeRL i

5.3 WAN Configuration
-Configure WAN1/WAN2/WAN3/WAN4

There are several WAN function can be made in this display, you can configure
functions to each WAN port separately.

Connect to

-Internet: WAN port is connect to Internet through ADSL/Cable modem
-Intranet: WAN port is connect to another router LAN port, work together with “Static
Route” function, can restrict specific IP packet to a dedicate route path.
Healthy Check
-Enable: Router will check ADSL link automatically to check whether link alive
or not ,if link fail, the Router will switch packet to another exist link( except TCP
packet), the router will switch back to ADSL link again after router check ADSL
line link again
Router provide 3 method to check ADSL link, you can choose it with each
method or both
® Ping IP : to test IP in Internet
® DNS :test DNS in Internet
® Time Server
Suggest to select at least 2 method to check ADSL link, in order to avoid router
making wrong action due to Internet Server disable.
-Disable: no Healthy Check function,
if without “Time Server” exist, this function will disable automatically

Healthy Check can be set up to test 3 different destination IP, in order to avoid
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wrong operation (in case destination server fail)

WAN TYPE
Three kinds of WAN types to let you select on each WAN port:

1. [Dynamic IP]
. connect to CABLE MODEM.
Obtain an IP address from ISP automatically.
Usually it's used to connect CABLE modem. You won't need to assign IP Address, the
Broadband Router will get the IP address for you automatically.

2. [PPPoOE] (Gateway / Basic NAT Mode only)
. Connect to Dial Up DSL
Some ISPs require use of PPPOE to connect to their service.
Connect to ISP via dial-up connecting, ISP will assign a legal IP to you after the user Id
and password had been passed when the connection is made (The user Id and
password here are provided by your ISP.)

3. [Static IP]
. connect to Leased DSL
ISP assigns you a static IP address.
When used the leased line of ADSL. ISP will provide you the relative IP, Subnet Mask,
Gateway and DNS. You need to indicate the static IP manually.

SCHEDULE
This function allow you to control each WAN port link up/down time by daily/weekly
Start Time (hh: mm)
End Time( hh: mm)
Using 00 ~23 to indicate Hours.
Example 17:00 means 05:00 PM
Weekly: choose by day

Note: When enable SCHEDULE function, the Line will up/down following the timer
set, no matter DOD function is enable or not.

WAN SPEED: you need to enter speed of each WAN port (K bps)
Otherwise ROUTER will not work properly in
® | oad Balance: Traffic Mode
® Bandwidth Usage Control

WAN Link Mode:
You can choose WAN port work mode with ADSL modem
Auto Sense
10Mbps Half Duplex
10Mbps Full Duplex
100Mbps Half Duplex
100Mbps Full Duplex
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WAN CONFIGURE (1)- WAN1

- menu Microsoft Internet Doplorer
Fla Tk "Marn  Tmabet Treke Han o

Qus- O [0 8 ] Do Frrvms @res @) 205 @ - | )

Aableins ] Wzz15E 0G0, 20
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—
R Heallthy Clwck ;0 dpable & Disable
st P

FAH Tvpa
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WA & Dymamie TP
Z PFFPaE
ol A
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Rahdwidr Iksagh
Echeduls
Lunfiguey LAHEDHCR
+ Houring Table schedule : () fpable @& pizable
CR TN WAM Link Mods
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“J menu  Microsaft Internet Deplorer
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WAN CONFIGURE - SCHEDULE

N menu - Micrasoft Internet Explorer

File Edit ‘ew Favorites Tools Help ar
: M - e ] i . N T

@Back i 7 \ﬂ @ __ﬂ /_JSearch “}\( Favorites @Mecha e} =

Address (€] hetp:j192.168.1,254) v|lgd G Links ”

= WAN Configure | a Schedule 2
Lila il Schedule : ® Enable O Dizable
WANZ
Bandwidth Usage | Start Tlme(hh:mm)El EI
End Time(hhimim) : :
Configure LANDHCP |
Routing Tahle | Weekly (Check Enable)

BlBecs EpiEl SUN [ MON [¥] TUE ] WED [ THU [¥] FRI ] SAT

QoS WAN Link Mode

Ad . Auto Sense ~
vance

10kbps Half Duplex
10kbps Full Duplex b

100tbps Half Duplex
- Internet
= 1NNkdhne Foll Mnlew & Interne

Administration

|
|
Load Balance |
|
|

| <

5.3.1 [Dynamic IP]

connect to CABLE MODEM

When choose Dynamic IP, you only need to save this selection
When finish setting all parameter, reboot router.

5.3.2 PPPoE/Dial Up DSL Type

Select [PPPoE /Dial Up DSL] and you will need to enter the ID and Password.
Sometimes you also need to input the Service Name if ISP requires for it. Max Idle Time
is using to disconnect the ADSL connection automatically after the idle period you define.
The unit is minute and the default is 0. This default value let Broadband Router remain
connecting all the time unless disconnected by user manually or ISP. If you define the
period as 3, and the Broadband Router will auto disconnect after idling 3 minutes.
Supposing that you don’t have the Service Name, you may ask your ISP for it.

Account: User Name, provide by ISP, up to 60 characters can be enter.
Password: provide by ISP, up to 60 characters can be enter.

Max Idle Time: o =no check, check by minutes

Dial On Demand (DOD): auto connects function.

Manual: You need to initiate WAN connection manually, by clicking "WAN1 connect”
or "WAN2 connect" button in "System Status" - "Link Status" menu. However, power
up or reset also can initiate the WAN connection.

Dial-on-demand: Whenever a user is trying to access the Internet from his
computer, this WAN port will start connection automatically if it is disconnected.
Always-on: The WAN port will try to establish the connection as long as it is

Www.Xentino.com 42



disconnected, no matter this port is used or not.
about "always on " function, normally you need to combine "Health check " function

together, then "always on" will be work more prefect because there have a ADSL modem
between router & ISP equipment. in physical layer, if ADSL line fail but ADSL modem still
alive , our router can not detect line is broken unless ISP send a disconnect packet to
router so if ADSL line is in abnormal up-down, sometimes router can not get disconnect
packet from ISP. may be in ISP side . it treat line already disconnect, but router seems it
still "connected" .

If you enable " Health check " in each line. then router can automatically send packet
out through WAN to detect whether line is active or not ( 1 packet/30 sec) this function
will cover entire network to secure packet will not lose in defect-line , include

router-->ADSL modem--> ADSL line--> ISP Equipment---> Interest.

It's better to enable at least 2 option in "Health Check" , in order to avoid misjudgments
when only 1 option selected and that "option Server fail"

CONFIGURE WAN - PPPOE

2 menu - Microsoft Internet Explorer |;”E|rg|

Fle Edt ‘“iew Favorites Tools Help f

eBack - J |ﬂ @ _:j /:\J Search “;;;:( Favorites eMedia @ [j’:- :-\;;
Address | ] httpe {132, 168.1.254] vIBco ks ?

= WAN Configure | Configure WAN1 Port
WANT Connect to @& Internet O Intranet
AN

Healthy Check : O Enable & Diszable
Bandwidth Usage |

WAN Type
Configure LL\N&DHCP'

Routing Table | © Dynamic IP
® PPPoE

[+

Access Control

Account : |test |

|

s |
Load Balance |
|

|

Password:|uuuu- |

Service MName : |host(default) |

Mz Idle Time (frin) : |0 |
Dial On Demand: [7];

@ Done # Internet

Advance

Administration

|
|
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5.3.3 Static IP/Leased DSL Type

If you select [Static IP/Leased DSL] , you will need to input the IP Address, Subnet
Mask, Primary DNS, Secondary DNS and Gateway provided by your ISP. The picture
below is an example of static IP’s settings.

WAN CONFIGURE - STATIC IP

&) menu - Micrasoft Internet Exploren

File Edit ‘Wiew Faworites Tools Help ﬁ?

@Back v -\) @ @ \/_:] pSearch ‘-,.:n_‘\'g‘Favorites wMedia @ B' mi_;

Address | hetp[192.168.1.254] v| By ks ?

= WAN Configure | = WAN Type ol
2 C Dynamic IP
WWANZ C PPPoE

Bandwidth Usage | © Static IP

IP Address: 192 [ 188 |11 [ 100
Subnet Mask 1 265 | [255 |.|285 [0
Primary DNS 168 |95 |1 |[3
Seconday DS [ L[ [ ||
Gateway :|192 | [168 | [11 | |254

Configure LAN&DHCPl

[+]

Routing Tahle | A

Access Control

|

s |
Load Balance |
|

|

Advance 0 Schedule

Administration Schedule : O Enable @ Dizable

@ Dore 0 Internet

<
=
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DMZ/WANS configure

- menu Microsoft Internet Doplorer
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DMZ port can be configured into WANS5 as well. Default is DMZ port
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5.4 Bandwidth Usage Control
This is a very useful function, it can let you to control WAN port bandwidth usage by
each protocol. Like FTP
When someone use FTP to transfer file, it will occupied
Heavy bandwidth, by using this function, you can limit
Dedicated application bandwidth
For example:
In following display. FTP, HTTP & Mail bandwidth will be limit in certain

Percentage. This router provide 3 most often use protocol in the table,
Just fill in port number and % usage for each application
Protocol ... name of protocol data packet will be limit.
Port ... protocol port number
Usage: % of WAN speed can be use.

protocol % usage cannot exceed 100% for each WAN port.

Router provides another 4-user self-define port number for easy use , just fill in
port number for each protocol

BANDWIDTH USAGE CONTROL (1)

“F menu  Microsaft internet Deplorer
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BANDWIDTH USAGE CONTROL (2

- menu Microsoft Internet Doplorer
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BANDWIDTH USAGE CONTROL (3)
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5.5 Configure LAN&DHCP

This function configures the LAN ports

- IP address

- Subnet Mask

- DHCP.

You can choose using DHCP server or not, the Dynamic Host Configuration
Protocol (DHCP) allows the Broadband Router to dynamically assign IP addresses
to network devices. Dynamic IP assignment alleviates the need for the network
administrator to maintain and monitor IP address assignments and simplifies IP use
because the IP addresses are automatically and dynamically assigned when a
station powers-on. You will need to indicate the range of DHCP server and DNS
address if you enable DHCP server function.

You can also reserve some IP’s to specific computers. You need to enter the
name (MAC address) of the network card installed in your computer to assign a
particular IP to it. Enter the relative values and then click ADD.

When enable DHCP Server in “From”, "TO” field, you can reserve up to 253 IP
address to DHCP server.
Fill in local DNS Server IP address in “DNS Address” field, you can ask
your local ISP to provide this information.

CONFIGURE LAN & DHCP (1)

X menu - Microsoft Internet Explorer

Eile Edit Yiew Favaorites Tools Help o
Y A =y A ; ; £ A

eBack M ) |ﬂ @ lj /._JSearch ‘}:( Favarites eMedla 6} [:v =

address | @] http: {192, 168,1.254 v BEYco  Links ?

| ”~ -~

Configure LAN

WAN Configure

Bandwidth Usage |

Configure LANZDHCP | P Address:  |1821681.254 |
Routing Table | Subnet Mask - |255 255 2550 |

Access Control

Configqure DHCP

QoS8

DHCE Server : & Enable O Disable
DHCP Server Eange :
From :[192168.1.12 |

To - [192188.1.20 |
DNS Address . | 168.95.1.1 |

Load Balance

Administration

Firmware Update

|
|
|
Advance |
|
|
|

Save & Reset W

| £

€ @ internet
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CONFIGURE LAN & DHCP (2

) menu - Microsoft Internet Exploren

File Edit Wew Favorites Tools Help .\#’
e Back - "\) Ia @ \{h p Search \‘,'/'_n"\g‘ Favorites Q Media @ 8 - p’\}
Address |&] hktp:f{192.168.1.254 v Go  Links ¥

*Balance ROUTER

WAN Configure | o DHCP Server O Disable ~

DHCP Server Range
From :|192.168.1.12 |

Bandwidth Usage |

Configure LANSDHCP | To: [1921881.20 |
Routing Table | DNS Address ;. |168.95.1.1 |

Access Control

Reservations IP

|

|

| MAC Address TP Address Delete Modiy
Advance |

|

|

|

QoS

Load Balance

Administration

Firmware Update

Save & Reset

s

=

&] [TT1T] 8 Internet
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2l menu - Microsoft Internet Explorer

Tools

File  Edit

Yiew  Favorites Help

CONFIGURE LAN & DHCP (3

eBack < \) @ @ :’h pSearch *Favorites eMedia @ 8' ,;;L,'_.

address | €] hetpiff192,168.1,254(

System Status

3
Work Mode |
|
|

WAN Configure

Bandwidth Usage |

Configure LAN&DHCP'

Routing Table |

[+]

Access Control |

[+]

Advance |

Administration |

Eirmware Update | =

Coawn 2 Dacnt =186

To: |182.168.1.20

DINS Address - |168.95.1.1

Reserwvations IP

00.10.02.03.04.05|192.168.1.56| [ | O

00.03.04.05.07.08|192.168.1.88| [0 | O

- Go

Links

3

[l

@ Done

¢+ Command Prompk

A menu - Microsoft Internet Explorer,

File Edit \Wiew Favorites Tools  Help

2} menu - Microsoft. ..

‘ﬂ Local intranet

== Removable Disk. ...

@Back - -J @ @ {h pSearch \','Vn_‘\'f‘Favorites QMedia @ @* %

address | @] hetp: /192,168, 1,254f

'Balance ROUTER

Work Mode

WAN Configure

]
|
System Status |
|
Bandwidth Usage |

Configure LAN&DHCP'

Routing Table |

Access Control |

Advance |

Administration |

Firmware Update | =

Coarn 2 Docnt |- 24

Modify Reserved TP Address

oo |10 |Joz |03 [|oa |[os ||192188156

|

@ Done

f ¥ start oo Command Prompk

Docurment - War. .,

3 menu - Microsoft. ..

== Removable Disk (...

‘a Local inkranet
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5.6 Routing Table

5.6.1 Configure

Static Routing:

This function allows manually defined by users as the only path to the destination.
Users can configure the static routing path to Broadband Router.
For example:

There have one pc with two interfaces in this area, one interface is connected to
Broadband Router (domain A), and the other connected to another Server (domain B).
Users need to set the static routing path in Broadband Router to let is recognize that
there is another domain in this area. These settings enable the packets from domain A
reach the destination in domain B via the gateway configured in Broadband Router.

SOHO Gateway

192.168.1.2

]

Domain A

&

a PC with bwio interfaces

L ! interface 1:192,168,1,100
®  inkertace 2:192,168.10,100
g -
192,168,102 Domain B
DHCF
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ROUNTING TABLE — STATIC ROUTING

2 menu - Microsoft Internet Exploren

File Edit ‘iew Favorites Tools Help

@Back - O Ia @ @ pSearch *Favorites eMedia @ @v h{}

address |&] hetp://192. 168, 1.254f v Ga

Load-Balance ROUTER

j -

Links **

Static Routing

Item  Network

— =:192.188.1.D ”255.255.255.0 ”192.158.1.0.100 :

Configure LANSDHCP| B \ i | = |

= Routing Table | -| [l | |“
Confre ] [ [ [ = | 1

Current Table

System Status

s
Work Mode |
|
|

WAN Configure

Dvnamic Routing

Access Control | 3 |

Advance | Enable :

+ Adminictratinn

e Version P e |

@ Done

v Command Prompt % Docurment - War, .. a menu - Microsafk, ., == Removable Disk (...
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Dynamic Routing:

Dynamic Routing allows router learns of path to destination by receiving periodic
updates from others. The protocol used in communication between routers is RIP 1/2
(Routing Information Protocol). RIP1 supports only broadcast mode while RIP2 supports
broadcast and multicast mode.

ROUTING TABLE - DYNAMIC ROUTING

A menu - Microsoft Internet Explorer

File  Edit Wiew Favorites Tools  Help #’

@Back < -\-I) E @ \{h pSearch *Favorites wMedia @ 8' .,{_;

address @http:mgz.la.l.zs‘tr .
-Balance ROUTER

Dvnamic Routing

Work Mode

System Status

WAN Configure

Enable :

] WVersion:

Multicast/Broadcast: |[[siEEEEEE

Configure LANEDHCP

|
|
|
Bandwidth Usage |
|
|

=1 Routing Tahle

Caonfigure Periodic announcement interval (Seconds):
Tims before routes expire (seconds):

Current Table
Time before route 1= removed (seconds):

Access Control | n

Advance | [ Ok ] [Cancel ]
1

b

B3

= Adminictratinn

@ Done .ﬂ Local intranst

o it Wt ., saft. .. -,

o Command Prompt emovable
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5.6.2 Current Routing Table

This display shows the valid routing paths in Broadband Router. Users can view the

information about current routing paths.

ROUNTING TABLE — CURRENT ROUTING TABLE _‘

2l menu - Microsoft Internet Explorer

File Edit View Favorites Tools Help #’

eBack - -Q @ @ {;j pSearch ‘?';\_S-‘Favorites wl‘ﬂedia @ 8' %

address | hitp:192.168.1,254) v Ga

Links *

System Status

sl
Work Mode |
|
WAN Configure |

Bandwidth Usage | Current Routing Table

= Routing Table | 1192.168.1.0 255255 255.0 [192.168.1.254

Configure LﬂN&DHCPl

Configure
Current Tahle

Access Control | b |

Advance |

=+ Adminictratinn =54

@ Done 'd Local intranet

4 s Slart o Command Prompt 00 a menu - Microsoft... == Removable Disk (... S5 "_: W 317 FM
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5.6.3 AP Management

Router can block below traffic packet from LAN to WAN. For some exception

Router allow 5 special user IP can access Internet without limitation when enable block function

Instant Message Blocking

“Fmenu Microsoft Internct Eoplorer

Fa rik e

"W tmn Trelt fahn

Qo - @ [# [ (| Lo Frroms @ @ 2-00 B - [

bl ] WS 15T 1021 224

Load'Balance ROUTER

&I
2 Seem St | Instant Message
o 'WAH Configure
Typ=
_ Bandbuiith lage |
coeene I
1 Routing Tahle -
- AP managemant el inaisit m]

Inztznl essoce | WK inaisit m]

(3

{=Fis

o Bpcess Cowdrol
_ ms |

#H  Luad Balunua
S o mmw e

4 Salmibn tsoradinng | 1 l__|- l_ O
Elrmyear: Upilate | | |4
Smc b Brst | | N Y o ,

] b3 1157 107 | 27 e vanod sk e e —

Fahno Messange: innibit 0

Supervisor

3

TR I s Leats Farm.,

P2P BT Blocking
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o 'WAH Configure

Bl Lisex |
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ity
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s |
#  Luad Balunun
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5.7 Access Control

5.7.1 Local IP Filtering

- Gateway Mode only

Broadband Router allows you to do accessed restriction of block/allow outgoing IP
packets by protocol (port number).

You may restrict some IP’s only to perform limited protocols or allow them to execute
partial protocols. And the first thing you have to know is the port numbers and their
usages.

Local IP Filtering allows you set ten items and item 1 has the highest priority. In
principle, the same IP should not list in different items. If IP settings confliction occurs,
item with higher priority would be the obeyed rules.

You can reserve dedicate IP address to dedicated user from “Configure LAN”
display -> “Reservations IP” function, by using this function, user can have dedicated IP
address match to their computer NIC MAC address.

There are ten items in this function. You can allow or restrict specific IP(s) to access
some port numbers.

Example 1, if you restrict the PC of IP 192.168.1.13-192.168.1.15 to access HTTP, the
settings are:

Item 1: Enable

Filter entry: Block

Port Number: 80

IP address: 192.168.1.13-192.168.1.15

Example 2, if you allow the PC of IP 192.168.1.16-192.168.1.18 to access FTP only, the
settings are:

Item 2: Enable

Filter entry: Allow

Port Number: 21

IP address: 192.168.1.16-192.168.1.18

Example 3, if you allow the PC of IP 192.168.1.40, 192.168.1.56,
192.168.1.100-192.168.1.120 to access port 50, port53, port100-120 only, the settings
are:

ltem 3: Enable

Filter entry: Allow

Port Number: 50, 53, 100-120

IP address: 192.168.1.40, 192.168.1.56, 192.168.1.100-120

LOCAL IP FILTERING
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2l menu - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help #’

eBack - \J Ig @ @ pSearch *Favoritas el‘ﬂedia @ @v i}

Address ] httpiff192,168,1,254 v B e

*Balance ROUTER

Links *

WAN Configure | ! 2
Bandwidth Usage | Local TP Filtering
Routing Table | .||192 168 |1 |13 |80 |“EIIDCK v|- 4
= Access Control | .||192 168 |1 |[1618 |21 |“AIIDW v|
Locate IP Filtering .||192 |[188 |[1 |_|4U,58,1DU—1EU|||SU,53,1IJU—120|“AIIDW ~|
Remuote IP Filtering ." || || || ||| |“ Block v| | |
Intrusion Security ." || || || ||| |“ Block v| u
. B [ =] =
008 | B | =) =
[ | ook v IET
|1| |1 T 1 T 1 i—— . | L
aDone | | | | 4 Internet

Note: Port and IP address can accept digits 0-9, “,” and “-“ only.
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Protocol Port No. List
Protocol

Service

Port no.

Protocol

Service

Port no.

TCP

FTP

21

TCP

LADP

389

TCP

SSH

22

TCP

HTTPS

443

TCP

TELNET

23

UDP

IKE

500

TCP

SMTP

25

TCP

RLOGIN

513

UDP

DNS

53

UDP

SYSLOG

514

UDP

TFTP

69

UDP

TALK

517,518

TCP

GOTHER

70

UDP

RIP

520

TCP

FINGER

79

TCP

AFPOWERTCP

548

TCP

HTTP

80

TCP

Net-Meeting

1503,1702

TCP

POP3

TCP

L2TP

1701

UDP

NFS

TCP

PPTP

1723

NNTP

AOL

5190~5194

NTP

PC Anywhere

5631~5632

IMAP

XWINDOW

6000-6063

SNMP

IRC

6660~6669

BGP

Real-Media

7070

WAIS

6000-6063
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5.7.2 Intrusion Security
By set up this table, Router can be defined as “BLOCK” or “PASS” function following by
the table content.

Intrusion Security

3 menu Microsaft Internet Goplorer
ra ride e

"o thn Trelt fan

Qo - @ ¥ @A (] Loeer Jrroms @ra @ 2-00 @ - | )

Akl | W LR 1600 2%

Lo *Balance ROUTER

T WOH Configure | &

Eoumlyure | SHEILY Intrugion Securlty

#  Fouting Tahle

AP management Intrusscen gacurizy @ ¥ Enabla & Disakla

o Mrsse Cirdonl E Back O Py Trar'a TRMAC not in Tollow liat.
R MAC Adirsss TP udekess Delee Moy 3¢

| i Ser g
Zic8 e L _#ULP:.- I | Cuncsl
L Fiteng
Zaagian |l

# | nad Rakanea
H Dydhvanoe

T e I ooscit Inke., - Hunnreabhs Duk ) TR IP e s Lt .
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5.7.3 DoS Defense

This Broadband Router also provides with DoS (Denial of Service Defense) function to
protect your network servers, hosts, routers and other devices from the attacking of villain
using mass data transmission. The default value in
The display is the optimize parameter for Router.

LS
Defense

SOHO Gateway

DOS DEFENSE (1

- menu Microsoft Internet Doplorer
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il
1 WAH Confiqure & =
Banstwiith Usage DoS Defense
[T Funslion  Pavdesler  Lock Fiee Guebile
3 Feouting Tahle Lt Froggmane Clusszy [}
ol AP management L Auiebues spoulng ]
= Merass Cnndnnl [ P R |
Tisakle PngTOWF, vespond [F] Ak [7] ads [¥l
—ocal P Filameg o] T
L Furle Crsrrimed Fing E e =
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Euuls Urzm
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Feet Hean L P N M N N
Saagdn |l
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4 | nad Rakancs —_—
I20F Floodis (WA 1000 fimestwer win | L
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DOS DEFENSE (2

3 menu Microsaft Internet Goplorer
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* Some virus are using “PING” command to attack network, this Router can be defined as
accept or reject “PING” command from WAN or LAN.
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DOS DEFENSE (3)

- menu Microsoft Internet Doplorer

Fla rellk e Tmeoobwe el Han '
e - 03 [ [2] | s Tlprmote @raa £ 2 B - |
Akl ] WEsa152 007 ) 20 >
Lo__ -alance ROUTER
= H.&Hﬂ-rrﬁur: ” LY Aagnany Uy | ]| i il £
[ dickues speulin, O
_ Banshwiith Usaoe | EPTRT——
LConflyure LARRDICE Tizakle PrnglTC WF) vespand  [F] wAk: [7] Wrads [
4 Routing Tahle o
AP management (Uneezizmd Fung 32 bote: [
- Trep TF Facket with S L
= A Chndnnl Bouls Otz
—onal | Filaneg Feet Zcan T peetafser 5 ||ﬂin [
e TET SV Flaadirg CEFOT 100 geiee |5 | i m
Sl . TCR ST Flssdon, (CAL) 1200 jmposiene 5 m O
L Fillari I20AE Pleados (WA 1200 ine=sreec 5 =1 [} [l
- IZHE Floodizg LTT) T Hepmsizer 5 Lin O
Qs TITE Flacding (W LM T fmeafeer = |rdin r
— TITT Flaschnn (TAM L[| — = s O
H Mvance ok Cmnzel
o Balmibnlstradion N
Eirmweare Update | ., -
] rove & et

Www.Xentino.com



Function

Description

IP Fragments

Checking the IP fragments. When it finds someone from WAN side

Checking tries to attack your network using overlap IP fragments in a bad
attention, this function will check over these packets and drop
them.

IP Address Finding out whether the source address(s) and destination

spoofing address(s) are legal IP’s or not. If they are illegal IP’s or multicast
addresses, this function will cast these packets away.

Oversized Dropping the packets of “ping” which exceed the size you set.

Ping The default value is 32 bytes.

Drop IP Casing a packet away when it contains source route option(s) in its

Packet with  |[IP.

Source Route

Option

Port Scan When an IP from Internet tries to scan the IP of Broadband Router
up to 10000ports/sec (default value), this function will drop all the
packets from this IP within 5 minutes (default value).

TCP SYN When a destination address and destination port of Broadband

Flooding Router receives TCP SYN packet from WAN over 10000 times

(WAN) (default value) in one second, Broadband Router will close this
address and port for 5 minutes (default value) temporarily.

TCP SYN When an IP in LAN of Broadband Router tries to send TCP SYN

Flooding packet over 10000 times (default value) in one second, Broadband

(LAN) Router will close this source address for 5 minutes (default value)
temporarily.

ICMP When a destination address of Broadband Router receives ICMP

Flooding from WAN over 10000 times (default value) in one second,

(WAN) Broadband Router will close this address for 5 minutes (default
value) temporarily.

ICMP When an IP in LAN of Broadband Router tries to send ICMP over

Flooding 10000 times (default value) in one second, Broadband Router will

(LAN) close this source address for 5 minutes (default value) temporarily.

UDP Flooding |When a destination address of Broadband Router receives UDP

(WAN) from WAN over 10000 times (default value) in one second,
Broadband Router will close this address for 5 minutes (default
value) temporarily.

UDP Flooding |When an IP in LAN of Broadband Router tries to send UDP over

(LAN) 10000 times (default value) in one second, Broadband Router will

close this source address for 5 minutes (default value) temporarily.
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5.7.4 URL Filtering

Besides restrict users by local/destination IP, Broadband Router provides you to do

accessed restriction for user by URL as well.
You may restrict some URL address that are not allow to reach

Keyword: destination URL that prohibit users to reach
Enable: enable restrict function

URL Filtering

- menu Microsoft Internet Doplorer
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5.7.5 Session Limit

For each user IP default session limit is 300. session no per each user can be change
from 300 to 65,000

Session Limit
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58 QoS

With this function, you can set up USER BANDWIDTH with Maximum & Minimum

bandwidth value.
Configure WAN Speed

The WAN speeds must be configured for the QoS configuration to take effect.

IP MAX/MIN Limit

Allocate bandwidths to users.

e IP: IP address of specified user.

e MAX: Bandwidth limitation to this user.

¢ MIN: Minimal Bandwidth kept for this user before allocating any bandwidth from this user to

others.
e Down Rate: Download speed.
e Up Rate: Upload speed.

e WAN Apply: Which WAN you want the allocation to take effect. (Do not use this option to

specify which WAN to use for this user.)
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5.9 Load Balance

5.9.1 Mode

Broadband Router provides three load balance work modes:

Session All the enabled WAN ports have the same (1:1) bandwidth
rate.

Weight round |Configure the WAN ports bandwidth rate manually.
robin

Traffic Router will find the lowest loading WAN port to transmit and
receive data automatically.

Ultra Smart  |Enable this function router will lock User packet at dedicated

Sharing WAN port, base on 1'st User packet send through which
WAN port (suitable for Game, Voip ...etc)

Time out Default is 60 second, range from 30 ~255. user will be

Timer remove from WAN user list ,if no user packet RX/TX through
WAN port after timer expired

Session mode:
When choose this mode, the router will assign each coming session
To each WAN port one by one, no matter how traffic loading on each WAN port.

LOAD BALANCE
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Weight Round Robin mode:
Configure the WAN ports bandwidth rate manually, means you can
Distribute each coming session from users to each WAN port, following the
Rate that you assign in each WAN port.
The session number in each WAN can be numbered from 1 to 100,
The suggest number is under 1 ~10. if rate is 1:1 for each WAN port , the router function
will act like Session mode
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LOAD BALANCE

3 menu  Microsaft Internct Goplorer
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Traffic Mode:
Router will find the lowest loading WAN port to transmit and receive data automatically.
you need to enter correct ADSL/CABLE WAN speed in here.
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5.9.2 Outgoing Route

This function can let you arrange data packet from specific IP address access Internet
by assigned WAN port .with this function, you can easily let VOIP packet or special
user can use high bandwidth WAN port in order to have best performance
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(2) enter IP range in “Start IP “ & “End IP”
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(3) enter port range in “Start Port “ & “End Port” for ex.if only port 80
just enter 80 in both “Start Port “ & “End Port”
(4) enable this function for IP 192.168.1.10 to 192.168.1.20
(5) Select “WAN port”
Auto : wan port selected automatically by router
Wan 1 : only selected WANL1 , if WAN1 disconnect , router will drop
Data packet
WANL first : first select WAN1, if WAN 1 disconnect at beginning then

Router will select another available wan automatically

i menu Microsaft Ingcrnct Coplorer

Fla T Was  Twerten ekt e [

Qe - D[4 [ T Lo Frroomes @rea @ 2- 0 B - [ )

Akl ] Wi 152 1600 278

Load'Balance ROUTER

_ Moene |
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[ede
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Delete : if want to delete existed IP. Selected “delete” then click “ok”

Fix : if want to modify existed IP. Selected “Fix” then click “ok”
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5.9.3 In-Bound (In-Bound Router Support Only)

In-Bound function can let you load sharing traffic that coming from Internet to access you
internal server to each WAN link, this function can increase WAN

Utilization. For detail usage, please refer to Chapter 6

In-Bound
) menu| - Microsoft Internet Explorer z
File Edit Yiew Favorites Tools Help i"
@ Back - -Q @ @ i’;j p Search ‘;‘Vr:? Favorites w Media @ B - .{_;%

Address [&] hktp:/[192.168.1.254 v R ks ™

'Balance ROUTER

InBound Load Balance

>

Access Control

QoS |
= Lead Balance
| Load Balance Mode

Dwtbound
& Zezsion

Inbound . .
- O Weight round robin
Special Application

Inbound Option

Special IP Assignment

Lo Name Type Address Modiy Delcte

Advance |

Administration | addieicy b |
Firmware Update | " Apply w

@ http: /{192,168, 1,254 advancefinbound. htm B Internet
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5.94 TOS
TOS function can let you setting the priority for dedicated packet.

TOS

2 menu - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help

@Back - -u @ @ \’_:] pSearch ‘-{;‘\?Favorites ®Media @ B' :;

Address [&] hktp:/[192.168.1.254 v Go

Load'Balance ROUTER

Links **

|

Access Control

|
QoS |
= Load Balance | Configure ToS

Duthound i
ToS List
Inbound
Snecial Application Status Source [P/Port Distination [P/Port Potocol Type Priority Delete Modiy
) )
Special IP Assignment i
ToS

Advance |

Administration |

Firmware Update | v
O Internet

&] http:/192.168.1,254/advancejtos_list.htm

5.10 Advance

5.10.1 Remote Configure
The ROUTER can be managed from any PC from INTERNET. If enable “remote

configure” function in this display, access to the Web-based interface is available via the
INTERNET, If not enabled, access is only available to PCs from LAN.
Access from LAN ...... specific 192.168.1.254 in the URL field
Access from INTERNET ...specific WAN port IP address in the URL field
ROUTER provide easy method to access from INTERNET via “Dynamic IP” &

“Dynamic port”

Remote IP: specific dedicated PC can be remote access ROUTER
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® | eaving these fields blank will allow access by all PCs.
® if enter specific IP address, only this address PC can access from remote
® The address must be Internet IP addresses.

Remote Port: The port number used when connecting remotely.

Example: If the local user

. Enable the remote configure function

. Remote port is 80 (default is 80, can be different port number)

. Remote IP is blank.

. ROUTER WAN port IP is 110.111.112.1

When the user of remote side want to access the ROUTER web configure, the remote
user only need to enter http:// 110.111.112.1:80

REMOTE CONFIGURE

22 menu - Microsoft Internet Explorer,
File Edit VYiew Favorites Tools Help ':,.

@Back - -J @ @ \’_:j pSearch “;n'\'{‘Favorites *Media @ B' :;

address | @] http:/f192.168.1.254/ Go  Links *®

Load*Balance ROUTER

=] Advance

| .y

Rernote Configure R Ote Confl re

Wirtual Server

DMZ Hast ® Enable O Disable

Iulti-MAT

Load Balance Eemote Port
IP Binding

DOME

Proxy

Mail Alert

=1

=

o
|

a ‘:! Local intranet

a menu - Microsoft, . == Removable Disk. (... T ‘F‘_ A HEIEM
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5.10.2 Virtual Server / VPN Pass Through /ALG options
This Router support
® VPN Pass Through ....... IPSEC/PPTP
® H.323 ALG include.....\oIP Gateway can be connect direct to this router LAN port, and
open the correspond VOIP port number.

You may have FTP, MAIL, VPN or other server on your LAN. If you would like to
allow the global users access some servers providing special services on your LAN. This
function can help you to do this.

Provide with global port & local port mapping function, let you easily
Configured internal server with same port number mapping to WAN IP different
port number.

Global port: WAN virtual protocol number

Local port: used by internal server port number

Local IP: local server IP address
For multi-wan port router, no matter data packet coming in from which WAN port

(WAN IP address) , router will check incoming data port number only.

For example:
Global port number 1021 map into local server IP 192.168.1.10 port 21
Global port number 8080 map into local server IP 192.168.1.10 port 80
Global port number 2323 map into local server IP 192.168.1.25 port 23
Global port number 1100 map into local server IP 192.168.1.13 port 21

you can also configure

Global port number 1022 map into local server IP 192.168.1.20 port 21
some port number in local server with different global port number

VIRTUAL SERVER/ALG Options

<} menu - Microsoft Internet Exploren

File Edit Yew Favorites Tools Help ':;'
1 A =y e . ) Dy W

e Back - \_) \ﬂ @ _ﬂ 7 ) Search kf/\..( Favarites @Medla 6‘3 [-'-_-;-_\ M

Address | ] hetp:f{192.168.1,254 viEJco Links Z

[+
>
>

s |

ALG Options
Load Balance |
= Advance | IpSec Pass Through (Port 500

PPTF Pass Through (Port 1723)
WOIP Pass Through

Rernote Configure

Wirtual Server

From To

DMZ Host UDP Port
Multi-MAT i TCP Post
IP Binding
DDNE Yirtual Server
Broxy a ID GlbalPort  LocalPort  LocallP  Enable a
& i 0 ® i -
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VIRTUAL SERVER/ Port Mapping

2} meny - Microsoft Internet Explorer

File Edit View Favorites Tools  Help I ,&
c Back = O @ @ @ p Search * Favorites e Media @ @ - ;‘}
Address | @] httpi 192, 168.1,254/ w Go Links *

Lo

= Advance

Remaote Configure
*irtual Server
BV l|1nzn 21 |192.168.1.10 |
AT PEED (a0 [192.168.1.10 | = |
l|2323 123 |192.168.1.25 |
Load Balance
l|11nn 10 |192.188.1.13 |
e B [ [ | = |
Eio | | | [ = |
Mail Alert El | I [ =
Time hal l| || || |u hal

a menu - Microsoft, .. == Remavable Disk. (...

To use VPN Pass-Through function, you need to configure following port number in
Virtual Server Table List.

protocol port number
PPTP 1723
IKE (IPSec) 500
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VIRTUAL SERVER

2 menu - Microsoft Internet Explorer

File Edit Wiew Favoribes Tools  Help ﬁl

eBack - 'J @ @ \r_h pSearch '\S\E“Favorites *Media @ Dzrz' ":_\ﬁ

Address | @] hktp:f1192.168.1,254]

B

= Advance | 2

Remote Configure

Yittual Server . u
DbiZ Host l DNS(53) ﬂ
| s -
Flulti-MAT II: POP[3(1)1 0 u
SMTR(25) I I
Load Balance TELNET(ES)
o , WEB(B) .
IP Binding If you don't know Netmeeting(1720,1603) ollowing way to get port number.
DD Windows Messenger(1503)
sets Select Port | — Select One — ¥ SelectID :
Prowy
-Ok Cancel
hail Alert
Time v v
a Done ‘:! Local intranet

rJI s Stant e Command Prompt . a menu - Microsoft, ..

VIRTUAL SERVER

19z2.168.1.10 192.1658.1.11
FTP Server Telnet Server

E -

HTTP Server Mail Server LAN 1921681 254
192.168.1.12 192.165.1.13 WAMN 203.74.94.30

A .
Rermote User

For example,

Supposing you want to have four servers providing FTP, HTTP, Mail and Telnet
services, you must enter four virtual servers and enable them.
If users key in ftp://203.74.94.30, Broadband Router will send the data of FTP protocol to
the server of 192.168.1.10.
If users use telnet software to connect t0203.74.94.30, they will connect to the server of
192.168.1.11.
If users key in http://203.74.94.30, Broadband Router will send the data of HTTP protocol
to the server of 192.168.1.12.
If users use the email to connect to 203.74.94.30, they can receive the mails in Mail server of
192.168.1.13.
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5.10.3 DMZ Host

Dynamic IP DMZ
WAN : Host IP Address (PPPoe Mode)
When WAN port IP assigned by ISP obtained by PPPoE(Dynamic IP), you can fill in DMZ host that
inside the network, the router will mapping WAN [P to internal DMZ host automatically.

Multi-DMZ/Public DMZ
When using this function, the WAN port IP need to be FIX IP assigned by ISP

2l Cannot find|server - Microsoft Internet Explorer X
File Edit Wiew Favorites Tools  Help ':r
@ Back - \_) @ @ _;j /'/__j Search \‘{'\? Favorites e Media @ [}j{ - .:\; u

Address (] httpi 192, 168,1,254 v B ks ?

‘Balance ROUTER

Access Control | ) P
QoS | Dvnamic IP DMZ
Load Balance | [JWAN1 : Host IP Address|:|
l—— | 0 WANZ : Host ID Address|:|
Remate Configure [JWANZ : Hozt IP Addressl:l =5
Wirtual Server O es ress
D7 Host Mutil-DMZ/Public DMZ
hidulti-MAT L
IP Binding
DOMNS
Proxy 3 v
@ Done 0 Internst

The Demilitarized Zone (DMZ) function provides a way for public servers (Web, e-mail,
FTP, etc.) to be visible to the outside world (while still being protected from DoS (Denial

of Service) attacks such as SYN flooding and Ping of Death). These public servers can

also still be accessed from the secure LAN.

By default the firewall allows traffic between the WAN and the DMZ, traffic from the
DMZ to the LAN is denied, and traffic from the LAN to the DMZ is allowed. Internet users
can have access to host servers configured in DMZ Host list but no access to the LAN,
unless special filter rules allowing access were configured by the administrator or the
user is an authorized remote user.

It is highly recommended that you keep all sensitive information off of the public
servers. Store sensitive information in computers on LAN.

If you would like to grant remote users the right to access one of your computers on
LAN to perform some actions such as Internet games, you must enable the function of
DMZ. When remote users access your legal IP(s), Broadband Router will transmit these
packets to the corresponding virtual IP(S).

This Router support 2 type DMZ Host.( FIX IP Mode)

- Multi-DMZ
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- Public -DMZ

Type (1) : Multi-DMZ
several DMZ Hosts

if you own several legal IPs, you can assign which legal IP correspond to which IP on
your LAN. This assignment will let most protocol to access the assigned IP on the LAN.

192.168.1.10 197.165.1.11

SOHO Gateway
29 -

=

A
Remote User

192.1658.1.12 LAaM 192.165.1.254

W AN 203.74.94,31-33

DMZ HOST

2 menu - Microsoft Internet Explorer

File Edit Wiew Fawvorites Tools Help

eBack - \) @ @ \-_/;j pSearch %Favorites QMedia @ 8' %

=  Advance | o

Remate Configure

Wirtual Server
OMZ Host
Multi-MAT

Load Balance

IF Binding
DDNS

Proy

Wail Alert

DMYZ Host

Ttem  DMZHost TP Address TP address provided by ISP Enable
-|192.158.1.1D .|2ua.?4.94.31 |
-|192.‘IEB.1.11 .|2ua.?4.94.32 |
-|192.‘IEB.1.12 .|203.?4.94.33| I

¢ Command Prompt

Type (2) : Public DMZ
Public IP Mapping

This Router provide “Public IP Mapping” function, with this function, can let you map

legal IP between ROUTER WAN & LAN interface. This application will be very useful to let you

connect GAME Server or VOIP gateway inside the LAN, because most GAME SERVER or

VOIP gateway need legal IP address to operation
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For Example:
ISP provide following legal IP address to your office.(FIX IP)

203.74.94.31
203.74.94.32
203.74.94.33
203.74.94.34

By using DMZ function, you can configure DMZ host as follow.

DMZ Host IP Address IP address provided by ISP
192.168.1.10 203.74.94.32 (private DMZ host)
203.74.94.33 203.74.94.33 (for GAME SERVER)
203.74.94.34 203.74.94.34 (for VOIP gateway)

After configure ROUTER as above DMZ HOST table, the ROUTER will let data packet that
destination address point to 203.74.94.33/34 pass through into inside GAME SRVER and VOIP
gateway .The ROUTER also allow LAN user ( like 192.168.1.xx) can access GAME SERVER or
VOIP gateway.

NOTE:
if using “Public IP Mapping” function, the GAME SERVER & VOIP gateway
will not have DoS function protect by this ROUTER.
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5.10.4 Multi-NAT

Multi-NAT function allow you to configure multiple LAN IP
Domain to each WAN port( total 10 LAN IP can be defined), after configure multiple NAT
function It will act like have virtual router connect to Broadband Router LAN port, all traffic
between each LAN IP domain , will send and receive through broadband router. it will provide
following benefit .
* restrict broadcast storm in single IP domain.
* Broadband router can check each packet with DoS function enable.

LAN IP: separated LAN IP domain.
Subnet Mask: mask for IP domain.
WAN IP: specific WAN IP address that match to LAN IP domain.
You can leave blank in this field for PPPoE connection/
Or write down specific WAN IP address, if WAN port had
Define multiple IP address on it (DMZ used)
Blank: router will send packet follow by WAN filed selected .
WAN: WAN1, WAN2, AUTO
WAN1/2/3/4 ...router will route packet to correspond LAN/WAN
AUTO.......... router will route packet follow by “load balance”
Function selected

MULTI-NAT

2 menu, - Microsoft Internet Explorer X
File Edit View Favorites Tools  Help ﬂ!’

eBack - -\:) IE @ \-/_';j pSearch ‘?';‘;‘Favorites eMedia @ 8' 'i_;;e

[

= Advance

Remote Configure

Wirtual Server

DhZ Host

Plulti-hAT .| I I [wvanz
Load Balance L ] I [auro ¥ BE
IP Binding H | I [auto ~ JE
bons % | I [auro > JE
poe - — I I [auto v BEN
Mail Aot 8 ] I [auro ¥ IEW

e Command Prompt Document - ot ., Y menu - Microsaft. .. = Removable Disk. (...
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5.10.6 IP Binding (Protocol Route Control)
In Internet world, there have some Game Server ,SSL protocol user or Personal Server have

special request for connection, these special request include.
(1). Use special port number to perform specific function.
(2). Not allow user connect with multiple WAN IP address

For Example,

if user use load Balance function provide by router to connect Server, Server might

response with many login display back to user, because each session comes different WAN

port with different IP address, Server treat it like different request

By enable this function, you can specific the IP packet will go through dedicate

WAN port to reach dedicate destination server. they will show only 1 IP address.

That means if destination server address show in this display, when user wants to reach
these destination server, the packet will only go through dedicate WAN port, it can not have load
balance function.

Note:
IP Address: destination server IP address, it will be restrict to dedicated WAN port.
“ if do not specific destination Host IP address in this field, the port number specific in the port
number field will be limit packet transfer in dedicated WAN port.
Starting port: the packet of specific protocol port number will be restricted.
End port: the packet of specific protocol port number will be restricted
The protocol port number start from 0 to 65535, you can decide what range of port number will
be restrict. if enter.

0 0 all packet will be restrict to dedicated WAN port
blank blank all packet will be restrict to dedicated WAN port
80 80 only packet type of port 80 will be restrict, the rest
type packet will not be restrict, can use load balance
function.
1 21 only packet type of port 1 to port 21 will be restrict, the rest type

packet will not be restrict, can use load balance function.
WAN: select WAN port to be transfer packet for dedicated destination packet.

Example (1)
IP_Address Start port End Port WAN
210.3.1.23 0 65535 WAN1
All packet go to Internet Host with IP 210.3.1.23 will be restrict to dedicated WAN 1
Example (2)
IP_Address Start port End Port WAN
210.3.1.23 0 0 WAN2

Packet type belong to protocol 23 that go to Internet Host with IP 210.3.1.23 will be restrict to
dedicated WAN2

Example (3)
IP Address Start port End Port WAN
Blank 21 21 WAN1

Packet type belong to protocol 21(FTP) that go to any of Internet Host will be restrict to
dedicated WAN1
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IP BINDING (Protocol Route Control

2 menu - Microsoft Internet Explorer, z
File Edit VYiew Favaorites Tools Help #
e Back ~ u B @ th p Search * Favarites e Media @ @ - i}

Address | &] http:/f192.166.1.254 v B Links ?

Hemaote Lonfigure ] ~

Yirtual Server IP Blndlng

D7 Host

|
I
\I
I
|

Multi-NAT
&0 WA v =
Load Balance
23 ALTO
IP Binding | | : : M ﬁ
AN
DOME YAN 2 u
| | | lwan Firs |
— || | Il Lweaniz Fist|[SF
Mail Alert || | I [ =
Time || | I [ =
System Log | Il Il |[auTO v|u
bd | ] i = ol o | b
@Done | | - & Internst

15 Start
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5.10.7 DDNS (Gateway Mode / Basic NAT Mode only)

You need to apply for a free DNS domain name from www.dyndns.org. Broadband
Router will update the WAN IP address to DDNS’s database once a WAN port was
connected to Internet if DDNS function is enabled. And the users in Internet can find out
the Broadband Router via this domain name.

User Name: please apply from www.dyndns.org
Password: please apply from www.dyndns.org
User Hostname: please apply from www.dyndns.org

DYNAMIC DNS

A menu - Microsoft Internet Explorer empty
dnsalias.com

Edit  View Favorites Tools  Help dnsalias.net
dnsalias.org

@Back - -_\_;l @ @ \:h ‘/":]Search ‘Z';\L{Favorites @Media @ Dggv '“:_\ﬁ dyndns.biz
dyndns.info
dyndns.arg
dyndns tv
dyndngws
gotdns.com
gotdns.org
homedns.org

File:

Address | &) httpif192,168,1,254

~ homettp net
Vel & B homeftp.org
ifual Server 1 homeip.net
Dynamlc DNS harmelinux.com
DMZ Host hamelinux.net
_ . . hamelinuworg
Multi-NAT DDNSI ) O Enable © Disable haormeunix.corm
Provider : www dyndns org homeunix.net
Load Balance leer Name : | | harmeunix.org
- ' kicks-ass.net
IP Binding Password | | kicks-ass.org
merseine.nu
DDNE Tzer Hostname : | r'nine.r'u.l
. senveftp.net
roy. serveftp.arg
Cancel shacknet.nu
Iail Alert
Tirne 0
Systern Log
W

&] Dore 0 Internet

r’: SIar‘r a Cannat find server - ... a menu - Microsaft Inte, ..
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5.10.8 Proxy

This function work together with Mail Alert function, if there have Proxy Server in your
local LAN, please fill in necessary Proxy information in this display.
Some environment needs to fill in Proxy information.

PROXY
2l menu - Microsoft Internet Explorer
File Edit ‘iew Favorites Tools  Help #
eBack - f\) @ @ \{h pSearch ‘E/"n‘_\'g‘Favorites eMedia @ Bv E;

Address | &) hetpiff192,168.1,254 v Go Links

‘Balance ROUTER

(&3

D7 Haost
Multi-NAT Config'ure Proxy

Load Bal 1
oad Balance Proxy : O Enable ® Diszable

IP Binding

Prozy IP :| |

Prozy Port I:I

DONS

Prosy

Mail Alert

Tirne

System Log
MAC Address Clone

1 Adminictratinn 1

a Dane B Internet

‘4 slart A Cannat find 2 menu - Microsoft Inte. .
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5.10.9 Mail Alert

- Gateway Mode / Basic NAT Mode only -

Enter the Receiver/ Sender e-mail Address in the fields and check the items you
want. System will send e-mails to Receiver address once the conditions meet the
setting.

Receiver mail address: The mail address that will receive alert mail
Sender mail address: The mail address that send out alert mail, you
Should fill in a legal format address
(ex . router@yahoo.com)

Example 1

When “log record “ is 50, means when condition happen 50 times. The router will send
50-log message together to Receiver.
Example 2

When “log record “ is 1, means when each condition happen. The router will send log
message to Receiver every time.

“log record” range : 1~150.

Broadband Router provides four condition selections:

WAN Up System will send the mail, once WAN port(s) is connected to
Internet.

WAN Down [System will send the mail, once WAN port(s) is disconnected
from Internet.

DoS Attack [System will send the mail, once the selected is conditions in
DoS occurred.( need to enable DoS function)

System log |System will send the mail of log information, once the log
records conform to your setting.

WWW.Xentino.com 89



MAIL ALERT

enu - Microsoft Internet Explorer,

File Edit View Favorites Tools Help . .
eBack - IQ Ig @ é pSearch ‘;‘;‘;‘Favorites eMedia @ @- ri}

address | @] http://192.168.1.254 v By lnks ?

- : el ~
DiZ Host - -
Confiqure Mail Alert
elulti-NAT
Load Balance Mail Alert: O Enable & Dizable
IP Binding E Mail Address =
DOMS
Receiver E_mail Address:|mis@company.com.xx |
P .
He Sender E_mail Address:|rDuter@yahDD.com |
ail Alert =
: Alert Condition T
Tirne
System Log WAN Up
MAC Address Clone WAN Down
P — ¥ DoS Attack -
&] Done 0 Internet

Cannat find F= ooo X me Ft Inke. ., Document
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5.10.10 Time

Broadband Router will obtain the GMT (Greenwich Mean Time) after connected to
Internet. You need to indicate the local time so that the system could show the correct
time. For example, Taiwan'’s local time is GMT + 8 hours.

Select “Automatic adjust clock for daylight saving changes” will display the time one
hour earlier than local time.

2} menu - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help #
eBack A J @ @ {h pSearch *Favorites el\’ledia @ 8- .{_;

Address | @] hitp:if192. 1681254 v Go Links

8 Time Zone 8
D7 Host
Filulti-MAT | O ||Automatic adjust clock for daylight saving changes|
Load Balance Gh+DE:00 + ‘Time Zone ‘
IP Bindin
Sl Update from :® NTP O PC
DONS 3
Select NTP Server
Proxy
Val Mo - EEGERISEETER] e oo J
Time
Systemleg Current Time : |15Apr200409:37.42 | [Update | 1
MAC Address Clone
[Sture] [ HomePage ]
M Adminictratinn i ) o

@ Cone ) Internet

: s Stant 2} Cannot find server - ... 2} menu - Micrasaft Inte. ..
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5.10.11 System Log

Show all the records after Broadband Router Power on, such as WAN port up/down,
WAN IP address, the obtained time, DDNS current corresponding WAN IP address and
so forth. You can also save these data to files.

SYSTEM LOG
2 menu - Microsoft Internet Explorer, _
File Edt VYiew Favorites Tools  Help ﬂ'
e Back ~ .\-) @ @ \-’_’h p Search "E‘E{‘Favorites eMedia @ Bv

Address | @] http:/f192.168.1.254 v Go Links *

A
Load Balance | S t L Al
sStem Lo
IF Binding Y d
DONE |Item | Time | Content b
Proxy 1 1970-01-0100-00 WANO set to 100M Full
ol Aot 2 1970-01-0100-00 WANO set to 100M Full
3 1970-01-01 0000 WANO hnk Fai
Time 4 1970-01-01 1533 WAN1 Cable On 10M half
Syster Log 5 1970-01-01 1533 Gateway 1 (152 168 11.254) NOT found
MAC Address Clane 6 1970-01-01 1533 Gateway 1 (152.168.11.254) NOT found
> Adninsaton | 7 [1970-01-01 15:33 Gateway 1 (192.168.11.254) NOT found
8 [1970-01-01 15:33 Gateway 1 (192.168.11.254) NOT found
Firmware Update | 9 1970-01-01 1533 |Gateway 1(192.168.11.254) NOT found
Save & Reset | v 10 1970-01-01 1534 |Gateway 1(192.168.11.254) NOT found v

@ Daone ® Internet

r4 start Y Cannot find server - ... 2§ menu - Micrasoft Tnts. .. Jocument - WordPad
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5.10.12 MAC Address Clone
If your ISP blocked the MAC address of a network card, you may use MAC Address
Clone to duplicate the MAC address to the Mac address in each WAN port.

Remove all Ethernet cable on Broadband Router LAN port except for the PC you want to
clone. Then press Ok when you ready.

MAC ADDRESS CLONE

2 menu - Microsoft Internet Explorer

File Edit Wiew Favoriies  Tools  Help ﬁF

@Back - -\_:) Ia @ \/_;j pSearch \:n'\'{Favorites *Media @ B" .i_;

Address | &] httpif192, 165, 1,254 v Go Links *

. .Y
Load Balance =]
MAC Address Clone
IP Binding
DOME MAC addressz clone will leoad the Load-Balance
- Router’'™s WAN port MAC address= from wvour PC
Proxy Ethernet card.
Ml Alert Please select a WAN PORT |WANI v y
Time VAN |
- Please remove all Ethembles on Load-
System Log Balance Router LAN port except the PC vou want
to clone. Then press OK button when you are
hAC Address Clone ] ready.
Administration |
Eirmware Update | |
Save & Reset Iz v
@ Done ® Internet

1 s Start QY Carnot find server - ... 23 menu - Microsoft Inte. ..
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MAC ADDRESS CLONE

3 menu - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help ﬁ'

@Back © -Q @ @ {;j pSearch *Favorites eMedia @ B' %

Address |&] httpiff192,168.1,254 v B ks

'Balance ROUTER

Correct MAC Address

Load Balance

IP Binding

DOMS PC MAC Address © 00.30.C878DF .05

Prox WWAN MAC Address . 00:80.CE78DF.05

Mail Alert [ Ok ] [ cCancel |

Tirne

System Log
MAC Address Clone

Administration

|
Firmware Update |
I

Save & Reset

@ Cone ® Internet

{4 Start 2} Cannot find server - ... 2 menu - Micrasaft Inte. .,

you need to reboot your Broadband Router after finished cloning to make new MAC
address takes effects.
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5.11 Firmware Update

Broadband Router allows you to easily update the embedded firmware.
We will occasionally provide new firmware on the web site to help you updating the
firmware of your Broadband Router.
Follow the procedure to update your firmware after downloaded the new code.

Method 1:
Run a TFTP server program such as TFTPD32. (TFTPD32 is a shareware and you may
download it or other TFTP server programs from Internet.)

FIRMWARE UPDATE

= TFTPD32 by Ph. Jounin

Baze Directary |I::'-.N ew Folder
Server Sddress | 192 162.1.13 ﬂ
Current Action |Li3tening on pork B3

About | foettingz Help

Make a base directory in this server.

FIRMWARE UPDATE

Y Tftpd32: Settings

Security Server configuration
™ Maohe Timeout [seconds) |3
f* Standard b ax Fetransmit |E
" High Tftp port |EEI

B aze Directary

|I::"-.N ey Folder

Advanced Options
[ Hide “»indows ak startup [+ Option negociation

Size of anticipation window [Bytes] |

.................................

e ] Help | Cancel

Save the image file of firmware to the directory of TFTPD32.
FIRMWARE UPDATE
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& New Folder |Z| |§| |‘z|
File Edt ‘“ew Favorites Tools Help #
e Back = \J L% p Search [E" Folders v

address (£ C:\Mew Folder

v|Gu Links

Mame -~ Size  Twpe Date Modified
File and Folder Tasks ¥ Batftpdaz SOKB  Application 7/24/1938 8:03 PM
TMH141¥0433_4075. ftp 763KE  FTPFile 4/29/2003 9:53 AM

Other Places

Details
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Enter the Server Name and File Name in the new folder fields of Firmware Update
window and then click Ok.

FIRMWARE UPDATE

2l menu - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

@Back M .\-) @ @ \/_h pSearch “;i‘\'{Favorites eMedia @ B" ri_;

Address |&] httpiff192,168.1,254 v Go Links

Work Mode

| ]
System Status |
WAN Configure |

Firmware Update : TFTP

Bandwidth Usage |

Configure LAN&DHCP| Server Name | |

Routing Tahle | | File Mame | |

Access Control |

Advance |

Administration

|
Firmware Update |
|

Save & Reset

a Done B Internet

:r ," start a Cannot find server - ... 3 menu - Microsoft Inte, ..

You will see the updating processing. After finishing update procedure, you must reboot
Broadband Router to run new code.

Method 2:

Double click the executable file (the file with exe extension file name) you downloaded.
Here we take v105.exe as the example of new version file.

FIRMWARE UPDATE

Click Search to find the IP of Broadband Router.
FIRMWARE UPDATE
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SOHO Geteway Lipdate Wer10O5S

Address | | - - -

Search I Update I E =it |

The IP address of Broadband Router is 192.168.1.254 (default value).

FIRMWARE UPDATE

SOHO Geteway Lipdate Ver103

Address : | 192 _ 168 . 1 . 254

Search Update Excit

Www.Xentino.com



Click Update to update the firmware.
FIRMWARE UPDATE

SOHO Geteway Update Yer105S

Address : | 192 . 168 . 1 . 254

Search Update Ex=<it

Writing block: 8f12 done.
WWriting block: 9f/12 done.
WYWriting block: 1012 done.
Writing block: 1112 done.
WWriting block: 12112 done.
Checking YWritten Data... ok
ChklLength is 391683
Checksum ok.

Please Heboot to run new code.

|2

£

5.12 Save & Reset

In order to save the configuration changes that have been made to the Broadband

Router you must save them to the Broadband Router’s Flash memory. If you do not save
the changes, the configuration settings will be lost in the event of a power loss or system

reboot to the Broadband Router.

SAVE & RESET

3 menu - Microsoft Internet Explorer,

File Edit View Favorites Tools Help ':;'

eBack = J \ﬂ @ _;\_| /I__\J Search “E;‘\'( Favorites eMedia ﬁ‘} [_':v .,___;,_

address | &] hitpi/i192.168.1.254 v B s ks

Work Mode | -
System Status |
WaN Configure | Save & Reset
Bandwidth Usage | Are wyou sure to reset Load-Balance Router and
=ave new paramseters 7
Configure LANADHCP | O Yes ® Mo

Routing Table |

Access Control |

Advance |

Administration

|
Firmware Update |
|

Save & Reset

&] Done # Internet

[P —— f aa v
4 2 start 3 Cannot Find server - ... a meny - Microsoft Inte. .. S5 ‘f“ A W39 AM
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CHAPTER 6 IN-BOUND FUNCTION
Authorities DNS is just a fancy term for the official IP address keeper/provider of particular

Domain (or Internet) name, such as www.example.com is analogous to a telephone book where a

person’s name is associated with his telephone number. Wikipedia, the free encyclopedia has a
good general discussion of DNS:  http://en.wikipedia.org/wiki/Domain_Name_System

This IN-BOUND ROUTER DNS server contains the names and Internet addresses of servers that
you wish to host.  In order for all DNS requests for your domain names to be ultimately routed to
your IN-BOUND ROUTER, it has to be setup at the registrar of your Internet name. In general,
logon to your registrar site, and manage your domain name. For example, www.example.com

Currently is located at a WEBhosting company: Domain servers in listed order:
NSO.DNSMADEEASY.COM NS1.DNSMADEEASY.COM
NS2.DNSMADEEASY.COM NS3.DNSMADEEASY.COM
NS4.DNSMADEEASY.COM We need to change www.example .com to be hosted by
IN-BOUND ROUTER; so we follow the registrar’s instructions and delete: NS2, NS3, and NS4,
and assign:

Domain servers:

Domain servers:

Name IP address

NSO0.EXAMPLE.COM | WAN1

NS1.EXAMPLE.COM | WAN?2

The name is arbitrary; what are important are the IP addresses. It is absolutely necessary for
WANL to be a static address, and for redundant, fault-tolerant accesses, WAN2 should also be a
static address. It would take approximately 24 — 48 hours for this change to take effect
throughout the Internet. Below is the actual display of godaddy for Name Servers.

It you will be using other Name Servers please All registrars have the same basic name server
zelect Custom Mame Servers and enter them in the facility. For Www.example.com, we use
spaces provided. . .
godaddy.com, and the process is:  Login
Changes to Hame Servers may take up to 48 Manage domain Set Name Servers \We enter
hours to take effect. WAN1 and WAN2 for Custom Name Servers.

I Default Ho=ting Hame Servers
[ pDefault Parked Hame Servers ]

* Custom Hame Servers
Mame Server 1; 616615195 *
Mame Server 2 ‘|21 958111055 *

Mame Server 3: |

Mame Server 4 |

Once the above change is in effect, let us consider:
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1.1 Simple Load Balancing (2 WAN lines;

Session 1:1)

Let us assume that the upload speed of WAN1 and WANZ2 are the same; so we will use inbound
load-balancing setting:  Session with a load-balancing ratio of 1:1.

PC

——Internet

—O www.example.com

192.168.1.100

" WAN 1 static IP

—— WAN 2 pppoe — ROUTER

LAN IP:192.168.1.254
WAN 1 IP: 61.66.15.195
WAN 2 IP:
219.91.110.55

In the IN-BOUND ROUTER router configuration: Load Balance > Inbound

'.,I—.-u-'i
gt w

= il T it s i

Owu-Q HEdk

] 102 S L S M

Click on [Add New Item]

InBound _.ocad Balance

Load balance MHode

i Saner

0 "Wigh sl pobin
Inbeung OpRion
Tmae o Sckdeess okt Erime
Ald e s
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e e ApeeEd Onee Oew

Q- MEh/

o | = 2. 2 L TP et

S

O
==

e @ @ 3 B

= Mmmes §laes  Biopes #

Configure Inbound {Addr)

Selwit DND Tvpe

[T -
0 T sl Ssoere
O Ml e clama
e | o acmasie]

Aulalrsnn | | WA =

] [Faniai]

D vmu bt bt [ i e

E i

O+ O ) [ G o yrron @ @ 25 B
sgomca ) vt G L L I8 R
v fpsersen o @ S eemes [ ey A

an_éfance ROUTER

P e s

InBound lLoad Balance

Load DaZance Hode

& SAuon
O Weighet ol v ol

Inbouna_ Ot ien
| N -‘--

bl sleminoom | A WAN]
boar] atemrs coen A WAN, O |

1 i BTR

Tern|  [Eaees |

We will enter a make up
name: hostl.example.com 2
times, once for WAN1 and
once for WAN2 with DNS
Type: Address  This display
show the 1st time for WANL.
After Clicking [OK]. Repeat
the immediate previous
figure, one more time with
the same name but this time
for WAN2.

You don’t need to explicitly
enter any IP address.

g B ol o B

O O W B e
dori i~ ~ Ui - L IE B

G 4 i ‘I-'H‘?

LR R - T PN - R, | &3 4

s Bermes §l e B S

Configure ..nb:::und{f:t{amc-}

Selwct DHI Ivpe

O Addewas

B CvennH N

o M e Mo
M i'.l;‘-'o\ilun'l-l-ll_.l‘rl e
Tt 1| npnt st vt

......

Now, we have 2 entries in
the DNS table: Click on
[Add New Item]
again

This time we are adding the
DNS record with the real
name that we wanted for our
WEBserver. Select DNS
Type: Canonical Name

Name: www.example.com
Host: hostl.example.com
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InBound Lecad Balance
o Syatwn Siakn
"__I Losd Ealanss Meds
[ NEAD Coahpn |
S T
7 Banfedh Gasgs
—-mn-v—_—J al n‘:#l“ﬂll}h
| Comtovan LANACRCH]
< Rreeing Takis I InEsusns OpuLsn
a0 At LosTal
] [ Wew  Tox Addm ey D
Gl | bowi | odemen com| A WANI olnf
o L B lanoe I Bt ] odenam oo’ A WA [ =]
;i B I o . snn odisavoom| © bowl el com| n
_ = 3D it BEFE
e iy ® “"'J'I {"""'I -
L] A Lraeas

We have configured the
IN-BOUND ROUTER DNS
server for the simplest case.

Now that the IN-BOUND ROUTER Inbound Load-balancing DNS Server is configured all
requests from the Internet for www.example.com will return the IP address of either WANL1 or
WAN2. We’ll still need to configure the virtual server.

Advance > Virtual Server

In the IN-BOUND ROUTER router configuration:

R L
O=- O H@a @0 2-L06-,89 D8
sgresn ) S P R | ThEHes s C - -
- = ::_-jrr_'lqt = i e et {1
b, ] = iy
d-Balance ROUTER
o 2 Ml Server 7
i M GiskaPea  LecaiPee ' Localll ke
<] Bevisciarn g | E= " vh 4.1, 1BE | = |
 Conmns LARLDNCE | E E
3 Peimulong Tslils [}
i Secwm Comal # [ =
e 1 E | = |
1. Lond Palercs I = E
) | | = |
s oo ] | = |
e B | =
b b ] | =
Elul WAT - ! E C)
@l W e

The port for
www.example.com is 80 and
the IP address is:
192.168.1.100 Enter:
Global Port: 80 Local
Port : 80 Local IP
192.168.1.100
Check : enable
Then Click on APPLY
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TN e ki ittt B i Lt

In order for the Inbound
Load Balancing to take
effect, we will need to do a
system reset.  Select Yes
and  Click on Ok

31 Syviemy S’ | Sane & Hewet
G

Azo yoi Turae to rezet Load-Jalansa Rswtcod =rd
a m“l daTe N parAFGTEER d

B Y & Na

Now after the reset sequence in completed, you are configured for Inbound Load Balancing.

1.2 Advanced Load Balancing

We will describe Inbound Load Balancing using “Weighted round robin” algorithm for: three
Internet servers:

1. Web server, www.example.com, using WAN1 — WANZ2, with ratio of 1:2

2. FTP server, ftp.example.com, using WAN1 —WAN4, with ration of 1:2:3:4

3. Mail server, mail.example.com, using WAN3 & WAN4, with ratio of 3:4

The ratio of 1:2, as in case 2 above means that for subsequent users’ DNS request, for every
return of IP address of WANL1, there will be two IP address of WANZ2.

For the Load Balancing “Weighted round robin” algorithm, you should specify the data rate
of each individual WAN ports.

Www.Xentino.com 104



i WAN Speed
WANL
BEAMY
g Dhowndendi bibgpa | Lpteaadiibga)
s Bandwidth Usage Coptrol
T
- - | AN
. Rewsng Tale | Prceted Pent Usage
- it Caniml HTTE e
CIpOps
s |
CIEMTRE
OFTr |1

Main Page > +Bandwidth
Usage Select the WAN
port that you want to enter
the bandwidth.

Enter the Download &
UpLoad data rate of the
WAN ports into their
respective fields.

Do the same for the other
WAN ports.

| Sakdade | InBound Load Balance
| AN Configun I Load Balance lode
'+ Hasdwios Usage ok B
Sanfigws LANAGHCE] 8 Wikl vl wls
‘. unsiog Tale | AN iy
T ol I WAND 2

it WANG )
?'.T.I“H_‘I.......| inkabind

Dutbyand Iabeund Optisn
f Sk S Ty At Moy Delets
Daseal ¥ Syvigeand [t it |
P d .o

Main Page > Load
Balancing > Inbound >
Inbound Load Balance

This figure is for the 4AWAN
ROUTER; with the 2WAN
ROUTER there will only be
WAN1 and WAN2.

You are entering the ratio for
each WAN port into their
respective fields.

Add the appropriate entries into the Inbound Option table.

The entries are similar to the

entries for www.example.com in previous section 3.1.  We will use host2 for

ftp.example.com , and here are the results so far.
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D e - Marresodt In

Be BT fem Pgeaeier . ¥

ﬁ=-=~ ) -"_"’_3] G P frmm @ 35 8-LJC 93 .|| Main Page > Load
Balancing > Inbound >

Inbound Load Balance

LO-BB'EHCE ROUTER This figure is the display for

ST S

o |° “| | entering:
WANS 4
et liage | www.example.com and
L Inbound Optisn ftp.example.com
|- WAR Configen
ErEE—— | Name  Type  Addess  Mod Debsee
heatl cdmom com | A AN i [
| Contigss LaKAHCP| Boat] e com | A WAND oo
-+ Blgsnlog Table I wewednmeom C hostledmocom O | O
- Beoem Candinl I héstd edman com | A WAN] o ]
Tecat? e o A WAN2 ) Bl
“—_E*_J Trma colewas A WA i B8
-__" w - - - LA P,
_— hoatd pdiman com | A WANS ¢ [ O
m fip eman 2om C hostd el rom | £l
Ity
s e Al narw dam 3 =
L-_'_"_-...' - "'.1' LD 3 =1
v W | s

The mail server requires some additional steps.

N e - Mirosadt nter et Lapalisties
B E m=

Qu-0 HBG Pusirem @ 3-5 8:-J D3

Ao _.1-:...—._I'9\.' 4. 1. 7%

Fpaows  [asw  —wip

Main Page > Load
Balancing > Inbound > Add
New Item > Configure
Inbound(Addr) for the

= Wpsenme o @ | Brossosd fac B 4

Mo _| Mail server address entry,
ok lods | Configure Inbound (Addr) we add: Name:
Sl felect DNS mail.example.com to
g v WANS3  rather than
O [Crmmnicl Mo host3.example.com
1 MEed X charges
T T Name ratedmaxcom
i Meows Corticl Ackdrens :| WAMD =
thuttzar
Inbagure}
k|
F T & e
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[ menu - Micresoft nker net Lapderer

Que- O

v i) P e 80, 1. 33/

s

__tivicoms |

B L& W warans  Towa -mip

L o1
] B s

Cooomhe - ] s -

TR —

Load-Balance ROUTER

o @ (3% B DS

P | BPoecew Haors Bomes 2

Configure Inbound (Addr)

Smleot DHS

& Address
0 Camunsedl W

O el eXibanges

Aukdreas o WARE =

2] [E===]

Liis _l]-:; Lo 284, 1. 354

Ea P s Fpeews [ess el

O O WG oo frrme @ G- B

o I

T 94

P Prccn Sl Fases #

pad-Balance ROUTER

Main Page > Load
Balancing > Inbound > Add
New Item > Configure
Inbound(Addr) similarly
another address with the
name: mail.example.com
to WAN4

rather than
host3.example.com

Main Page > Load
Balancing > Inbound > Add
New Item > Configure
Inbound(CName)

Select Canonical Name

i _
ok Noge | Conficure Inbound(CName

PeEre——— n { ) Then Enter:  Name:
v Cortoe_| I smtp.example.com
e st TR
L H‘Tﬁh Home nrrrblldmn-l:_v;
= Micess Cantrol Haom | mipel scimpncam
ey =211 =
| Liod Balance | Lot [
| Oty

g
; ;

N i - Macresol b lnber et £ At

Main Page > Load
Balancing > Inbound > Add
New Item > Configure
Inbound(CName)

TR TR I R S — i

Qu-Q WAG P Prrmem @ 35 B- W
. _.]-!:.L‘i.' 4.1 7%

‘I-'-:f'-#' . - th m
_L@Wance ROUTER

| Miniceme | .
Configure Inbound(CHName )
m fmleact DKS

v Bandvwids Usage O Address

P Pomicces Haeos  Fjomoes 4

Similarly, do it again for
pop3.example.com. Select
Canonical Name

Then Enter:  Name:
pop3.example.com

Heoort | ol it camw

T G0 =

é_w.‘;'-. Lm

B mErer

Www.Xentino.com 107



A= ‘ Main Page > Load
Qw0 REG P drm @3- 8- U8 @8 Balancing > Inbom_md > Add
e | i) Pt 15 38, 1 2% w Elea g™ NeW Item > Conflgure

Gouge-[ 3] Ghuesom - @ Pavscn flasn Fosn s Inbound(MX)  Since we

Lﬂmance ROUTER are configuring a Mail

Server: Select Mail

| tiicems | " : eXchange as DNS type
Confi re Inbound (MX
%' =L g and enter;: Name:
. Ssdect ON2 example.com Host:
: O ‘Address mail.example.com
O Coamnscd o
T;;;«%:-;;;J & Vsl eXebanges
_-—I, ’ Yame . hdmaxcom
i o Caneul I Haan n':mm-.-::m -
| o |

- Lead Balinoe Gih- . [omen)

Main Page > Load
Balancing > Inbound The
Mail Server is configured by
the bottom 5 entries of the
DNS Name table anditis
configured for WAN3 and
WAN4, which means that it

— e e B is for the 4 WAN ROUTER.
. WIBN Corfigurs tent] edmancom | A WANZ e g L. ..
—' i o | ww e com| € bostt edmmicom. O | F However, it is similar for the
bewt eckmmy coem | A “.A?\EI ] | 2 WAN ROUTER.
Conligurs LARADHCP hoatd edmacom | A WAN2 ¢ [ B8
-+ Rosalug Tahly I bt edian coen | A WANE 8 | B
v Bcoww Conrol boml edman com | A WANS ] 0
fip edinan com € hostl edimascom: € O
__.;-..'i__.J ST Y wans I
s il ey com | A WANS o |
m : smip e com | U mal sdmareom | £l
'w popi edimatxcon | C  mal eSmaccom | D [}
e : AN < & |
. k edman ran MY sl ey oe [ S
M @ e
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B wrn - Miroeall Ieteaact Exphiee

D g RAny BAnFs 0o HAy

Q= 0 W 2 S dosans @ew £ F -

BT Y bty MAR SR T 5 M e b = Ba= &

L Balance ROUTER

¥irtnal Server

T e ) TS 1121 1 |

| [H F [RERARE :

[ & | ts2aee 7 | = |

B IS s B il o |

l|11n n | 152 1mm Fa |ﬂ

| | | =

1 1 | =

|| | | = i
& I | =

& | | = |

] | | =

| | | = |

..l ] | |n e

Main Page > Advance >
Virtual Server

Now that we get the
IN-BOUND ROUTER DNS
server configured, we still
have the link the WAN IP
addresses to the Internal &
local LAN servers. This is
done by the Vertual Server.

Enter Global Port
Local Port Local IP  Select
Enable
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The ratio that was specified: WAN1, WAN2, WAN3, WAN4 = 1:2:3:4
www.example.com uses WAN1 and WAN2 with a ratio of 1:2 The IP addresses returned
for the Web Server accesses, when the IN-BOUND ROUTER DNS server is queried

are:  WANI1, WAN2, WAN2, WAN1, WAN2, WAN2, ...etc ftp.example.com uses

WAN1 - WAN4 with a ratio of 1:2:3:4

The IP addresses returned for the FTP Server accesses, when the IN-BOUND ROUTER DNS
server is queried are:  WAN1, WAN2, WAN2, WAN3, WAN3, WAN3, WAN4, WAN4,
WAN4, WAN4, and the sequence will repeat. Mail.example.com uses WAN3 and
WAN4 with a ratio of 3:4

The IP addresses returned for the Mail Server accesses, when the IN-BOUND ROUTER
DNS server is queried are:  WAN3, WAN3, WAN3, WAN4, WAN4, WAN4, WAN4,
and the sequence will repeat.

Please note: For multiple Internet servers, if you have Multiple Public Static IPs, you may
use the Multiple DMZ to map public static IP address to each server. Or, if you are
using Apache or Microsoft Windows Server, then you can use the Virtual Hosting and
Virtual Servers function respectively.
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CHAPTER 7. HARDWARE LOAD DEFAULT

If you need to reset the settings of Broadband Router to factory default values or
back to latest configuration file, please follow the description step by step to load the
factory default settings or back to latest configuration file for the device. Please be careful.
Do not press the Factory Reset button unless you want to clear the current data.

1. Plug in the power code and then press on the Factory Reset button 2 seconds

2. Release the Factory Reset button.

3. Broadband Router will load the default settings or back to latest configuration file and
do self-test

4. Complete the reset procedure.

LAN WAN DMZ DC5V/2.8A
Factory Reset
| . @ ms
= H B B B 8B @ B @ = =
1 2 3 4 5 6 7 8 1 3l s
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CHAPTER 8. APPENDIX

8.1 TCP/IP Protocol Port Number List

Protocol Port No. List
Protocol Service Protocol Service Port no.

TCP  |FTP

TCP

LADP

389

TCP SSH

TCP

HTTPS

443

TCP TELNET

UDP

IKE

500

TCP SMTP

TCP

RLOGIN

513

UDP DNS

UDP

SYSLOG

514

UDP  [TFTP

UDP

TALK

517,518

TCP GOTHER

UDP

RIP

520

TCP FINGER

TCP

AFPOWERTCP

548

TCP HTTP

TCP

Net-Meeting

1503,1702

TCP POP3

TCP

L2TP

1701

UDP NFS

TCP

PPTP

1723

NNTP

AOL

5190~5194

NTP

PC Anywhere

5631~5632

IMAP

XWINDOW

6000-6063

SNMP

IRC

6660~6669

BGP

Real-Media

7070

WAIS

6000-6063
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