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5F., NO.6, Lane 130, Min-Chuan Rd.,
Hsin-Tien City, Taipei County, Taiwan

Declare that the product
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AirLive 1AS-2000 v2

is in conformity with
In accordance with 2004/108 EC Directive and 1999/5 EC-R & TTE Directive

Clause Description
l EN 55022:1998 Limits and methods of measurement of radio disturbance

characteristics of information technology equipmen

B EN 61000-3-2:2000  Disturbances in supply systems caused by household appliance:
and similar electrical equipment "Harmonics

B EN 61000-3-3:1995/ Disturbances in supply systems caused by household appliance:
A1:2001 and similar electrical equipment "Voltage fluctuations

W EN 55024:1998/A1  Information Technology equipment-Immunity characteristics-Limit
:2001/A2:2003 And methods of measurement

B CE marking C €

Manufacturer/Importer
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Name : Albert Yeli
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AirLive IAS-2000 v2 CE Declaration Statement

Country Declaration Country Declaration

cs OvisLink Corp. timto prohlasuje, Ze tento AirLive |[It Siuo OvisLink Corp. deklaruoja, kad Sis AirLive

Cesky [Czech] IAS-2000 v2 je ve shodé se zakladnimi Lietuviy I1AS-2000 v2 atitinka esminius reikalavimus ir kitas
pozadavky a dalSimi pfislusnymi ustanovenimi  |[Lithuanian] 1999/5/EB Direktyvos nuostatas.

smérnice 1999/5/ES.

da
Dansk [Danish]

Undertegnede OvisLink Corp. erklaerer herved, at
folgende udstyr AirLive IAS-2000 v2 overholder
de veesentlige krav og @vrige relevante krav i
direktiv 1999/5/EF.

nl
Nederlands [Dutch

Hierbij verklaart OvisLink Corp. dat het toestel AirLive
IAS-2000 v2 in overeenstemming is met de
essentiéle eisen en de andere relevante bepalingen
van richtlijn 1999/5/EG.

de Hiermit erklart OvisLink Corp., dass sich das mt Hawnhekk, OvisLink Corp, jiddikjara li dan AirLive
Deutsch Gerét AirLive IAS-2000 v2 in Ubereinstimmung  |Malti [Maltese] 1AS-2000 v2 jikkonforma mal-htigijiet essenzjali u ma
[German] mit den grundlegenden Anforderungen und den provvedimenti ohrajn relevanti li hemm fid-Dirrettiva
Ubrigen einschlagigen Bestimmungen der 1999/5/EC.
Richtlinie 1999/5/EG befindet.
et Kéaesolevaga kinnitab OvisLink Corp. seadme hu Az OvisLink Corporation kijelenti, hogy az AirLive
Eesti [Estonian] |AirLive IAS-2000 v2 vastavust direktiivi Magyar IAS-2000 v2 megfelel az 1999/05/CE iranyelv
1999/5/EU pbhinduetele ja nimetatud direktiivist |[[Hungarian] alapvet6 kovetelményeinek és egyéb vonatkozé
tulenevatele teistele asjakohastele satetele. rendelkezéseinek.
en Hereby, OvisLink Corp., declares that this AirLive |pl Niniejszym OvisLink Corp o$wiadcza, ze AirLive
English IAS-2000 v2 is in compliance with the essential |Polski [Polish] IAS-2000 v2 jest zgodny z zasadniczymi wymogami
requirements and other relevant provisions of oraz pozostatymi stosownymi postanowieniami
Directive 1999/5/EC. Dyrektywy 1999/5/EC.
es Por medio de la presente OvisLink Corp. declara |pt OvisLink Corp declara que este AirLive I1AS-2000 v2
Espafiol que el AirLive 1AS-2000 v2 cumple con los Portugués esta conforme com os requisitos essenciais e outras
[Spanish] requisitos esenciales y cualesquiera otras [Portuguese] disposigbes da Directiva 1999/5/CE.
disposiciones aplicables o exigibles de la
Directiva 1999/5/CE.
el ME THN MAPOYZA OvisLink Corp. AHAQNEI sl OvisLink Corp izjavlja, da je ta AirLive IAS-2000 v2 v
EANnvikA [Greek] [OTI AirLive IAS-2000 v2 ZYMMOP®QNETAI Slovensko skladu z bistvenimi zahtevami in ostalimi relevantnimi
MPOZ TIX OYZIQAEIZ AMAITHZEIZ KAI TIZ [Slovenian] dologili direktive 1999/5/ES.
NOINEZ ZXETIKEX AIATAZEIZ THZ OAHIAX
1999/5/EK.
fr Par la présente OvisLink Corp. déclare que sk OvisLink Corp tymto vyhlasuje, Ze AirLive IAS-2000

Frangais [French]

I'appareil AirLive IAS-2000 v2 est conforme aux
exigences essentielles et aux autres dispositions
pertinentes de la directive 1999/5/CE

Slovensky [Slovak]

v2 spiha zakladné poziadavky a véetky prislugné
ustanovenia Smernice 1999/5/ES.

it
Italiano [ltalian]

Con la presente OvisLink Corp. dichiara che
questo AirLive IAS-2000 v2 & conforme ai
requisiti essenziali ed alle altre disposizioni
pertinenti stabilite dalla direttiva 1999/5/CE.

fi
Suomi [Finnish]

OvisLink Corp vakuuttaa taten etta AirLive IAS-2000
v2 tyyppinen laite on direktiivin 1999/5/EY oleellisten
vaatimusten ja sité koskevien direktiivin muiden
ehtojen mukainen

Iv
Latviski [Latvian]

Ar $o OvisLink Corp. deklaré, ka AirLive
IAS-2000 v2 atbilst Direktivas 1999/5/EK
batiskajam prasibam un citiem ar to saistitajiem
noteikumiem.

islenska [Icelandic]

Hér meé lysir OvisLink Corp yfir pvi ad AirLive
IAS-2000 v2 er i samraemi vid grunnkréfur og adrar
krofur, sem gerdar eru i tilskipun 1999/5/EC.

sv
Svenska
[Swedish]

Harmed intygar OvisLink Corp. att denna AirLive
IAS-2000 v2 star | dverensstammelse med de
vasentliga egenskapskrav och 6vriga relevanta
bestammelser som framgar av direktiv
1999/5/EG.

no
Norsk [Norwegian]

OvisLink Corp erkleerer herved at utstyret AirLive
IAS-2000 v2 er i samsvar med de grunnleggende
krav og gvrige relevante krav i direktiv 1999/5/EF.

A copy of the full CE report can be obtained from the following address:
OvisLink Corp.

5F, No.6 Lane 130,
Min-Chuan Rd, Hsin-Tien City,
Taipei, Taiwan, R.O.C.

This equipment may be used in AT, BE, CY, CZ, DK, EE, FI, FR, DE, GR, HU, IE, IT, LV, LT, LU, MT, NL, PL, PT, SK,
SI, ES, SE, GB, IS, LI, NO, CH, BG, RO, TR




This device uses software which is partly or completely licensed under the terms of the GNU General Public License. The author of the
software does not provide any warranty. This does not affect the warranty for the product itself.

To get source codes please contact: OvisLink Corp., 5F, No. 96, Min-Chuan Rd, Hsin-Tien City, Taipei, Taiwan, R.O.C. A fee will be

charged for production and shipment for each copy of the source code.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.
Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU
General Public License is intended to guarantee your freedom to share and change free software--to make sure the
software is free for all its users. This General Public License applies to most of the Free Software Foundation's
software and to any other program whose authors commit to using it. (Some other Free Software Foundation software
is covered by the GNU Lesser General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to
make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish), that
you receive source code or can get it if you want it, that you can change the software or use pieces of it in new free
programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the
software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the
rights that you have. You must make sure that they, too, receive or can get the source code. And you must show them
these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal
permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no
warranty for this free software. If the software is modified by someone else and passed on, we want its recipients to
know that what they have is not the original, so that any problems introduced by others will not reflect on the original
authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors
of a free program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we
have made it clear that any patent must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it
may be distributed under the terms of this General Public License. The "Program", below, refers to any such program
or work, and a "work based on the Program" means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated
into another language. (Hereinafter, translation is included without limitation in the term "modification”.) Each licensee
is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.
The act of running the Program is not restricted, and the output from the Program is covered only if its contents
constitute a work based on the Program (independent of having been made by running the Program). Whether that is
true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and
give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection
in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program,
and copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all
of

these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any
change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License.
c) If the modified program normally reads commands interactively when run, you must cause it, when started running
for such interactive use in the most ordinary way, to print or display an announcement including an appropriate
copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty) and that users may
redistribute the program under these conditions, and telling the user how to view a copy of this License. (Exception: if
the Program itself is interactive but does not normally print such an announcement, your work based on the Program
is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and separate works in themselves, then this License, and
its terms, do not apply to those sections when you distribute them as separate works. But when you distribute the
same sections as part of a whole which is a work based on the Program, the distribution of the whole must be on the
terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each and every
part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the
intent is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on
the Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this
License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form
under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than
your cost of physically performing source distribution, a complete machine-readable copy of the corresponding source
code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or
executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable
work, complete source code means all the source code for all modules it contains, plus any associated interface
definition files, plus the scripts used to control compilation and installation of the executable. However, as a special
exception, the source code distributed need not include anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the operating system on which the executable runs,
unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even
though third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.
Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate

your rights under this License. However, parties who have received copies, or rights, from you under this License will
not have their licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not
accept this License. Therefore, by modifying or distributing the Program (or any work based on the Program), you
indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a
license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You
may not impose any further restrictions on the recipients' exercise of the rights granted herein. You are not responsible
for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not distribute the Program at all. For example, if a patent license would not permit royalty-free
redistribution of the Program by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the
section is intended to apply and the section as a whole is intended to apply in other circumstances.

Itis not the purpose of this section to induce you to infringe any patents or other property right claims or to contest
validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution
system, which is implemented by public license practices. Many people have made generous contributions to the wide
range of software distributed through that system in reliance on consistent application of that system; it is up to the
author/donor to decide if he or she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to
time. Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems
or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which
applies to it and "any later version", you have the option of following the terms and conditions either of that version or
of any later version published by the Free Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to
the Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software
generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED
IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS

IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT

NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL

ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY
TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve
this is to make it free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most
effectively convey the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to
where the full notice is found.

one line to give the program's name and an idea of what it does.
Copyright (C) yyyy name of author

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public
License as published by the Free Software Foundation; either version 2 of the License, or (at your option) any later
version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public
License for more details.

You should have received a copy of the GNU General Public License along with this program; if not, write to the Free
Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

Also add information on how to contact you by electronic and paper mail.
If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author Gnomovision comes with ABSOLUTELY NO
WARRANTY; for details type "show w'. This is free software, and you are welcome to redistribute it under certain
conditions; type “show c' for details.

The hypothetical commands “show w' and “show c¢' should show the appropriate parts of the General Public License.
Of course, the commands you use may be called something other than “show w' and “show c'; they could even be
mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright
disclaimer" for the program, if necessary. Here is
a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program “Gnomovision'
(which makes passes at compilers) written by James Hacker.

signature of Ty Coon, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is
a subroutine library, you may consider it more useful to permit linking proprietary applications with the library. If this is
what you want to do, use the GNU Lesser General Public License instead of this License.
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Copyright

The contents of this publication may not be reproduced in any part or as a whole, stored, transcribed in an
information retrieval system, translated into any language, or transmitted in any form or by any means, mechanical,

magnetic, electronic, optical, photocopying, manual, or otherwise, without the prior written permission.

Trademarks

All products, company, brand names are trademarks or registered trademarks of their respective companies. They

are used for identification purpose only. Specifications are subject to be changed without prior notice.

FCC Interference Statement

The IAS-2000 v2 has been tested and found to comply with the limits for a Class B digital device pursuant to Part 15
of the FCC Rules. These limits are designed to provide reasonable protection against radio interference in a
commercial environment. This equipment can generate, use and radiate radio frequency energy and, if not installed
and used in accordance with the instructions in this manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause interference, in which case the

user, at his own expense, will be required to take whatever measures are necessary to correct the interference.

CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic compatibility,
EN 55022:1998, EN 61000-3-2, EN 61000-3-3/A1, EN 55024/A1/A2, Class A.
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Chapter 1. Before You Start

1.1 Audience

This manual is for Hotspot owners or administrators in enterprises to set up network environment using 1AS-2000 v2.
It contains step by step procedures and graphic examples to guide MIS staff or individuals with slight network

system knowledge to complete the installation.

1.2 Document Conventions

For any caution or warning that requires special attention of readers, a highlight box with the eye-catching italic font

is used as below:

Warning: For security purposes, you should immediately change the Administrator’s password.

@ Indicates that clicking this button will return to the homepage of this section.

0 Indicates that clicking this button will return to the previous page.

m Indicates that clicking this button will apply all of your settings.

' Indicates that clicking this button will clear what you set before these settings are applied.
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Chapter 2. Overview

2.1 Introduction of IAS-2000 v2

IAS-2000 v2 is a Network Access Control System specially designed for middle-scaled or large network
environments while retaining network efficiency. IAS-2000 v2 delivers “manageability”, “efficiency” and “friendly
interface” and suits perfectly for campuses, libraries, gymnasiums, small and middle enterprises, factories,

Hotspots and community hospitals.

2.2 System Concept

IAS-2000 v2 is dedicatedly designed for controlling all network data passing through the system. The users under
the managed network must be authenticated to access the network beyond the managed area. The authentication
mechanism at the user’s end is provided by the IAS-2000 v2 server, and the SSL encryption is used to protect the
webpage. In the system, IAS-2000 v2 is responsible for authentication, authorization, and management functions.
The user account information is stored in the IAS-2000 v2 database, or other specified external authentication

databases.

IAS-2000 v2

(1) Aclient tries ’ ’
to access the ¢

(\IP Network

network (e.g. Internet, Intranet) 7 P
y il ‘
'z ’ ’
’ ’
’ L L ’
L4
2 - s 4
\ B o - 3 ’ e
\ ' - (3) Client gets access ~ _ » .
to the network  _ = ™ (2) 1AS-2000 v2 authenticates
o client via web interface

The process of authenticating the user’s identity is executed via the SSL encrypted webpage. Using the web
interface, it can be ensured that the system is compatible to most desktop systems and palm computers. When a
user authentication is requested, the I1AS-2000 v2 server software will check the authentication database at the rear
end to confirm the user’s access right. The authentication database can be the local database of IAS-2000 v2 or any

external database that IAS-2000 v2 supports. If the user is not an authorized user, IAS-2000 v2 will refuse the user’s

2
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request for the access. In the meantime, IAS-2000 v2 will also continue blocking the user from accessing the
network. If the user is an authorized user, then IAS-2000 v2 will authorize the user with an appropriate access right,
so that the user can use the network. If the online user remains idle without using the network for a time exceeding a
predetermined idle time on 1AS-2000 v2 or the online user logs out of the system, IAS-2000 v2 will exit the working
stage of such user and terminate the user’s access right of the network.

The following figure provides a simple example of setting up a small enterprise network. IAS-2000 v2 is set to control
a part of the company’s intranet. The whole managed network includes cable network users and wireless network
users. In the beginning, any user located at the managed network is unable to access the network resource without
permission. If the access right to the network beyond the managed area is required, an Internet browser such as the
Internet Explorer must be opened and a connection to any website must be performed. When the browser attempts
to connect to a website, IAS-2000 v2 will force the browser to redirect to the user login webpage. The user must
enter the username and password for authentication. After the identity is authenticated successfully, the user will

gain proper access right defined on IAS-2000 v2.

Attention: Public LAN is referred to as the LAN port with the authentication function enabled from where the
Authentication is required for the users to get access of the network; And, Private LAN is referred to as the LAN

port with the authentication function disabled.

/d_

(U;managed
Network

ol
Unmanaged
Network

WAN1 IAS-2000 v2 | WAN2

Public LAN Private LAN

Managed Network jolaiailaelell Selaialalediiaeliellly ey Trusted Network

Se o HEHEFEHEEH
Switch

Another setup example is shown in the following figure. The WAN1 and WAN2 of IAS-2000 v2 simultaneously
supports the Switch of 802.3ad (Support Port Trunk), and the bandwidth of the Switch will be the sum of the WAN1
and WAN2 bandwidths, which aims at eliminating the bottleneck caused by the narrow bandwidth between
IAS-2000 v2 and the 802.3ad Switch.
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Chapter 3. Hardware Installation

3.1 Panel Function Descriptions

Front Panel

000 vz

IAS-,
internet Access Gateway

LED Color Status Description
POWER Green On Power on the device
Off BIOS running
Status LED Green Blink OS running
On System ready
WANL, LANL,
WANZ2, LAN2 Orange Blink Sending / Receiving
(L)
WANL1, LANL1, Off 10 Mbps
Green
WAN2, LAN2 On 100 Mbps
(R) Orange On 1000 Mbps
Port Description

WAN1 / WAN2 Connect to Internet or Intranet

Connect to the open environment. It can be chosen to require authentication to
LAN1/LAN2
access network resources and Internet.

9-pin serial port connector to resume the factory defaults or reconfigures the
Console Port
system.

Panel Button LCD Panel to display system info and network interface info

LED: There are four kinds of LED, power, status, port speed and link/act, to indicate different status of the system.
Console Port: The system can be configured via HyperTerminal. For example, if you need to set the Administrator’s
Password, you can connect a PC to this port as a Console Serial Port via a terminal connection program (such as
the super terminal with the parameters of 9600, 8, N, 1, None flow control) to change the Administrator’s Password.
LAN1/LANZ2: The two LAN ports can be independently configured such that users cannot access Internet before
authentication. Thus, administrators can choose to force the authentication for users connected to these ports.
WAN1/WAN2: The two WAN ports are connected to a network which is not managed by the 1AS-2000 v2 system,
and this port can be used to connect the ATU-Router of ADSL, the port of Cable Modem, or the Switch or Hub on the
LAN of a company.
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Rear Panel

System Fan Power Fan

Power Switch Power Socket: The Power cord
attaches here

System Fan: Keep the machine cool.

Power Fan: Keep the power cool.

Power Socket: The power cord attaches here.

Power Switch: Turn on and off the machine.

3.2 Package Contents

The standard package of IAS-2000 v2 includes:

IAS-2000 v2 x 1

CD-ROM x 1

Power Cord x 1

Ethernet Cable (Crossover) x 1
Ethernet Cable (Straight) x1
Console Cable x 1

Accessory Packing x 1

3.3 System Requirement

Standard 10/100BaseT including five network cables with RJ-45 connectors
All PCs need to install the TCP/IP network protocol
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3.4 Installation Steps

Please follow the following steps to install IAS-2000 v2:

1. Connect the power cord to the power socket on the rear panel.

2. Turn on the power switch on the rear panel. The Power LED will light up.

= POWER
m STATUS

i

3. Connect an Ethernet cable to one LAN port with the user authentication function enabled on the front panel.
The default port is LAN1 port. (Note: Authentication is required for the users to access the network via this LAN
port. The LAN port with authentication function is referred to as Public LAN.) Connect the other end of the

Ethernet cable to an AP or switch. The LED of this LAN port should be on to indicate a proper connection.
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4. Connect an Ethernet cable to one LAN port with the user authentication function disabled on the front panel.
The default port is LAN2 port. (Note: No authentication is required for the users to access the network via this
LAN port. The LAN port without authentication function is referred to as Private LAN and the administrator can
enter the administrative user interface to perform configurations via Private LAN.) Connect the other end of
the Ethernet cable to a client’'s PC. The LED of this LAN port should be on to indicate a proper connection.

5.  Connect an Ethernet cable to one of the WAN ports on the front panel. Connect the other end of the Ethernet
cable to ADSL modem, cable modem or a switch/hub of the internal network. The LED of this WAN should be

on to indicate a proper connection.

Attention: Usually a straight RJ-45 could be applied if IAS-2000 v2 is connected to a hub/computer which supports
automatic crossover, such as the Access Point. However, after the Access Point hardware reset, IAS-2000 v2
should not be able to connect to Access Point while connecting with a straight cable unless the cable was pulled out

and plug-in again. This scenario does NOT occur while using a crossover cable.

After the hardware of IAS-2000 v2 is installed completely, the system is ready to be configured in the following
sections. The manual will guide you step by step to set up the system using a single IAS-2000 v2 to manage the
network.
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After IAS-2000 v2 is installed, the following configurations must be set up on the PC: Internet Connection Setup

for Windows XP and TCP/IP Network Setup.

4.1.Internet Connection Setup for Windows XP

1. Choose Start > Control Panel > Internet Options.

2. Choose the
Setup.

“Connections”

label,

and then click

B- Control Panel

File Edit Wiew Favorites Tools  Help

Qo O D seach [rodes | [E]-

address | [ Control Panel

ﬂ‘ Control Panel % d.‘? '§
Accessibilty  Add Hardware
@ Switch ta Category Yiew

Options

s @ =

See Also
Display  Folder Options  Fonts
& Windows Update
@) Help and support %5 *
& O @
Keyboard Mouse Network
Connections

L e =

Printers and  Regional and  Scanners and
Faxes Language ... Cameras
& % @R
Speech Syskem Taskbar and

Controllers

b

Phone and  Power Options
Modem ...

2 9

Schieduled Sounds and
Tasks Audio Devices
User Accounts WMware Tools v

Internet Properties

To set up an Internet connection, click
i Setup.

Dial-up and Yirtual Private Mebwork settings

| General | Security | Privacy | Content | Connections | Pragrams | Advanced
'

“hoose Settings if wou need to configure a proxy
server For a connection,

Mewer dial a connection

Alsavs dial my default connection

Local &rea Mebwork [LAM] settings

LAM Settings do not apply ko dial-up connections.
Choose Settings abowve For dial-up settings.

Diial whenewer a network, connection iz not present

LAM Settings..

Audd. .
Fermowe

Sethings...

Set Default

[ o Jf

Cancel ]

Apply




1AS-2000 v2
User’'s Manual

3. Click Next when Welcome to the New Connection LBEZELLESGIRGEET

)

Wizard screen appears. Welcome to the New Connection

Wizard

Thiz wizard helps you:
* Connect to the Intemet.

* Connect to a private network, such ag pour workplace
nietwark.

* Setup ahome or small office netwark.

To continue, click Nest.

[ Mest> | D Cancel

4. Choose “Connect to the Internet” and then click

New Connection Wizard

Metwork Connection Type
Next. ‘what do pou want to da? @

ou ca browse the Web and read email

() Connect to the network at my workplace

Connect to a buginess network [uzing dial-up or YPN] 20 you can work, from home,
a field office, or another location.

() Set up a home or small office network
Connect to an existing home or small office netwark or set up a new one.

() 5et up an advanced connection

Connect directly to another computer uzsing your senal. parallel. or infrared part, or
zet up this computer 3o that other computers can connect to it,

T —
[ <Eac( ” MNext » ID Cancel
——

5. Choose *Set up my connection manually’ and ther

click Next Getting Ready

The wizard is preparing to set up vour Intermet connection. @

How do you want to connect to the Intermet?
() Choose alis ternet service providers [I5Ps]

%
Wil need your account name, password, and a

g o
phone number for your ISP, For a broadband account, you won't need a phone
number.

() Use the CD | got from an ISP

P ——
[ <Eac:|( ” Mext > ]D Cancel
—

10
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6. Choose “Connect using a broadband connection EEREIIETR 2T

that is always on” and then click Next. Lot e Cion
Haw do you want ta connect ta the Intermet?

() Connect using a dial-up modem
Thiz type of conhection uzes a modem and a regular or ISDN phane line.

() Connect uging a broadband tion that requires a uger name and
password

This iz a high-speed connection uzsing either a DSL or cable madem. Your ISP may
refer ta this type of connection as PPPoE.

15 1= =

TR 3
connection. |t is always active, and doesn't require pou to sigh in.

A
[ < Back (H Mext » ]) Cancel
—

7. Finally, click Finish to exit the Connection Wizard. ERETIEECURGrZ]

Completing the New
@ Connection Wizard
“Your broadband connection should already be configured

and ready ta uze. IF your connection i nat working
properly, click the following link.

Now, the setup has been completed

Leamn more about f

To cloge this wizard, click Finish.

[ < Back H Finish l) Cancel
V

11
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4.2. TCP/IP Network Setup

If the operating system of the PC in use is Windows 95/98/ME/2000/XP, keep the default settings without any
change to directly start/restart the system. With the factory default settings, during the process of starting the system,
IAS-2000 v2 with DHCP function will automatically assign an appropriate IP address and related information for
each PC. If the Windows operating system is not a server version, the default settings of the TCP/IP will regard the
PC as a DHCP client, and this function is called “Obtain an IP address automatically”.

If checking the TCP/IP setup or use the static IP in the LAN1 or LAN2 section is needed, please follow the steps

below

Check the TCP/IP Setup of Window XP

1. Select Start > Control Panel > Network B Control Panel EEX

File Edit View Favortes Tools Help z"
Connections. Qo - © - (¥ Psowch [ rotms | [

Address | [ Contral Panel v‘ Go
2 ~

E—" Control Panel G‘ § @ % j{) &

Accesshilty  Add Hardware add or Administrative Date and Time

B switch ko Category Yiew Options Remov... Taoks

R Y 2 e D
See Also ' jj

Display Folder Options Fonks Game Inkernet
“ Windaws Update Controllers Options

(7)] Help and Support

Ll

& ) b -3
Phone and  Power Options

Keyboard Mouse
Modem ...,

= @ 2 9

Printers and  Regional and  Scanners and  Scheduled Sounds and

Faxes Language ... Cameras Tasks Audia Devices
Speech Syskem Taskbar and  User Accounts Wiware Tools ~
2. Click the right button of the mouse on the “Local Area LRSI EEX
File Edit View Favortes Tools Advanced  Help "
Connection” icon and select “Properties” Qe - Q- (T Pseweh (7 rottes [
fiddress | Network Connections v‘ Go

#| LAN or High-Speed Internet
Network Tasks

Create a new m -
conneckion Y

) Setup ahome or smal

~ office network.

@ Disable this netwark
device

Disable
Status
Repair

8, Repair this connection
®i Rename this connection

& View status of this
conneckion

Change settings of this b
connection

Bridge Connections

Create Shorkout
Delete

>

Other Places

B Control Panel
& My Network Places
() My Dacuments

12
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3. Select “General” label and choose “Internet Protocol [EESAEILIFYEERET [ L NN T8

(TCP/IP)” and then click Properties. Now, choose to || e | futhentication || Advanced

Connect using:

| HE AMD PCMET Family POl Ethernet Adapter ‘

use DHCP or specific IP address.

Thiz connection uzes the fallowing iterms:

% Client for Microsoft Metwarks
8 Filz and Printer Sharing for Microsoft Mebaworks
1 R P== = =

Internet Proto

col [TCFP/IF] I

Ingtall... ( Froperties )

P B
De=zcription

Tranzmizzion Control Protocol/lntermet Protocol. The default
wide area network. pratocal that provides communication
acrozs diverse interconnected networks.

[ Show icon in notification area when connected

[ Ok ] [ Cancel ]

4-1.Using DHCP: If using DHCP is desired, please choose QLICLAEESCISTNGrel{ I Nl n o et

“Obtain an IP address automatically” and click OK. || Ger! |Akemate Configuration
. . ) . You can get I[P settings assigned automatically if pour network supports
This is also the default set‘nng of Windows. Then, thiz capability. Othensize, you need to azk pour network adminiztrator for

the appropriate IF zettings.

reboot the PC to make sure an IP address is obtained Qﬂbtain RIS Domatica”

from IAS_2000 V2. () Use theTanswm address: | |
I |
4-2.Using Specific IP Address: If using specific IP | |

address is desired, ask the network administrator for (@ Obiain DNS server addisss automatically
() Use the following DMS server addresses:

the information of the IAS-2000 v2: IP address, | |

Subnet Mask, New gateway and DNS server | |

address.

I Ok ] [ Cancel ]

Caution: If your PC has been set up completed, please inform the network administrator before modifying the

following setup.

13



Please choose “Use the following I[P
address:” and enter the information given from
the network administrator in “IP address:” and
“Subnet mask:” as well as “Default gateway”
If the DNS Server column is blank, please
“Use

choose the following DNS server

addresses:” and then enter a known DNS
address or the DNS address provided by ISP

and then click OK.

Then, click Advanced in the window of

“Internet Protocol (TCP/IP) Properties”.

14
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Internet Protocol (TCPfIP) Properties

Gereral |

ZIX)

You can get [P settings assigned automatically if pour network supports
thiz capability. Othemwize, you need to ask vour network, administrator for
the appropriate IF zettings.

() Dbta
@ ze the following [P address:
1P address: | . . . |

tormatically

Subnet mazk: | s n . |
Liefault gatevay: |

(%) Use the following DMS server@
Preferred ZEMVEl ! . . . |

|

Alternate DMS server:

Cancel

Lok JI

]

Internet Protocol (TCPSIP) Properties

General | Alternate Configuration

“rou can get I[P settings assigned automatically if pour network, supports
this capability. Otherwize, vou need to ask pour netwaork. administrator for
the appropriate IP gettings.

(®) Obtain an IP address autamatically
() Use the fallowing IP address:

() Obtain DMS server address automatically

() Use the following DMS server addresses:
Preferred DMS server: | . . . |

Altemate DMNS server: | . . . |

Cancel

o JI

J




Choose the “IP Settings” label and click “ Add”
below the “Default gateways” column and the
“TCP/IP Gateway Address”
appear. Enter the gateway address of IAS-2000

window  will

v2 in the “Gateway:” of “TCP/IP Gateway
Address” window, and then click Add. After
returning to the “IP Settings” label, click OK to

finish.

15
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Advanced TCP/IP Settings EHE3
IP Settings | DNS | wWINS | Options |
IP addrezszes
IF address Subnet mask
DHCF Enabled
Add. Edit... Remove
Diefault gatewaps:
G atevway ketric
Add. . EdiL... Femove
Aytomatic metric
Interface metric: l:l
—_—
[ ak ] D Cancel ]
~—— —

Gateway:

Autamatic metrnic

Pl ety |
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Chapter 5. Web Interface Configuration

This chapter will present further detailed settings. The following table shows all the functions of IAS-2000 v2.

System Network User
OPTION Utilities Status
Configuration Configuration Authentication
Configuration Network Address Authentication
Change Password System Status
Wizard Translation Configuration
System Policy Backup/Restore
Privilege List Interface Status
Information Configuration Setting
WAN1 Black List
Monitor IP List Firmware Upgrade Current Users
Configuration Configuration
FUNCTION Walled Garden Guest User
WAN?2 & Failover Restart Traffic History
List Configuration
LAN1 Proxy Server Additional Notification
Configuration Properties Configuration Configuration
LAN2
Dynamic DNS Online Report
Configuration
IP Mobility

Caution: After finishing the configuration of the settings, please click Apply and pay attention to see if a restart
message appears on the screen. If such message appears, system must be restarted to allow the settings to take

effect. All on-line users will be disconnected during restart.

After the basic installation shown previously has been completed, IAS-2000 v2 can be further configured with the
following steps

1. Use the network cable of the 10/100BaseT to connect a PC to the Private Port, and then start a browser (such

as Microsoft IE). Next, enter the gateway address for that port, the default is https://192.168.2.254. In the
opened webpage, an administrative login page will appear. Enter “admin” as the default username and

password “airlive”. Click Enter to log in.

16
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www.airlive.com

IAS-2000 v2 Internet Access Gateway

Welcome To Administrator Login Page!
Please Enter Your User Name and Password To Sign In.

e

a User Name: |admin |

n Password: |u-uu |

|

Caution: If you can't get the login page, you may have incorrectly set your PC to obtain an IP address automatically

from authentication LAN port or the IP address used does not have the same subnet as the URL. Please use default

IP address such as 192.168.2.xx in your network and then try it again.

2. After successfully logging into IAS-2000 v2, enter the web management interface and see the welcome page.

There is a Logout button on the upper right corner to log out the system.

www.airlive.com = Logout

IAS-2000 v2 Internet Access Gateway = P
System Network User =
Configuration Configuration Authentication AFIRAES Statis

Welcome to Administration System
In this web administration interface, you may configure networking parameters, enable and
customize network services, as well as manage and monitor all users.

Administration functions are separated into several categories:
System Configuration , Network Configuration , User Authentication , Utilities , and Status.

17
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This section includes the following functions: Configuration Wizard, System Information, WAN1 Configuration,

WAN2 & Failover, LAN1 Configuration and LAN2 Configuration.

www.airlive.com = Logout

IAS-2000 v2 Internet Access Gateway Hes
System Network User S
Configuration Configuration Authentication AiaES Statis
System Configuration
Configuration Wizard System Configuration

System Information

Configuration Wizard

WAMN1 Configuration

VIANZ & Failover

System Information

LAN1 Configuration

—_— — — — — ——

LAN2 Configuration

S L R N CEERS O WSS N TS L S

WAN1 Configuration

VWAN2 & Failover

LAN Configurations

This wizard will guide you through the basic system setup.

Configure system and network related parameters: system name,

administrator information, SNMP, and time zone.

Clients will be redirected to the URL entered in the "Home Page”
field after successful login.

Administrator may limit remote administration access to a specific
IP address or network segments. When Remote Management IF is
configured, only the devices with the IP addresses or from this
network segment may enter system administration web remotely.
Metwork Time Protocol(NTF)Server allows system to synchronize its

timel/date with the configured external time server.

Configure static IP, DHCP, or PPFoE client an WAN1 port.

Configure static IP or DHCP client on WANZ2 pori. If Bonding is

enabled, WANZ will be combined with WAN1 interface and use the
WAN1 port setting. Both WAN1 and WANZ ports are still functional.
The "Internet Connection Detection™ and "WAN Failover” are also

configured here.

Clients from LAN must login before accessing network, excluding
those devices that are listed on the Privilege IP or MAC List.

The LAN interfaces can operate in NAT mode or Router mode.
Available options includes DHCP Server, DHCF Relay, and up to 32

®0
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5.1.1 Configuration Wizard (Also served as Quick Installation)

There are two ways to configure the system: using Configuration Wizard or change the setting by demands
manually. The Configuration Wizard has 7 steps providing a simple and easy way to set up IAS-2000 v2 and can be

served as Quick Installation. There are 7 steps as listed below:

Change Admin’s Password

Choose System’s Time Zone

Set System Information

Select the Connection Type for WANL1 Port
Configure LAN1

Select Authentication Method

N oo g > w DN RE

Restart

Now, click the System Configuration from the top menu and the System Configuration page will appear.

= [Logout

7 "Hel)
IAS-2000 v2 Internet Access Gateway 2
System Network User S
Configuration || Configuration Authentication AiaES Statis
System Configuration
Configuration Wizard System Configuration

System Information Configuration Wizard | This wizard will guide you through the basic system setup.

WAN1 Configuration administrator information, SMMP, and time zone.

Clients will be redirected to the URL entered in the "Home Page”
field after successful login.

Administrator may limit remote administration access to a specific
IP address or network segments. When Remote Management IF is
configured, only the devices with the IP addresses or from this
network segment may enter system administration web remotely.
Metwork Time Protocol(NTF)Server allows system to synchronize its
timel/date with the configured external time server.

VIANZ & Failover

System Information

LAN1 Configuration

LAN2 Configuration

P e —

l Configure system and network related parameters: system name,

WAN1 Configuration | Configure static IP, DHCF, or PPFoE client on WAN port.

Configure static IP or DHCP client on WANZ2 pori. If Bonding is
enabled, WANZ will be combined with WAN1 interface and use the

VWANZ2 & Failover WAN1 port setting. Both WAN1 and WANZ ports are still functional.
The "Internet Connection Detection™ and "WAN Failover” are also
configured here.

Clients from LAN must login before accessing network, excluding
those devices that are listed on the Privilege IP or MAC List.

LAN Configurations | The LAN interfaces can operate in NAT mode or Router mode.
Available options includes DHCP Server, DHCF Relay, and up to 32

®0
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Then, click on Configuration Wizard and click the Run Wizard button to start the wizard.

Configuration Wizard

IAS-2000v2 is a Network Service Gateway with high throughput Ethernet Ports and the
functions of network control and user management. It is designed for a medium to large
network with wired and wireless access. The wizard will guide you through the process of
creating a baseline setting. Please follow the wizard step by step to configure the system.

. Running the Wizard

A welcome screen that briefly introduces the 7 steps will A. 1AS-2000 v2

appear. Click Next to begm' Welcome to the 1AS5-2000v2 Setup Wizard. The wizard will help you

configure 1AS-2000v2 through these seven quick steps. Begin by clicking
on Next.

Step 1. Change Admin's Password

Step 2. Choose System's Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for WAN1 Port
Step 5. Configure LAN1

Step 6. Select Authentication Method

Step 7. Restart

. Step 1: Change Admin’s Password

Enter a new password for the admin account and retype IAS-2000 v2

it in the verify password field (twenty-character Step 1: Cliange Admin‘s: Password

maximum and no spaces).

You may change the password of admin account by entering a new
one. Click Next to continue.

Click Next to continue.

DN AT GECTES
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Step 2: Choose System’s Time Zone

Select a proper time zone via the pull-down menu. A. IAS-2000 v2

Click Next to continue.
Step 2: Choose System's Time Zone

Select the appropriate time zone for the system. Click Next to
continue.

(GMT+08:00)Taipei v

Step 3: Set System Information =
Home Page: Enter the URL to where the clients should IAS-2000 v2

be directed when they are properly authenticated. Step 3: Set System Information

NTP Server: Enter the URL of external time server for

Enter System Information. Click Next to continue.

IAS-2000 v2 time synchronization or use the default.

DNS Server: Enter a DNS Server provided by the ISP Home Page: |nttp/www.airivecom |-
(Internet Service Provider). Contact the ISP if the DNS BENER—
IP Address is unknown. i erver; [poiusmonspell |,

{e.g. todcusno.navy.mil)

DNS Server: |192.168.1.254 .
T G

Click Next to continue.

Step 4: Select the Connection Type for WAN1 Port

There are three types that WAN1 port supports: Static A. IAS-2000 v2

IP Address, Dynamic IP Address and PPPoE Client. )
Step 4: Select the Connection Type for WAN1 Port

Select a proper Internet connection type and click Next
to continue. Select the connection type for WAN1 port. Click Next to continue.

» Dynamic IP Address

If this option is selected, an appropriate IP address O static IP Address ST pod Wit 2 SIEHC I addvess,

Set WANT portto obtain an IP address

and related information will be assigned ® Dynamic IP Address automatically. (For most cable modem
users.)
i - Setthe Username and Password for
aUtomatlca")/- © PPPOE Client PPPGE dial-up.(For most DSL users.)

Click Next to continue.

ex
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> Static IP Address: Set WAN1 Port’'s Static IP

Address Ai 1AS-2000 v2
Enter the “IP Address”, “ Subnet Mask” and

Step 4 (cont.): Set WAN1 Port's Static IP Address
“Default Gateway” provided by the ISP.

Click Next to continue. Set WAN1 port's static IP address. Click Next to continue.

IP Address: |60.250.158.64 *
Subnet Mask: | 255 255 255.0 *
Default Gateway: 60.250.158 254 *

CTES TS T

» PPPoE Client: Set PPPoE Client’s Information

Enter the “Username” and “Password” provided A. IAS-2000 v2
by the ISP.

Click Next to continue.

Step 4 (cont.): Set PPPoE Client's Information

Enter the PPPoE Client’s information provided by your ISP. Click
Next to continue.

Usemame: |86128161@hinet.ng-

Step 5: Configure LAN1’s Information

IP Address: Enter the Public LAN port IP Address or A. IAS-2000 v2

use the default.
Subnet Mask: Enter the Public LAN port Subnet Mask

Step 5: Configure LAN1's Information

or use the default. Configure LAN1's information. Click Next to continue.

Disable DHCP Server: If the DHCP server is disabled,
P Adeross: (1921601258 |-

the clients in Public LAN must be configured with an IP Subnot Masic (B3 55580 -
address manually.

Enable DHCP Server: When the option is selected, © Disable DHCP Server
IAS-2000 v2 will automatically provide the necessary IP @ Enable DHCP Server

address to all clients in Public LAN.

Click Next to continue. Back GBS
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Step 5: Set LAN1 DHCP Server

www.airlive.com

If Enable DHCP Server option is selected, fields marked A. IAS-2000 v2

with red asterisk must be filled in.
Step 5 (cont.): Set LAN1 DHCP Server

Start IP Address: The start IP address that will be
Configure DHCP settings. Click Next to continue.

Start IP Address: |192.168.1.101 -

assigned to the Public LAN clients.

End IP Address: The end IP address that will be Ena P Address: [1921681200 |-
assigned to the Public LAN clients. Domain Name: [airvecom |-
(Note: Be sure that IP addresses assigned from WNS Server:| |
Start IP address to End IP address are NOT used in Preferred DNS Server: [1639511 |-
other settings by IAS-2000 v2.) AtemateONSServer [ |

Domain Name: Enter a domain name provided by the [ Back | [ Exit

ISP (e.g. airlive.com).

WINS Server: Enter the IP address of the WINS Server (Windows Internet Naming Service Server). This field
is optional.

Preferred DNS Server: The DNS Server settings are provided by the ISP. Only the Preferred DNS Server field
is mandatory. Contact the ISP if the DNS Server settings are unknown.

Alternate DNS Server: The DNS Server settings are provided by the ISP. This field is optional.

Click Next to continue.

Step 6: Select Default Authentication Server

www.airlive.com

Set the user’s information in advance. Enter an easy A. IAS-2000 v2

identified name as the postfix name in the Postfix L
Step 6: Select Default Authentication Server

Name field (e.g. airlive) and choose an authentication

Select default authentication server. Click Next to continue.

Postfix Name: |airlive “{Default Authanticstion Server)

& Local Server

method.

Click Next to continue.

O POP3 Server

O RADIUS Server

O LDAP Server
O NT Domain
Back et
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» Local User- Add User

A new user can be added to the local user data A. 1AS-2000 v2

base. To add a user here, enter the Username (e.g.
Step 6 (cont.): Add User
test), Password (e.g. test), MAC (optional) and
. i i Click the "ADD" button to add a Local User. Click Next to continue.
assign it a policy (or use the default). Upon

completing a user adding, more users can be Username: |

added to this authentication method by clicking the Password: [ |
ADD bottom. W OGO
Click Next to continue. Policy [None |

» POP3 User- Authentication Method-POP3

-
Enter IP/Domain Name and server port of the POP3 A. 1AS-2000 v2

server provided by the ISP, and then choose enable
SSL or not.

Step 6 (cont.): Authentication Method-POP3

Click Next to continue. Configure POP3 Server information. Click Next to continue.

POP3 Server: mail.airlive.com *{Domain Name/IP Address)

Server Port: 110 *Default: 110)

Enable SSL F

» RADIUS User- Authentication-RADIUS

-
Enter RADIUS server [IP/Domain  Name, A. 1AS-2000 v2

authentication port, accounting port and secret key. _
Step 6 (cont.): Authentication Method-RADIUS

Then choose to enable accounting service or not,

and choose the desired authentication method. Configure RADIUS Server information. Click Next to continue.

RADIUS Server: l:l *{Demain Name/IP Address)
Authentication Port: l:l *{Default: 1812}
Accounting Port: l:l *[Default: 1813}
Secret Key: l:l .
Accounting Service -
Authentication Method | CHAP |-

GEETED GETTS TS

Click Next to continue.
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> LDAP User- Authentication Method-LDAP :
Add a new user to the LDAP user data base. Enter A. IAS-2000 v2

the “LDAP Server”, “Server Port” and “Base o
Step 6 (cont.): Authentication Method-LDAP

DN” and select one kind of Binding Type and

i Configure LDAP Server information. Click Next to continue.
Account Attribute to access the LDAP server.
If User Account binding type is selected, the AP Server:|  |-momain Namei Adsiess)

system will use the Base DN to be the user account Severport|  Jrcersunase

Base DN:| *{CN=,do=do=)

Bincing Tye [User Account V|

Account Attribute ® UID O cN O sAMAccountName

GEETED GETTI GEETED

to access the LDAP server.

If Anonymous binding type is selected, the system

will access the LDAP servers without requiring A. IAS-2000 v2
authentication. o
Step 6 (cont.): Authentication Method-LDAP

Configure LDAP Server information. Click Next to continue.

LDAP Server: l:l':ﬂ:main Mama/IF Address)
severPort[ |ostaus s

Base DN:| *{CN=,do=do=)

anng Ty [sonmoss )

Account Attribute ® UID O cN O sAMAccountName

GEETED GETTI GEETED

If Specified DN binding type is selected, username

and password in the “Bind RDN” and “Bind IAS-2000 v2

Password” fields must be entered to access the

LDAP server.

Step 6 (cont.): Authentication Method-LDAP

Configure LDAP Server information. Click Next to continue.

LDAP Server: l:l':ﬂ:main Mama/IF Address)
severPort[ |ostaus s

Base DN:| |'~:CN=.da=.dr_*=p

Binding Type | Specified DN

Bind RDN: | |

T E—

Account Attribute @ UID O cN O sAMAccountName

L sack N vext M et
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If Windows AD binding type is selected, please

enter the domain name of Windows AD to access

the LDAP server.

Click Next to continue.

» NT Domain User- Authentication Method-NT

Domain

When NT Domain User is selected, enter the

information for “Server IP Address”,

enable/disable “Transparent Login”. After this

setup is completed, click Next to continue.

. Step 7: Restart

Click Restart to save the current settings and restart

IAS-2000 v2. The Setup Wizard is now completed.

and
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IAS-2000 v2

Step 6 (cont.): Authentication Method-LDAP

Configure LDAP Server information. Click Next to continue.

LDAP Server: l:l':ﬂ:main Mama/IF Address)
severPort[ |ostaus s

Base DN:| |'\'CN=.da=.dr_*=p

Bicing Type [Windows AD ¥
- —

TN GRS SN

IAS-2000 v2

Step 6 (cont.): Authentication Method-NT Domain

Configure NT Domain Server information. Click Next to continue.

v —

Transparent Lgoin []

Air Live IAS-2000 v2

Step 7: Restart

The Setup Wizard has been completed. Click "Back" for modification or
correction. Click "Restart" to save the current settings and reboot the 1AS-
2000v2.

I G G



1AS-2000 v2
User’'s Manual

. During 1AS-2000 v2 restart, a “Restarting now. Wait

www.airlive.com

for a minute.” message will appear on the screen. A. IAS-2000 v2

Please do not interrupt IAS-2000 v2 until the message . .
Wizard Completed. Rebooting Now.
has disappeared. This indicates that a complete and

successful restart process has finished.

Restarting now. Please wait for a moment.

Caution: During every step of the wizard, if you wish to go back to modify the setting. Please click the Back button

to go back to the previous step.
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5.1.2 System Information

These are some main information about IAS-2000 v2. Please refer to the following description for these blanks:

System Information
System Name Internet Access Ga

Device Hame [EQION for this devics)

kL

® Enable O Disable
Home Page hittp:ifwww. airlive. com

http:fivewewe. Birlive.com/)

Lis]

Remote Management
P “{e.g. 192,188 3.1 or 192,168 .3.0/24)

SHMP () Enable & Disable

User Logon SSL (® Enable O Disable

Device Time:2008/09/26 16:41:53

() Enable NTF
i MNTF .
System Time Server tock.usna.navy.mil =.g. tode usna.navy.mil)
Time i -
Zone (GMT+08:00)Taipei L

{"» Set Device Date and Time (UTC)

History Reportinterval & 5 O 10 O 15 O 60 minutes

System Name: Set the system’s name or use the default.

Device Name: FQDN (Fully-Qualified Domain Name). This is used as the domain name used in login page. For
example, if Device Name=I1AS-2000v2.com, the URL of login page will be
https://IAS-2000v2.com/loginpages/login.shtml

Home Page: Enter the website of a Web Server to be the homepage. When users log in successfully, they will
be directed to the homepage set here. Usually, the homepage is the company’s website or a popular website,

such as http://www.airlive.com. Regardless of the original webpage set in the users’ computer, they will be

redirect to this page after login.

Remote Management IP: Set a specific IP or the IP range or subnet with a system which is able to connect to
the web management interface via the WAN port. For example, 10.2.3.0/24 means that as long as an
administrator is within the IP address range of 10.2.3.0/24, user can reach the administration page of IAS-2000.

SNMP: IAS-2000 v2 supports SNMPv2 and SNMPV3. If the function is enabled, assign the Manager IP and the

community of SNMPv2 and SNMPv3 to access the management information base (MIB) of the system.

User Logon SSL: Enable SSL when user login with encryption to have a safer login process.
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System Time: 1AS-2000 v2 supports NTP communication protocol to synchronize the network time. Please
specify the IP address of a NTP server and select the desired time zone in the system configuration interface for
adjusting the time automatically. (Universal Time is Greenwich Mean Time, GMT). Time can also be set

manually when by selecting “ Set Device Date and Time”. Please enter the date and time for these fields.

Device Time:2008/09/26 16:41:53

() Enable NTF
i MNTF .
System Time Server tock.usna.navy.mil =.g. tode usna.navy.mil)
Time i -
Zone (GMT+08:00)Taipei L

{"» Set Device Date and Time (UTC)

History Report Interval: Time interval for sending the history notice.
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5.1.3 WANL1 Configuration

There are 3 methods that WAN1 Port supports: Static IP Address, Dynamic IP Address, and PPPoE Client.

WAN1 Configuration

® Static IP Address

IP Address: 60.250.158.64
Subnet Mask: 2552552560
Default Gateway: G60.250.158 254

WAN1 Port Preferred DNS Server: 192.168.0.254

Alternate DMNS Server:

[] Enable Bridge Mode

O Dynamic IF Address
O PPPOE Client

Static IP Address: Manually specifying the IP address of the WAN1 Port which is applicable for the network
environment where the DHCP service is unavailable. The option of 802.3ad for WANZ is only available when

WANL is using a static IP address. The fields with red asterisks are required. Please fill in these fields.

IP Address: The IP address of the WANL1 port.

Subnet Mask: The subnet mask of the WANL1 port.

Default Gateway: The gateway of the WANL1 port.

Preferred DNS Server: The primary DNS Server of the WAN1 port.

Alternate DNS Server: The substitute DNS Server of the WAN1 port. This is not required.

YV V. V VYV V V

Enable Bridge Mode: WANL1 is set to use a static IP address and “Enable Bridge Mode” is checked,
WAN2 and all LAN ports will share the WANL1 IP address and go into bridge mode as well. See the following
figures. The PC connected to LAN1 or LAN 2 must be set to static IP address manually, or it can receive the
IP address from upper DHCP server via WAN1. The IP address they received is the same IP subnet with

WANL IP.
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WAN1 Port

(® Static IP Address
P Address:

Subnet Mask:
Default Gateway:
Preferred DMNS Server:

Alternate DNS Server:

Enable Bridge Mode

O Dynamic IP Address
O PPPoE Client

|60.250.158.64

|255.255.255.0

|60.250.158.254

168.95.1.1

VWAN2

Bridge Mode

LANA1

Bridge Mode

LANZ

Bridge Mode

IAS-2000 v2
User’'s Manual

Dynamic IP address: It is only applicable for the network environment where the DHCP Server is available in

the network. Click the Renew button to get an IP address.

WAN1 Port

() Static IP Address
® Dynamic IP Address
(O PPPoE Client
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PPPoE Client: When selecting PPPoOE to connect to the network, please enter the “Username” and
“Password”. There is a Dial on demand function under PPPoE. If this function is enabled, you can set a

Maximum Idle Time. When the idle time is reached, the system will automatically disconnect itself.

WAN1 Configuration

() Static IP Address
O Dynamic IP Address
() PPPoE Client

User Name: 86128161 @hinet net |-

WAN1 Port Passwaord: |IIlllllllI |

MTL: 1492 |pytes (Range :1000~1492)
CLAMPMSS: 1400 | pytes (Range :980~1400)

Dial on Demand: () Enable (& Disable
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5.1.4 WAN2 & Failover

There are 3 methods of obtaining an IP address for the WAN2 Port: None, Static IP Address, and Dynamic IP
Address.
®* None: The WAN2 Port is not functional.

VWAN2 & Failover

® None
WAN2 Port (O Static IP Address
O Dynamic IP Address

FProbe Target
URL: hitp:/f| |

URL2: htp:/f| |
URL3: htp /| |
] Warning of Internet Disconnection

Connection Detection &
VAN Failover

» Warning of Internet Disconnection: Enable to detect the WAN1 port connection status.

VWAN2 & Failover

@ MNone
WAN2Z Port O static IP Address
O Dynamic IP Address
FProbe Target
URLA: hitp:/i | www.google.com |
URL2: htp:/f| |
Connection Detection & URL3: http:ﬁ| |

WAN Failover Warning of Internet Disconnection

When Internet Connection is down, the system will display
the warning messages as:

|Snrr§.r! The service is temporarily unavailable. *

e Static IP Address: Specify the IP Address, Subnet Mask, Default Gateway of WAN2 Port and Preferred DNS
Server, which should be applicable for the network environment. Up to three URLs can be entered. Check
“Warning of Internet Disconnection” to work with the WAN Failover function.

» WAN Failover: When WAN1 connection fails, the traffic will be routed to WAN2 automatically.
» Fallback to WAN1 when possible: When WAN1 connection is recovered, the routed traffic will be back to

WANL1.
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WAN2 & Failover
) None
® Static IP Address
IP Address: |59.124.2.55 |-
Subnet Mask: |255.255.255.0 |-
WAN2 Port
Default Gateway: 50.1242254 |-
Preferred DMNS Server: |1EB.95.‘I.1 *
Alternate DMS Server; | |
O Dynamic IP Address
FProbe Target
URL1: hnp;,','|wnnm.gnngle.cnm |
URL2: htp:/f| |
URL3: htp /| |
Connection Detection & WARN Failover
WAN Failover [ Fallback to WAN1 when possible

Warning of Internet Disconnection

When Internet Connection is down, the system will display

the warning messages as:

|Snrry! The service is temporarily unavailable. *

Dynamic IP Address: Select this when WAN2 Port can obtain IP address automatically, such as a DHCP

Server available from WAN2 Port. Up to three URLs can be entered.

Disconnection” to work with the WAN Failover function.

VWAN2 & Failover

O MNone
WAN2 Port (O static IP Address
® Dynamic IP Address

FProbe Target

Check “Warning of Internet

URLA: hﬁp;,','|wmw.gnngle.cnm

URL2: hitp:/f|

URL3: htp /|

Connection Detection & WARN Failover
WAN Failover [ Fallback to WAN1 when possible
Warning of Internet Disconnection

When Internet Connection is down, the system will display

the warning messages as:

|Snrry! The service is temporarily unavailable. *
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For Dynamic IP Address, WAN Failover and Fallback to WAN1 when possible also can be enabled like as
the function for Static IP Address. If Warning of Internet Disconnection is enabled, a warning message can

be entered to indicate what the system should display when Internet connection is down.
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5.1.5 LAN1 Configuration

User authentication can be chosen to enable or disable in LAN1 port. In this part, you can set the related

configurations about LAN1 port and DHCP server.

LAN1 Configuration

Enable User Authentication

Operation Mode

LAN1
P Address: |192.1EE.1.254 *
Subnet Mask: |255.255.255.D *
(O Disable DHCP Server
(® Enable DHCP Server
DHCP Scope
Start IP Address: |192.1EE.1.1D1 *
End IP Address: |192.1EE.1.2EIEI *
Preferred DMNS Server: |1EE.95.1.1 *
DHCP Server
Configuration Alternate DNS Server: | |
Diomain Mame: |airliue.cnm *
WINS Server: | |

Lease Time

Reserved IP Address List

() Enable DHCP Relay

36



DHCP Server Configuration

> Disable DHCP Server: Disable the function of the DHCP Server.

LAN1

DHCP Server
Configuration

LAN1 Configuration

Enable User Authentication

Operation Mode

IP Address: |‘192.‘1EE.‘1.254

Subnet Mask: |255.255.255.D

(®) Disable DHCP Server
() Enable DHCP Server
(C) Enable DHCP Relay

1AS-2000 v2
User’'s Manual

» Enable DHCP Server: Enter proper setting of Start IP Address, End IP Address, Preferred DNS Server,

Alternate DNS Server, Domain Name, WINS Server, Lease Time, and Reserved IP Address List. See the

following figure. Fields marked with red asterisks must be filled in.

LANA

DHCP Server
Configuration

LAN1 Configuration

Enable User Authentication

Cperation Mode

IP Address: |‘192.‘1EB.‘1.254-

Subnet Mask: |255.255.255.D

) Disable DHCP Server
(%) Enable DHCP Server

DOHCF Scope

Start IP Address:

192.168.1.101

El

End IP Address:

192.168.1.200

El

Freferred DMNS Server: |1EB.95.1.1

Alternate DMNS Server: |

Comain Mame: |air|iue.cum

WINS Server: |

Lease Time

Fesenved IP Address List

) Enable DHCP Relay
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€ Reserved IP Address List: Click on the Reserved IP Address List on the management interface to
fill in the reserved IP addresses if desired. Then, the setup of the Reserved IP Address List as shown
in the following figure will appear. Enter the related Reserved IP Address, MAC, and Description (not

compulsory). When finished, click Apply to complete the setup.

Reserved IP Address List -- LAN 1

Itemm Reserved IP Address MAC Description

1 || a |
2| || a |

o

-]

oo

w

0| | ]

(Total:40) First Prev Next Last

» Enable DHCP Relay : Specify other DHCP Server IP address if using DHCP Relay is desired. See the

following figure.

LAN1 Configuration

Enable User Authentication

Operation Mode

LAN1
IP Address: |192.1EB.1.254 .
Subnet Mask: |255.255.255.n 5
(Z) Disable DHCP Server

DHCP Serves () Enable DHCP Server

Configuration (%) Enable DHCP Relay
DHCP Server IP: +
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* Enable VLAN: If you want to split LAN1 to several VLANS, please select the Enable VLAN. After Enable VLAN
is selected, the following screen will appear. Choose the desired Item and click Edit for further configuration.

See the following figure.

VLAN Activate VLAN and Edit VLAN List
VLAN List
[tem Tag Status

1 Disabled Edit
2 Disabled Edit
3 Disabled Edit
4 Disabled Edit
5 Disabled Edit
G Disabled Edit
¥ Disabled Edit

The system will need confirmation for enabling individual VLAN segment. Click Enable to continue. See the
following figure.
After enabling this VLAN segment, the following screen will appear. See the following description and figure for

details.
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Enable User Authentication (on this individual VLAN):

VLAN Interface Configuration

Enable ]
Enable User Authentication

VLAM Tag * (Range: 2~4094)
WVLAN
Mode MAT “
IF Address *
Subnet Mask *
VLAN DHCP (¥ Disable DHCP Server
Configuration () Enable DHCP Server

() DHCP Relay

» Enable: Enable this VLAN segment.
> Enable User Authentication: Choose to enable or disable user authentication for this individual VLAN
segment.
» VLAN Tag: Enter any integer number within the range of 2~4094 as the Tag for this VLAN segment.
» Mode: Two modes are provided: NAT mode and ROUTER mode.
€ NAT: All IP addresses externally connected through the VLAN port (these IP addresses must belong
to the same network of the VLAN port) will be converted into the IP address of the WANL1 port
by IAS-2000 v2 and onward to outside the network.
€ Router: All IP addresses externally connected through the VLAN port use its original IP addresses
for external connection. Thus, IAS-2000 v2 acts like a Router.
» |IP Address: Enter the desired IP address for this VLAN.
» Subnet Mask: Enter the desired Subnet Mask for this VLAN.
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VLAN DHCP Configuration
> Disable DHCP Server: Disable the function of the DHCP Server of IAS-2000 v2.

(%) Disable DHCP Server
() Enable DHCP Server
) DHCP Relay

VLAN DHCP
Configuration

» Enable DHCP Server: If you want to use the DHCP Server function of IAS-2000 v2, set proper
configurations is necessary. Related information needed on setting up the DHCP Server is described as
follows: Start IP Address, End IP Address, Preferred DNS Server, Alternate DNS Server, Domain Name,

WINS Server, Lease Time, and Reserved IP Address List. See the following figure.

() Disable DHCP Server
(®) Enable DHCP Server

DHCP Scope

Start IP Address |

End IP Address |

Preferred DMS Server |1EE.95.1.1

VLAN DHCP

Configuration Alternate DNS Server | |
Domain Mame |nui5|ink.cnm +
WINS Server | |

Lease Time

Reserved IP Address List

() DHCP Relay
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€ Reserved IP Address List: If you want to use the reserved IP address function, click on the
Reserved IP Address List on the management interface. Then, the setup of the Reserved IP
Address List as shown in the following figure will appear. Enter the related Reserved IP Address,

MAC, and Description (not compulsory). When finished, click Apply to complete the setup.

Reserved IP Address List - VLAN Taag:

Itemm Reserved IP Address MAC Description

1 || a |
2| || a |

o

-]

oo

w

0| | ]

(Total:40) First Prev Next Last

» Enable DHCP Relay: If you want to enable this function, you must specify a DHCP Server IP address. See

the following figure.

() Disable DHCP Server
VLAN DHCP © Enable DHCP Server
Configuration (*) DHCP Relay
OHCP Server [P x
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5.1.6 LANZ2 Configuration

User authentication can be chosen to enable or disable in LAN2 port. In this part, you can set the related

configurations about LAN2 port and DHCP server.

LANZ Configuration

Enable User Authentication []

Operation Mode

LANZ
IP Address: |192.1EE.2.254 *
Subnet Mask: |255.255.255.D *
(O Disable DHCP Server
(® Enable DHCP Server
DHCP Scope
Start IP Address: |192.1EE.2.1D1 *
End IP Address: |192.1EE.2.2E|E| *
Preferred DMNS Server: |192.‘IEE.2.254 *
DHCP Server
Configuration Alternate DNS Server: | |
Diomain Mame: |dnmain *
WINS Server: | |

Lease Time

Reserved IP Address List

() Enable DHCP Relay
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DHCP Server Configuration

> Disable DHCP Server: Disable the function of the DHCP Server.

LAN2

DHCP Server
Configuration

LANZ Configuration

Enable User Authentication []

Operation Mode

IP Address: |‘192.‘1EE.2.254

Subnet Mask: |255.255.255.D

(®) Disable DHCP Server
() Enable DHCP Server
(C) Enable DHCP Relay

1AS-2000 v2
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» Enable DHCP Server: Enter proper setting of Start IP Address, End IP Address, Preferred DNS Server,

Alternate DNS Server, Domain Name, WINS Server, Lease Time, and Reserved IP Address List. See the

following figure. Fields marked with red asterisks must be filled in.

LAN2

DHCP Server
Configuration

LANZ2 Configuration

Enable User Authentication []

Cperation Mode

IP Address: |‘192.‘1EB.2.254-

Subnet Mask: |255.255.255.D

) Disable DHCP Server
(%) Enable DHCP Server

DOHCF Scope

Start IP Address:

192.168.2.101

El

End IP Address:

192.168.2.200

El

Freferred DMNS Server: |192.1EB.2.25¢

El

Alternate DMNS Server: |

Comain Mame: |dnmain

WINS Server: |

Lease Time

Fesenved IP Address List

) Enable DHCP Relay
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€ Reserved IP Address List: Click on the Reserved IP Address List on the management interface to
fill in the reserved IP addresses if desired. Then, the setup of the Reserved IP Address List as shown
in the following figure will appear. Enter the related Reserved IP Address, MAC, and Description (not

compulsory). When finished, click Apply to complete the setup.

Reserved IP Address List - LAN 2

Itemm Reserved IP Address MAC Description

1 || a |
2| || a |

o

-]

oo

w

0| | ]

(Total:40) First Prev Next Last

» Enable DHCP Relay : Specify other DHCP Server IP address if using DHCP Relay is desired. See the

following figure.
LANZ Configuration

Enable User Authentication []

Operation Mode

LAN2
IP Address: |192.1EB.2.254 .
Subnet Mask: |255.255.255.n 5
(Z) Disable DHCP Server

DHCP Serves () Enable DHCP Server

Configuration (%) Enable DHCP Relay
DHCP Server IP: +
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Enable VLAN: If you want to split LAN2 to several VLANS, please select the Enable VLAN. After Enable VLAN

is selected, the following screen will appear. Choose the desired Item and click Edit for further configuration.

See the following figure.

VLAN

[tem

Activate VLAM and Edit VLAN List

VLAN List

Tag

Status

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

m
=
=

m
=
=

m
=
=

m
=
=

m
=
=

m
=
=

m
=
=

The system will need confirmation for enabling individual VLAN segment. Click Enable to continue. See the

following figure.

After enabling this VLAN segment, the following screen will appear. See the following description and figure for

details.

Enable User Authentication (on this individual VLAN):

VLAN

VLAN DHCP
Configuration

VLAN Interface Configuration

Enable

O

Enable User Authentication

VLAM Tag
Maode
IF Address

Subnet Mask

() Disable DHCP Server
) Enable DHCP Server
() DHCP Relay
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» Enable: Enable this VLAN segment.
> Enable User Authentication: Choose to enable or disable user authentication for this individual VLAN
segment.
» VLAN Tag: Enter any integer number within the range of 2~4094 as the Tag for this VLAN segment.
» Mode: Two modes are provided: NAT mode and ROUTER mode.
€ NAT: All IP addresses externally connected through the VLAN port (these IP addresses must belong
to the same network of the VLAN port) will be converted into the IP address of the WANL1 port
by IAS-2000 v2 and onward to outside the network.
€ Router: All IP addresses externally connected through the VLAN port use its original IP addresses
for external connection. Thus, IAS-2000 v2 acts like a Router.
» |IP Address: Enter the desired IP address for this VLAN.
» Subnet Mask: Enter the desired Subnet Mask for this VLAN.

* VLAN DHCP Configuration
> Disable DHCP Server: Disable the function of the DHCP Server of IAS-2000 v2.

(%) Disable DHCP Server
() Enable DHCP Server
) DHCP Relay

VLAN DHCP
Configuration

» Enable DHCP Server: If you want to use the DHCP Server function of IAS-2000 v2, set proper
configurations is necessary. Related information needed on setting up the DHCP Server is described as
follows: Start IP Address, End IP Address, Preferred DNS Server, Alternate DNS Server, Domain Name,

WINS Server, Lease Time, and Reserved IP Address List. See the following figure.

() Disable DHCP Server
(®) Enable DHCP Server

DHCP Scope
Start IP Address *
End IP Address *
Preferred DMS Server [168.95.1.1 *
VLAN DHCP
Configuration Alternate DMNS Server
Diomain Mame avislink.com *
WINS Server

Lease Time 1Day w

Reserved IP Address List

() DHCP Relay
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€ Reserved IP Address List: If you want to use the reserved IP address function, click on the
Reserved IP Address List on the management interface. Then, the setup of the Reserved IP
Address List as shown in the following figure will appear. Enter the related Reserved IP Address,

MAC, and Description (not compulsory). When finished, click Apply to complete the setup.

Reserved IP Address List - VLAN Taag:

Itemm Reserved IP Address MAC Description

1 || a |
2| || a |

o

-]

oo

w

0| | ]

(Total:40) First Prev Next Last

» Enable DHCP Relay: If you want to enable this function, you must specify a DHCP Server IP address. See

the following figure.

() Disable DHCP Server
VLAN DHCP © Enable DHCP Server
Configuration (*) DHCP Relay
OHCP Server [P x
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This section includes the following functions: Network Address Translation, Privilege List, Monitor IP List,

Walled Garden List, Proxy Server Properties, Dynamic DNS and IP Mobility.

IAS-2000 v2 Internet Access Gateway

www.airlive.com = Logout

Help

Privilege List

Monitor IP List

Proxy Server Properties

Dynamic DNS

IP Mobility

l
I l
[ l
it
[ l
[ l
[ l

Network Address
Translation

Privilege List

Monitor IP List

Walled Garden List

Proxy Server
Properties

Dynamic DNS

IP Mobility

System Network User e
Configuration Configuration Authentication A= Stabiz
Network Configuration
[ Network Address Translation Network Configuration

System provides three types of Network Address Translation: DMZ,

Virtual Server and PortlP Redirection.

System provides Privilege IP Address List and Privilege MAC
Address List Authentication is NOT required for those listed
devices. Policies defined in "lUser Authentication™ can be applied to

devices in MAC Address List as well.

System can monitor up to 40 network devices using IP packets

periodically.

Up to 20 URLs or IP addresses could be defined in Walled Garden

List Clients may access these sites without authentication.

System has one built-in Proxy Server and supports up to 20 external

Proxy Servers.

System supports dynamic DNS (DDMS) to translate WAN IP to a

domain name automatically.

System supports IP PNP and Mobile IP Configuration

®0
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5.2.1 Network Address Translation

There are three parts, DMZ, Virtual Servers and Port and IP Redirect, need to be set.

Network Address Translation
DMZ

Virtual Servers

Port and IP Redirection

e DMz
DMZ (De-Militarized Zone) allows administrators to define mandatory external to internal IP mapping; hence a
user on WAN side network can access the private machine via the external IP (similar to DMZ usage in firewall
product). There are 40 sets of static Internal IP Address and External IP Address available. If a host needs a
static IP address to access the network through WAN port, set a static IP for the host. These settings will

become effective immediately after clicking the Apply button.

DMz

[tem Internal IP Address External IP Address

10 | | | |
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Virtual Servers

This function allows the administrator to set 40 virtual servers at most, so that the computers not belonging to
the managed network can access the servers in the managed network via WAN port IP of IAS-2000 v2. Please
enter the “External Service Port”, “Local Server IP Address” and “Local Server Port”. According to the
different services provided, the network service can use the TCP protocol or the UDP protocol. In the Enable
column, check the desired server to enable. These settings will become effective immediately after clicking the

Apply button.

Virtual Servers

Item SEEF’:EE"‘;'O ) L“:'msfﬁ”" Local Server Port Type  Enable
o ||| || | gl o
2 | | | | o
3| ||| || | gl o
¢ | | | o
5 | ||| || | gl o
5 | | | | o
. ||| || | gl o
s | | | | o
0 | ||| || | gl o
L || o

Port and IP Redirection

This function allows the administrator to set 40 sets of the IP addresses at most for redirection purpose. When
the user attempts to connect to a destination IP address listed here, the connection packet will be converted and
redirected to the corresponding destination. Please enter the “IP Address” and “Port” of Original Destination,
and the “IP Address” and “Port” of Redirect to. According to the different services provided, choose the

“TCP” protocol or the “UDP” protocol. These settings will become effective immediately after clicking Apply.
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Port and IP Redirection

10

Original Destinati

IP Address

Port

Redirect to

IP Address

Port

52

Type

QO TCP
O uDP

O TCP
O upDP

QO TCP
O uDP

O TCP
O upDP

QO TCP
O uDP

O TCP
O upDP

QO TCP
O uDP

O TCP
O upDP

QO TCP
O uDP

O TCP
O upDP
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5.2.2 Privilege List

There are two parts, Privilege IP Address List and Privilege MAC Address List, need to be set.

Privilege List

Privilege |P Address List

Privilege MAC Address List

® Privilege IP Address List
If there are some workstations belonging to the managed server that need to access the network without
authentication, and enter the IP addresses of these workstations in this list. The “Remark” blank is not
necessary but is useful to keep track. IAS-2000 v2 allows 100 privilege IP addresses at most. These settings will

become effective immediately after clicking Apply.

Privilege |IP Address List

[tem Privilege IP Address Remark

1 | | | |

10 | | | |

Warning: Permitting specific IP addresses to have network access rights without going through standard

authentication process at the authenticated LAN may cause security problems.
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* Privilege MAC Address List
In addition to the IP address, the MAC address of the workstations that need to access the network without
authentication can also be set in this list. IAS-2000 v2 allows 100 privilege MAC addresses at most. The list can
be created by entering data in the table or by import from a file. The list can be exported as well.
Be sure to enter the MAC address (the format is xx:xx:xx:xx:xx:xx) as well as the remark (not necessary) if
manually creating the list is desired, and select a policy for the individual entry. These settings will become

effective immediately after clicking Apply.

Attention: No matter how you choose to create the list, you must select an Access Gateway first.

Privilege MAC Address List

| [((MACSearch | importlist  ExportList
Item MAC Address Policy Remark

1 | | | Policyl | | |
2 | | [poion @] | |
3 | | |Policyt | | |
4 | | |Policy1 | | |
s | | [poion @ | |
6 | | |Policyt | | |
7 | | |Policyt | | |
o | | [poion @ | |
9 | | |Policyt | | |
0| | [poion @ | |

Warning: Permitting specific MAC addresses to have network access rights without going through standard

authentication process at the authenticated LAN may cause security problems.
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» Import List: Select an Access Gateway and then click Import List to enter the Upload Privilege MAC
Address List interface. Click the Browse button to select the text file for the user account upload. Then click

Submit to complete the upload.

Import Privilege MAC Address List

Hote: The format of each line is "MAC, Policy, Femark™ without the gquotes. There must be no
space between the fields and commas. The Remark field could be omitted but the leading
comma must be retained. While uploading the list, existing MAC address in the Privilege
MAC Address List will not he replaced.

Upload MAC Address

File Hame | |[ Browse... |

The uploading file should be a text file and the format of each line is " MAC, Policy, Remark" without the quotes.
There must be no spaces between the fields and commas. The MAC field could be omitted but the trailing
comma must be retained. When adding user accounts by uploading a file, the existing accounts in the

embedded database will not be replaced by new ones.

policy
MAC ‘ remark

(oo:oo:ooioo:oo:oo,i,the a'dmin]

[ 00:00:00:00:00:00, 1 ]

MAC policy

» Export List: Click this to export the Mac List to create a .txt file and then save it on disk.

File Download ['5_<|

Do you want to open or save this file?

Mame: privilege_mac_address, bxt

Type: Text Document, 2 bytes
From: 192.163.0.84

Open ] [ Save ] [ Cancel

harm your campuker. If pau do nat trust the zource, do nat open or

@ Yhile filez from the Internet can be useful, some files can potentially
zawe thiz file. What's the rizk?
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5.2.3 Monitor IP List

The system will send out a packet periodically to monitor the connection status of the IP addresses on the list. If the
monitored IP address does not respond, the system will send an e-mail to notify the administrator that such
destination is not reachable. After entering the related information, click Apply and these settings will become
effective immediately. Click Monitor to check the current status of all the monitored IP. The system provides 40 IP

addresses a most on the “Monitor IP List”.

Monitor IP List

Admin Email
Send From | |
Send To | |
Interval
SMTP Server | |
Auth Method
Send Test Email
Item IP Address Item IP Address
b I |
3 | | 4 | |
5 | | 6 | |
7 | | : | |
9 | | 10 | |
11 | | 12 | |
13 | | 14 | |
15 | | 16 | |
17 | | 18 | |
19 | | 20 | |

® Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the
sender’s e-mail.

® Send To: The e-mail address of the person whom the monitoring result is for. This will be the receiver’s e-mail.

® Interval: The time interval to send the e-mail report.

® SMTP Server: The IP address of the SMTP server.
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* Auth Method: The system provides four authentication methods, PLAIN, LOGIN, CRAM-MD5 and NTLMv1, or
“NONE”" to use none of the above. Depending on which authentication method selected, enter the Account
Name, Password and Domain.

* Send Test Email: Click “Send” to send out a test e-mail of the IP monitoring report.

* |P Address: The IP addresses under monitoring.

In the Monitor IP result page, green light means the IP address is alive and reachable. On the other hand, red light

means the IP address is not reachable now. The administrator can understand the some networking devices by this

Maonitor IP Result

feature.

Item IP Address Result
1 192.168.0.201 (W]
2 192.168.0.145 (W]
3 192.168.0.245 i
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5.2.4 Walled Garden List

This function provides some free services to the users to access websites listed here before login and authentication.
Up to 20 addresses or domain names of the websites can be defined in this list. Users without the network access
right can still have a chance to experience the actual network service free of charge. Please enter the website IP

Address or Domain Name in the list and these settings will become effective immediately after clicking Apply.

Walled Garden List

Item Address Item Address
1 | o2 ] |
N . |
5| s |
7 s |
@ o0 |
11 | | 12 | |
13 | | 14 | |
15 | | 16 | |
17 | | 18 | |
19 | | 20 | |

58



1AS-2000 v2
User’'s Manual

5.2.5 Proxy Server Properties

IAS-2000 v2 supports Internal Proxy Server and External Proxy Server functions. Please perform the necessary

configurations.

Proxy Server Properties

Internal Proxy Server

(O Enable & Disable

External Proxy Server

Item Server IP Port

® Internal Proxy Server: IAS-2000 v2 has a built-in proxy server. If this function is enabled, the end users will be
forced to treat IAS-2000 v2 as the proxy server regardless of the end-users’ original proxy settings.

® External Proxy Server: Under the IAS-2000 v2 security management, the system will match the External Proxy
Server list to the end-users’ proxy setting. If there isn’t a matching, then the end-users will no be able to reach
the login page and thus unable to access the network. If there is a matching, then the end-users will be directed
to the system first for authentication. After a successful authentication, the end-users will be redirected back to

the desired proxy servers depending on various situations.

Please click Apply and these settings will become effective immediately.

For more details about how to set proxy servers, please see Appendix D and E.
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5.2.6 Dynamic DNS

IAS-2000 v2 provides a convenient DNS function to translate the IP address of WAN port to a domain name that
helps the administrator memorize and connect to WAN port. If the DHCP is activated at WAN port, this function will
also update the newest IP address regularly to the DNS server. These settings will become effective immediately

after clicking Apply.

DDNS (O Enable & Disable
Provider DynDMS. org(Dynamic) w
Host name

Username/E-mail

Password/Key

e DDNS: Enabling or disabling of this function.

® Provider: Select the DNS provider.

® Host name: The IP address/domain name of the WAN port.

® Username/E-mail: The register ID (username or e-mail) for the DNS provider.
* Password/Key: The register password for the DNS provider.

Please click Apply and these settings will become effective immediately.
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5.2.7 1P Mobility

IP PHNP ] Enable

Mobile IP [1Enable

IP PNP
Clients can use any IP address to connect to the system. Regardless of what the IP address at the client end is,

he or she can still authenticate through IAS-2000 v2 and access the network.

Mobile IP
If several sets of IAS-2000 v2 are used to construct a network environment, a client can use the same group of

IP configurations. When a client roams into different locations, the connection will be kept alive; therefore no

disconnection will occur when, for example, downloading data.
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This section includes the following functions: Authentication Configuration, Policy Configuration, Black List

Configuration, Guest User Configuration and Additional Configuration.

www.airlive.com E Logout

IAS-2000 v2 internet Access Gateway ko
System Network User 2
Configuration Configuration Authentication S Statuz
E=) User Authentication
[ Authentication Configuration User Authentication

[ Policy Configuration

[ Black List Configuration l
[ Guest User Configuration l

Additional Configuration

Authentication
Configuration

Policy Configuration

Black List Configuration

Guest User Configuration

Additional Configuration

System provides 9 external server configurations (FOP3, RADIUS,
LDAP and NT Domain), one internal user DB {Local User) and
two pre-defined mechanisms for paying users (On-Demand User
and PMS) to authenticate user access. Each authentication
method can apply one Black List profile and ane Palicy for traffic
control.

Regarding paying users, On-Demand Server Configuration
supports print-out of user account information from an optional
ticket printer. As for PMS, PMS Server Configuration supports
unified Micros Fidelio Property Management System Billing.

System supports one Global and 10 policies for traffic control.
Administrator can define a policy with the firewall profile, specific
route profile, login schedule profile, and bandwidth.

System supports 5 Black Lists for authentication.
On-Demand and PMS Server DOES NOT support Black List
configuration.

System provides up to 10 guest accounts. Guest accounts have
permission different from general user accounts. Guest accounts
are stored on embedded-database under Global policy.

System supports other authentication settings, such as:
|dle/Session timeout, Multiple login enable/disable, Friendly
logout, and Permit MAC address list.

It also supports uploading customized loginflogout pages and
certificate file.

®0
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5.3.1 Authentication Configuration

This function is to configure the settings for different authentication servers. The system provides 10 servers (Local,
POP3, RADIUS, LDAP and NT Domain), one On-demand User and one PMS User that the administrator can apply
with different policies. Click on the server name to set the related configurations for that particular server. After
completing and clicking Apply to save the settings, go back to the previous screen to choose a server to be the

default server and enable or disable any server on the list.

Sener Mame Auth Method Postfix Puolicy Default Enable
LOCAL LOCAL Fostfixi Policy1 O]
LDAP LDAP Postfix2 Policy1 & F

BADIUS Server RADILUS Postfixd Policy1 & [l

LDAP Server LDAP Postfixd Policy1 & ]

MT Domain MTDOMAIN Fostfixs Policy1 & ]

FOP3 Server POP3 Postfixb Policy O F

BADIUS Server RADILUS Postfix? Policy1 & [l

LDAP Server LDAP Postfixg Policy1 & ]

MT Domain MTDOMAIN Fostfixd Policy1 & ]

FOP3 Server POP3 Postfix10 Policy O F

On Demand User ONDEMAND ondemand Policy [ ) ]
PMS User PMS pms Palicy & ]
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53.1.1 Local Server

This server is only for “Local User” and the authentication method can not be changed for this server.

Authentication Server - LOCAL

Server Name |LOCAL |";I15.5§W'§'n5’ns_:.
Server Status Enable
Postfix |Postix1 it postix name.)
Blacklist
Local User Account Local User Setting

Policy Hame Policy1l w
[ Apoly ]

° Server Name: Set a name for the server using numbers (0 to 9), alphabets (a to z or A to Z), dash (-),
underline () and dot (.) with a maximum of 40 characters, all other letters are not allowed.

° Sever Status: The status shows that the server is enabled or disabled.

° Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server by using numbers (0 to 9), alphabets
(ato z or Ato Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

° Blacklist: There are five sets of the black lists. Select one of them or choose “None”. Please refer to 5.3.3
Black List Configuration

. Local User Account: Click the Local User Setting hyperlink to set the further configuration.

. Policy Name: There are ten policies to choose from to apply to this particular server.
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Click the Local User Setting hyperlink for further configuration.

Local User Setting

Edit Local User List

Radius Roaming Out ) Enable * Disable
802 1x Authentication ) Enable (® Disable

. Edit Local User List: Click this to enter the “Local User List” screen.

| Add User | [ ImportList || ExportList | [ Refresh

| | [ Search ]
Policy
Username Password MAC Del All
Remark
. Maone
Iacky i Delete

» Add User: Click this button to enter the Add User page. Fill in the necessary information such as
“Username”, “Password”, “MAC” (optional) and “Remark” (optional). Select a desired Maximum

Bandwidth, Request Bandwidth and Policy.

Username Maximum Bandwidth Policy

ftem MAC
DOXXHXXHXKHK)

Password Request Bandwidth Remark

| | [5Mbps v | [Policyt |
]

|2I'u'|bp5 vl |Indnnr |

[10Mbps v | [Poliy3 v|
2 |00:4F:63:01:37EA |

(None  v] || |

| | Unlimited v | [Policy2 |
3

oo | ]

I:I | | |Un|imited vl |Nnne v|
4

[ ] (None  v| || |
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Click Apply to complete adding the user or users

Successfully added user(s):
jacky josh ryan

Username Maximum Bandwidth Policy
[tem MAC
OO0
Password Request Bandwidth Remark
I:I | | |Un|imited V| |Nnne v|
1
] Mo § || |
I:I | | |Un|imited V| |Nnne v|
2
. o Il |
I:I | | |Un|imited V| |Nnne v|
3
] Mo § || |

» Import User: Click this to enter the Upload User Account page. Click the Browse button to select the text

file for the user account upload. Then click Submit to complete the upload process.

Upload User

Mote: The format of each line is "ID, Password, MAC, Policy, Remark" or "ID, Password,
MAC, Max bandwiidth, Request bandwiidth, Policy, Remark" without the quotes. There must
bhe no space hetween the fields and commas. The MAC field could be omitted but the trailing
comima must be retained. YWhen adding user accounts by uploading a file, existing accounts
in the embedded database that are also defined in the data file will not he replaced by the
New ones.

Upload User Account

File Hame | |[ Browse... ]
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The uploading file should be a text file and the format of each line is "ID, Password, MAC, Policy, Remark" or
“ID, Password, MAC, Max bandwidth, Request bandwidth, Policy, Remark” without the quotes. There
must be no spaces between the fields and commas. The MAC field could be omitted but the trailing comma
must be retained. When adding user accounts by uploading a file, the existing accounts in the embedded

database will not be replaced by new ones.

password policy

1D MAC remark

( cac'ion,cac'ion,oo:UU:UU':UU:UU:UU,i,the admin ]

( test,test,,?,testing account ]

ID policy

password remark

request bandwidth
password remark
ID | MAC  maxbandwidth | policy |
| I I I
1 | 1 1 | | |
(cadon.cadon.DD:DD:DG:GD:DD:DD.1 28kbps,256kbps,1,the admin ]

[test.test.,’l28kbps.256kbps.2.testing account ]
l 1 1 l 1 l

I | I |
ID | max bandwidth‘ policy  remark

password

request bandwicth
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» Export List: Click this to create a .txt file and then save it on disk.

File Download

Do you want to open or save this file?

Mame: LocalldserLisk,bxt

Type: Text Document, 79 bytes
From: 192.163.0.84

Open ] [ Save ] [ Cancel

harm your campuker. If pau do nat trust the zource, do nat open or

@ Yhile filez from the Internet can be useful, some files can potentially
zawe thiz file. What's the rizk?

X

> Refresh: Click this to refresh the list.

| Add User | [ ImportList || ExportList | [ Refresh

| |[ Search ]

Policy
Usemname Password MAC
Remark
Puolicy1
. Policy3
osh T 00:4F-63:01:37-EA
Paolicy2

2222

68

Delete

Delete

Delete

1AS-2000 v2
User’'s Manual



1AS-2000 v2
User’'s Manual

» Search: Enter a keyword of a username to be searched in the text filed and click this button to perform the

search. All usernames matching the keyword will be listed.

AddUser || Importlist || ExportList || Refresh

|j |[ Search ]

Policy
Username Password MAC Cel All

Remark

) Palicy1
lacky 1234 Delete

. Palicy3
losh i 00:4F:63:01:37EA Delete

> Del All: This will delete all the users at once.

> Delete: This will delete the users individually.

» Edit User: If editing the content of individual user account is needed, click the username of the desired user
account to enter the Edit User Interface for that particular user, and then modify or add any desired
information such as “Username”, “Password”, “MAC”, “Maximum Bandwidth”, “Request Bandwidth”,

“Policy” and “Remark” (optional) . Then, click Apply to complete the modification.

Edit User

Username |jnsh |-

Password |1111 |-

MAC 00:4F:63:01:37EA |

Maximum Bandwidth | 10 Mbps =
Request Bandwidth
Policy | Policy3  |»

Remark |Inng term |
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* Radius Roaming Out / 802.1x Authentication: These 2 functions can be enabled or disabled by checking the

radio button. Checking either of them makes the hyperlink called Radius Client List show up.

Local User Setting

Edit Local User List

Radius Roaming Out {*) Enable ) Disable
802 1x Authentication {*) Enable ) Disable
Radius Client List

Click the hyperlink of Radius Client List to enter the Radius Client Configuration interface. Choose the
desired type, Disable, Roaming Out or 802.1x and key in the related data and then click Apply to complete the

settings.

Radius Client Configuration

No. Type IP Address Segment Secret
1 || Roaming Out | [10.0.0.0 || 255.0.0.0 (58) v | [12345678 |
2 | Disable v | | | 255.255.255.255 (132) v | | |
3 | Disable v | | | 255.255.255.255 (132) v | | |
4 | Disable v | | | 255.255.255.255 (132) v | | |
5 | Disable v | | | 255.255.255.255 (132) v | | |
6 | Disable v | | | 255.255.255.255 (132) v | | |

» Radius Roaming Out: When “Radius Roaming Out” is selected, local users can login from other domains
by using their original accounts.

» 802.1x Authentication: 802.1x is a security standard for wired and wireless LANs. It encapsulates EAP
(Extensible Authentication Protocol) processes into Ethernet packets instead of using the protocol's native
PPP (Point-to-Point Protocol) environment, thus reducing some network overhead. It also puts the bulk of
the processing burden upon the client (called a supplicant in 802.1x parlance) and the authentication server

(such as a RADIUS), letting the "authenticator" middleman simply pass the packets back and forth.
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5.3.1.2 POP3 Server

POP3, RADIUS, LDAP and NT Domain Server can be chosen to be the authentication method. Choose “POP3” in
the Authentication Method field, the hyperlink beside the pull-down menu will become “ POP3 Setting”.

Authentication Server - POP3 Server

Server Name POP3 Server **{Its server name.}
Server Status Disable
Postfix FostfixG ~={lts pastfix name.)
Blacklist Mone w
Authentication Method POP3 L POP3 Setting
Policy Hame Policy1l w

oy X Cear )

° Server Name: Set a name for the server using numbers (0 to 9), alphabets (a to z or A to Z), dash (-),
underline () and dot (.) with a maximum of 40 characters, all other letters are not allowed.

° Sever Status: The status shows that the server is enabled or disabled.

° Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server by using numbers (0 to 9), alphabets
(ato z or Ato Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

° Blacklist: There are five sets of the black lists. Select one of them or choose “None”. Please refer to 5.3.3
Black List Configuration

° Authentication Method: There are four authentication methods, POP3, Radius, LDAP and NTDomain to
configure from. Select the desired method and then click the link besides the pull-down menu for more
advanced configuration.

. Policy Name: There are ten policies to choose from to apply to this particular server.
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Click the hyperlink of POP3 Setting for further configuration. Enter the related information for the primary server
and/or the secondary server (the secondary server is not required). The blanks with red asterisks are necessary

information. These settings will become effective immediately after clicking the Apply button.

Primary POP3 Server
Senver IP mail.airlive.com “(Domain Hame/IF Address)
Fort 110 *[Default: 110}
S5L Setting [] Enable SSL Connection
Secondary POP3 Server
Server IP
Fort
S5L Setting [] Enable SSL Connection

* Server IP: Enter the IP address/domain name given by the ISP.
* Port: Enter the Port given by the ISP. The default value is 110.
® SSL Setting: If this option is enabled, the POP3 protocol will perform the authentication.
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53.1.3 Radius Server

Choose “Radius” in the Authentication Method field, the hyperlink beside the pull-down menu will become
“RADIUS Setting”.

Authentication Server - RADIUS Server

Server Name RADILIS Server **{Its server name.}
Server Status Disable
Postfix Fostfix3 ~={lts pastfix name.)
Blacklist Mone w
Authentication Method Radius L RADIUS Setting
Policy Hame Policy1l w

oy X Cear )

° Server Name: Set a name for the server using numbers (0 to 9), alphabets (a to z or A to Z), dash (-),
underline () and dot (.) with a maximum of 40 characters, all other letters are not allowed.

° Sever Status: The status shows that the server is enabled or disabled.

° Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server by using numbers (0 to 9), alphabets
(ato z or Ato Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

° Blacklist: There are five sets of the black lists. Select one of them or choose “None”. Please refer to 5.3.3
Black List Configuration

° Authentication Method: There are four authentication methods, POP3, Radius, LDAP and NTDomain to
configure from. Select the desired method and then click the link besides the pull-down menu for more
advanced configuration.

. Policy Name: There are ten policies to choose from to apply to this particular server.
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Click the hyperlink of RADIUS Setting for further configuration. The Radius server sets the external authentication
for user accounts. Enter the related information for the primary server and/or the secondary server (the secondary
server is not required). The blanks with red asterisks are necessary information. These settings will become

effective immediately after clicking the Apply button.

RADIUS Setting

® Enable O Disable
Fadius Client List

802 1x Authentication

Trans Full Name ® Enable O Disable
Primary RADIUS Server
Server IP
Authentication Port *[Default: 1812)
Accounting Port “(Default: 1813)
Secret Key
Accounting Service _) Enable & Disable
Authentication Protocol CHAP |»
Secondary RADIUS Server
Server IP

Authentication Port

Accounting Port

Secret Key
Accounting Sernvice ) Enable (%) Disable
Authentication Protocol CHAP

* 802.1X Authentication: Enable this function and the hyperlink of Radius Client List will appear. Click the
hyperlink to get into the Radius Client Configuration list for further configuration. Please refer to Radius
Roaming Out/802.1x Authentication in 5.3.1.1 Local User.

* Trans Full Name: When enabled, the ID and postfix will be transferred to the RADIUS server for authentication.
When disabled, only the ID will be transferred to RADIUS server for authentication.

® Server IP: Enter the IP address/domain name of the RADIUS server.

* Authentication Port: Enter the authentication port of the RADIUS server and the default value is 1812.

* Accounting Port: Enter the accounting port of the RADIUS server and the default value is 1813.

* Secret Key: Enter the key for encryption and decryption.

* Accounting Service: Select this to enable or disable the “Accounting Service” for accounting capabilities.

* Authentication Protocol: There are two methods, CHAP and PAP for selection.

Notice: If Radius Server does not assign idle-timeout value, IAS-2000 v2 will use the local idle-timeout instead.
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5.3.14 LDAP Server

Choose “LDAP” in the Authentication Method field, the hyperlink beside the pull-down menu will become “LDAP
Setting”.

Authentication Server - LDAP

Server Name LDAP (It server name. )
Server Status Disable
Postfix Fostfix2 ~={lts pastfix name.)
Blacklist Mone w
Authentication Method LDAP L LDAP Setting
Policy Hame Policy1l w

oy X Cear )

° Server Name: Set a name for the server using numbers (0 to 9), alphabets (a to z or A to Z), dash (-),
underline () and dot (.) with a maximum of 40 characters, all other letters are not allowed.

° Sever Status: The status shows that the server is enabled or disabled.

° Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server by using numbers (0 to 9), alphabets
(ato z or Ato Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

° Blacklist: There are five sets of the black lists. Select one of them or choose “None”. Please refer to 5.3.3
Black List Configuration

° Authentication Method: There are four authentication methods, POP3, Radius, LDAP and NTDomain to
configure from. Select the desired method and then click the link besides the pull-down menu for more
advanced configuration.

. Policy Name: There are ten policies to choose from to apply to this particular server.
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Click the hyperlink of LDAP Setting for further configuration. Enter the related information for the primary server
and/or the secondary server (the secondary server is not required). The blanks with red asterisks are necessary

information. These settings will become effective immediately after clicking the Apply button.

Primary LDAP Server
Server IP | |'13:"r|3i"| Mame/IF Address)
Fort I:I-;jafam: 389)
Base DN | |'::'-1=.-:|c=.-:|c=:
Binding Type User Account
Account Attribute ANonymous
Specified DM
Windows AD P Server
Sener P | |
Por [ ]
Base DN | |
Binding Type | User Account v|
Account Attribute @ UID OCN

® Server IP: Enter the IP address/domain name of the LDAP server.

* Port: Enter the Port of the LDAP server, and the default value is 389.

* Base DN: Enter the distinguished name of the LDAP server.

* Binding Type: There are four binding types, User Account, Anonymous, Specific DN and Windows AD to select.
»  User Account: Use the user account’s login username and password of the system, and then select one

Account Attribute (UID, CN or sAMAccountName) to access the LDAP server.

Primary LDAP Server
Server P | |‘jj:"n3i"| Mame/|F Address)
Port |:|'235f34h.: 389)
Base DN | |'::'-1=.-jc=.-:|c=:
Binding Type | User Account v|
Account Attribute ®uDp Ocn
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Anonymous: Access the LDAP servers without requiring authentication but only select one Account
Attribute (UID, CN or sAMAccountName).

Primary LDAP Server
Server P | |‘jj:"n3i"| Mame/|F Address)
Port |:|'235f34h.: 389)
Base DN | |'::'-1=.-jc=.-:|c=:
Binding Type |Annn].rrnnus v|
Account Attribute ®uip Ocn O sAMAccountName

Specified DN: Enter more information for the specific DN username and password in the “Bind RDN”
and “Bind Password” fields, and then select one Account Attribute (UID, CN or sSAMAccountName) to

access the LDAP server.

Primary LDAP Server
Server P | |'13:"r|3i"| Mame/IF Address)
Fort I:I-;jafam: 389)
Base DN | |'::'-1=.-:|c=.-:|c=:
Binding Type | Specified DN V|

Bind RON: | |
Bind Passwaord: | |
Account Attribute ®uip ©cn O sAMAccountName

Windows AD: Enter the domain name of Windows AD to access the LDAP server.

Primary LDAP Server
Server P | |‘jj:"n3i"| Mame/|F Address)
Port |:|'235f34h.: 389)
Base DN | |'::'-1=.-jc=.-:|c=:
Binding Type |WindnwsﬂD v|

Domain | |
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5.3.15 NT Domain Server

Choose “NTDomain” in the Authentication Method field, the hyperlink beside the pull-down menu will become

“NT Domain Setting”.

Authentication Server - NT Domain

Server Name MT Domain (It server name. )
Server Status Disable
Postfix Fostfix3 ~={lts pastfix name.)
Blacklist Mone w
Authentication Method NTDomain w MT Dormain Sefting
Policy Hame Policy1l w

oy X Cear )

° Server Name: Set a name for the server using numbers (0 to 9), alphabets (a to z or A to Z), dash (-),
underline () and dot (.) with a maximum of 40 characters, all other letters are not allowed.

° Sever Status: The status shows that the server is enabled or disabled.

° Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server by using numbers (0 to 9), alphabets
(ato z or Ato Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

° Blacklist: There are five sets of the black lists. Select one of them or choose “None”. Please refer to 5.3.3
Black List Configuration

° Authentication Method: There are four authentication methods, POP3, Radius, LDAP and NTDomain to
configure from. Select the desired method and then click the link besides the pull-down menu for more
advanced configuration.

. Policy Name: There are ten policies to choose from to apply to this particular server.

Click the hyperlink of NT Domain Setting for further configuration. Enter the server IP address and enable/disable

the transparent login function. These settings will become effective immediately after clicking the Apply button.

Domain Controdler
Server P Address *
Transparent Login ) Enable * Disahle

* Server IP address: Enter the server |IP address of the NT domain controller.

®* Transparent Login: If this function is enabled, when users log into the Windows domain, they will log into
IAS-2000 v2 automatically.
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53.1.6 On Demand User

This is for the customer’s need in a store environment. When the customers need to use wireless Internet in the
store, they have to get a printed receipt with username and password from the store to log in the system for wireless

access. There are 2000 On-demand User accounts available.

On-Demand User Server Configuration

Server Status Disable
Postfix |nndemand |—;E,.;,, ondemand. Max: 40 char)
Receipt Header 1 |‘.“Je|u::ume! |;E_.;,_ Walcome!)
Receipt Header 2 |Header2 |
Receipt Footer |Thanh‘r’nu! |:§_-;|_ Thank You!}

®nNone O Zcer O€EUR © Fusp

Monetary Unit
O |:| {Input other desired monetary unit, e.g. AU}
Policy Hame Policy1l

WLAN ESSID ondemand |(e.9. ondemand)
Wireless Key | |
Remark | | {for customer)
Billing Notice Interval ® 10mins C 15mins O 20mins

Users List Billing Configuration Create On-Demand User

/- _Aooy X Clear

® Server Status: The status shows that the server is enabled or disabled.

® Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server by using numbers (0 to 9), alphabets
(ato z or Ato Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

®* Receipt Header: There are two fields, Receipt Header 1 and Receipt Header 2, for the receipt’s header. Enter
receipt header message or use the default.

* Receipt Footer: Enter receipt footer message here or use the default.

®* Monetary Unit: Select the desired monetary unit for a region or input the needed monetary unit if not listed.

® Policy Name: Select a policy for the on-demand user.

® WLAN ESSID: Enter the ESSID of the AP.

* WEP Key: Enter the WEP key of the AP.

e Remark: Enter any additional information that will appear at the bottom of the receipt.

® Billing Notice Interval: While the on-demand user is still logged in, the system will update the billing notice of
the login successful page by the time interval defined here.
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* Users List: Click to enter the On-demand User List screen. In the On-demand User List, detailed information

will be documented here. By default, the On-demand user database is empty.

vV V V V

\4

| |[ Search ]

On-demand User List

ol '
Usermname Password TimeNolume Status Expire Time Delete All

2008M10/04-

ZBaLl B6TEGCDY 30 min Mormal 17-16-44 Delete
V699  S3R3TGNG  100MOK bytes = Normal 2008/10/04- Delete
17:16:49 telele

. 2008/10/04-
a4 4KFHNRF44 30 min Marmal 171653 Delete

2008/10/04-

\!

4428 3UE44 304 1 hour Mormal 17-16°56 Delete
W3YE  WEQTWQ4K  100MOKbytes = Normal 2'?1':_:,‘_3215'?';%“’ Delete

Search: Enter a keyword of a username to be searched in the text filed and click this button to perform
the search. All usernames matching the keyword will be listed.

Username: The login name of the on-demand user.

Password: The login password of the on-demand user.

Remain Time/Volume: The total time/Volume that the user can use currently.

Status: The status of the account. Normal indicates that the account is not in-use and not overdue.
Online indicates that the account is in-use and not overdue. Expire indicates that the account is overdue
and cannot be used.

Expire Time: The expiration time of the account.

Delete All: This will delete all the users at once.

Delete: This will delete the users individually.
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Billing Configuration: Click this to enter the Billing Configuration screen. In the Billing Configuration page,

Administrator may configure up to 10 billing plans.

Billing Configuration

Plan

»  Status: Select to enable or disable this billing plan.

Status

(®) Enable
) Disable

®) Enable
) Dizable

(*) Enable
) Dizable

O Data

® Time

O Data

® Time

® Data
O Time

Type

0 Jubyte

EI Hrs
Mins

EI Mbyte
Hrs
EI Mins

Expired Info m';"raa':i‘;n Price

El

DE:S 2 |Days |20 |

o B Joms o]
Hrs

3

I o P

»  Type: Set the billing plan by “Data” (the maximum volume allowed is 999,999 Mbyte) or “Time” (the

maximum days allowed is 999 Hrs).

»  Expired Info: This is the duration of time that the user can use the account after the generation of the

account. If the account is not activated during this duration, the account will self-expire.

>  Valid Duration: This is the duration of time that the user can use the account after the activation of the

account. After this duration, the account will self-expire.

»  Price: The price charged for this billing plan.
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Create On-demand User: Click this to enter the On-demand User Generate page.

On-Demand User Generation

Plan Type Status Function
1 0 hrs 20 mins Enabled
2 1 hrs 0 mins Enabled
3 100Mbyte Enabled
4 NIA Disabled

»  Pressing the Create button for the desired plan, an On-demand user will be created, then click Printout
to print a receipt which will contain this on-demand user’s information. There are 2000 On-demand user

accounts available.

Welcome!
Header2
Username QK57 @ondemand
Password MTE2XKET
Price 20
Usage 0 hrs 30 mins

ESSID : ondemand
Shared Wireless Key:

Waild to use until: 2008M10/04 172413

Thank You!
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5.3.1.7 PMS User

The system integrates a hotel in-door billing system, PMS, developed by Micros Fidelio, and it is usually used in the
hotel environment. When the customers need to use wireless Internet in the hotel, they have to get printed receipts

with usernames and passwords from the hotel to log in the system for wireless access.

PMS User Configuration
Server Status Dizahble
PMS Server IP (=.g. 10.0.0.1)
PMS Server Port 89877
Posthix pms *(e.g. pms. Max: 40 char)
Policy Name Policyl
Receipt Header 1 Welcomel l=.g. Welcome!)
Receipt Header 2 Enjoy your stay
Receipt Footer ThankYou! {e.g. Thank You!)
WLAN ESSID pms e.g. oms
Wireless Key
Remark Have a nice day! [for custorner)

Users List Billing Configuration Create PMS5 User

° Server Status: The status shows that the server is enabled or disabled.

° PMS Server IP: Enter the IP address of the PMS server.

° PMS Server Port: Enter the Port of the PMS server.

. Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server by using numbers (0 to 9), alphabets
(ato z or Ato Z), dash (-), underline () and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

. Policy Name: There are ten policies to select from.

. Receipt Header: There are two fields, Receipt Header 1 and Receipt Header 2, for the receipt's header.
Enter receipt header message or use the default.

. Receipt Footer: Enter receipt footer message here or use the default.

° WLAN ESSID: Enter the ESSID of the AP.

. WEP Key: Enter the WEP key of the AP.

. Remark: Enter any additional information that will appear at the bottom of the receipt.

. Users List: Click to enter the PMS User List page. In the PMS User List page, detailed information will be

documented here. By default, the PMS user database is empty.
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»  Search: Enter a keyword of a username to be searched in the text filed and click this button to perform

the search. All usernames matching the keyword will be listed.

vV V V V V

Room No.: The room number of the PMS user.
User Name: The login name of the PMS user.

Password: The login password of the PMS user.

Remain Time: The total Time/Volume that the user can use currently.

Status: The status of the account. Normal indicates that the account is not in-use and not overdue.

Online indicates that the account is in-use and not overdue. Expire indicates that the account is overdue

and cannot be used.

»  Expire/Valid Time: The Valid Time indicates the duration of time that the user can use the Internet

service after the account is activated. After this duration, the account will self-expire. The Expire Time

indicates the duration of time that the account needs to be activated after the generation. If the account is

not activated during this duration, the account will self-expire.

> Delete All: This will delete all the users at once.

»  Delete: This will delete users individually.

Billing Configuration: Click this to enter the PMS User Billing Configuration page. In the PMS Billing

Configuration page, the administrator may configure up to 5 billing plans.

Plan Status
1 (® Enable
(O Disable
2 () Enable
(* Disable
3 {0 Enable
(® Disable
4 (O Enable
® Disable
5 () Enable
{(*) Disable

Puissed VaIPd  pssgnoroi P
24 | 148 | | |tPolicyt v | [1000 |
o] b [omee ™ o]
o 1 [ ] [onoe ¥ ]
o1 ] [owowe ¥ ]
o] b ] [ewoe ™ b
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»  Status: Select to enable or disable this billing plan.

»  Hr. Purchased: This is the duration of time that the user purchases. 1-999 hour(s) can be entered.

»  Valid Period: This is the duration of time that the user can use the Internet service after the activation of
the account. After this duration, the account will self-expire. 1-999 hours can be entered.

»  Assign to Policy: Assign a policy for this billing plan.

»  Price: The price charged for this billing plan.

Note: There is an Auto Expired mechanism is for preventing that an account is created but never logged in. If the

account is created but never been logged in, the account will be invalid after a period.

. Create PMS User: Click this to enter the PMS User Generation page. There are 5000 PMS user accounts
available.

PMS User Generation

Plan | Type | Price | 5Status Configuration Function

1 r124 10.00 | Enabled RoomNumber] |
s Maximum User{1 |

Room Number] |
2 [Ohrs | 0 |Disabled | Comum Create
Maximum User{1 |

Room Number] |
3 |ohrs | 0 |Disabled | oM rum Create
Maximum User{1 |

Room Number] |
4 |Ohrs | 0 |Disabled | oM um Create
Maximum User{1 |

Room Number] |
5 |Ohrs | 0 |Disabled | Comrum Create
Maximum User{1 |

Create
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By default, the PMS user database is empty. After entering “Room Number” and “Maximum User” then
pressing Create button by the desired plan, a PMS user will be created. Click Printout to print a receipt

which will contain this PMS user’s information. See the following figure.

Welcome to AirLive Hotel
Enjoy your stay

Room Number 12345
Username 8225@Hotel
Passward BECZENTO
Price 1.02
Usage 10 hrs

ESSID : alrlive
Shared WEF kevs:
Concurrent user access: 1
bust login before:2008/10/01 17:584:15
Creating Time:2003/10/01 09:00:23

Thank You !
———————————————— cut here cut here ———————————
Room Number 12345
Username 8225@Hotel
Price 1.02
Usage 10 hrs

Concurrent user access: |
Must login before: 2008/10/01 17:54: 15
Stgnature.
Creating Time:2008/10/01 09:00:23

( Printout ) [ Close
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5.3.2 Policy Configuration

There are ten policies that IAS-2000 v2 supports and a Global policy. Every Policy has three profiles, Firewall
Profile, Specific Route Profile, and Schedule Profile as well as one Bandwidth setting for that policy. But Global

policy only has Firewall Profile and Specific Route Profile settings.

* Global Policy

Policy Configuration
Select Policy:
Firewall Profile Setting
Specific Route Profile Setting
Maximum Concurrent Sessions 500 ¥ | Sessions per User

»  Select Policy: Select Global to set the Firewall Profile and Specific Route Profile.
»  Firewall Profile: Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles page will appear.
Click the numbers of Filter Rule Item to edit individual rules and click Apply to save the settings. The

rule status will show on the list. Check “Active” to enable that rule.

Profile Name: |Glnbal |

Firewall Profile

Filter Rule Active Action Hame SourcelP DestinationIP Protocol MAC

1 ] Block Any Any ALL
2 ] Block Any Any ALL
3 ] Block Any Any ALL
4 ] Block Any Any ALL
5 ] Block Any Any ALL
[ ] Block Any Any ALL
7 ] Block Any Any ALL
8 ] Block Any Any ALL
g9 ] Block Any Any ALL
10 ] Block Any Any ALL
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Edit Filter Rule
Rule Item: 1
Rule Name: [] Enable this Rule
Action :|Block Protocol : [ALL  +
Source MAC Address: (For Specific MAC Address Filter)
Interface Metwark/IP Address Subnet Mask
Source ALL W 0.0.0.0 0.0.0.0 () W
Destination ALL w 0.0.0.0 0.0.0.0(0) w

Rule Item: This is the rule selected.

Rule Name: The rule name can be changed here.

Enable this Rule: After checking this function, the rule will be enabled.

Action: There are two options, Block and Pass. Block is to prevent packets from passing and
Pass is to permit packets passing.

Protocol: There are three protocols to select, TCP, UDP and ICMP, or choose ALL to use all three
protocols.

Source MAC Address: The MAC address of the source IP address. This is for specific MAC
address filter.

Source/Destination Interface: There are five interfaces to choose, ALL, WAN1, WAN2, LAN1 and
LANZ2.

Source/Destination IP: Enter the source and destination IP addresses.

Source/Destination Subnet Mask: Enter the source and destination subnet masks.
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Specific Route Profile: Click the hyperlink of Setting for Specific Route Profile, the Specific Route

Profile page will appear.

View System Route Table

Profile Name: |Global Specific Route |

Global Route Table

Destination Gateway
Route No.

Network/IP Address Subnet Mask IP Address
1 | | | |255.255.255.255 (132) v | | | |
2 | | | |255.255.255.255 (132) ~| | | |
3 | | |255.255.255.255 (132) v | | | |
4 | | | |255255.255.255(132) v | | | |
5 | | | |255255.255.255(132) v | | | |
6 | | |255.255.255.255 (132) v | | | |
7 | | | |255255.255.255 (132) v | | | |
3 | | | |255255.255.255(132) v | | | |
9 | | | |255.255.255.255 (132) v | | | |
10 | | | |255.255.255.255 (132) ~| | | |

Profile Name: The profile name can be changed here.
Destination IP Address: The destination IP address of the host or the network.

Destination Subnet Netmask: Select a destination subnet netmask of the host or the network.

* 6 0 0

Gateway IP Address: The IP address of the next router to the destination.

System Route Table

Network Address Netmask Gateway Interface Metric
192.168.2.0 2552552550 0.000 LANZ 0
182.168.1.0 2552552550 0.0.0.0 LANA 0
192.168.0.0 2552552550 0.00.0 WAN1 0

127.0.00 255000 0.000 lo 0
0.0.0.0 0.000 192.168.0.254 WAN1 0

€ View System Route Table: Click the hyperlink of View System Route Table to see the information

of the hosts or the networks.
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» Maximum Concurrent Sessions: The concurrent sessions for each user; it can be restricted by
administrator. When a user reaches the session limit, this user will be implicitly suspended from any new

connection for a fixed time period.

Policy Configuration
Select Policy: | Global  +
Firewall Profile Setting
Specific Route Profile Setting
Maximum Concurrent Sessions 500 ¥ | Sessions per User
Policy 1~Policy 10
Policy Configuration
Select Policy: | Folicyl  +
Policy Name 1 :|Folicyt
Firewall Profile Setting
Specific Route Profile Setting
Schedule Profile Setting
Bandwidth Unlimited +
Maximum Concurrent Sessions 500 ¥ | Sessions per User

»  Select Policy / Policy Name: Select a desired policy and rename it in the Policy Name field if desired.
»  Firewall Profile: Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles page will appear.
Click the numbers of Filter Rule Item to edit individual rules and click Apply to save the settings. The

rule status will show on the list. Check “Active” to enable that rule.
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Profile Name: ||F' Filter 1 |

Firewall Profile

Filter Rule Active Action HName SourcelP DestinationIP Protocol MAC

1 | Block Any Any ALL
2 ] Block Any Any ALL
3 ] Block Any Any ALL
4 ] Block Any Any ALL
5 | Block Any Any ALL
[ ] Block Any Any ALL
7 ] Block Any Any ALL
2 ] Block Any Any ALL
] | Block Any Any ALL
10 ] Block Any Any ALL
Edit Filter Rule
Rule ltem: 1
Rule Name:| | [] Enable this Rule
Action : Protocol :m
Source MAC Address: | |(For Specific MAC Address Filter)
Interface Metwork/P Address Subnet Mask
Source  |ALL v| [0.0.00 | 0.0.0000) v|
Destination | ALL v| |0.000 | 0.000(0) v|

Rule Item: This is the rule selected.

Rule Name: The rule name can be changed here.

Enable this Rule: After checking this function, the rule will be enabled.

Action: There are two options, Block and Pass. Block is to prevent packets from passing and
Pass is to permit packets passing.

Protocol: There are three protocols to select, TCP, UDP and ICMP, or choose ALL to use all three
protocols.

Source MAC Address: The MAC address of the source IP address. This is for specific MAC

address filter.
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€ Source/Destination Interface: There are five interfaces to choose, ALL, WAN1, WAN2, LAN1 and
LAN2.
€ Source/Destination IP: Enter the source and destination IP addresses.

€ Source/Destination Subnet Mask: Enter the source and destination subnet masks.

»  Specific Route Profile: Click the hyperlink of Setting for Specific Route Profile, the Specific Route

Profile page will appear.

Profile Hame:|5DEEiﬂC Route 1 |

Specific Route Profile

Destination iy o]
Route No. petaut
Network/IP Address Subnet Mask IP Address
’ | | | 255.256.255.255 (132) v | | O
p | | [ 255.255.255.255 (132) v | O
3 | | | 255.256.255.255 (132) v | | O
4 | | | 255.255.255.255 (132) v | | O
5 | | | 255.256.255.255 (132) v | | O
. | | [ 255.255.255.255 (132) v | O
- | | | 255.256.255.255 (132) v | | O
8 | | [ 255.255.255.255 (132) v | O
9 | | | 255.256.255.255 (132) v | | O
10 | | [ 255.255.255.255 (132) v | O

Profile Name: The profile name can be changed here.
Destination IP Address: The destination IP address of the host or the network.
Destination Subnet Netmask: Select a destination subnet netmask of the host or the network.

Gateway IP Address: The IP address of the next router to the destination.

L 2K IR R NN 4

Default: Check this option to apply to the default values.

»  Schedule Profile: Click the hyperlink of Setting for Schedule Profile to enter the Schedule Profile list.
Select “Enable” to show the list. This function is used to restrict the time the users can log in. Please
enable/disable the desired time slot and click Apply to save the settings. These settings will become

effective immediately after clicking the Apply button.
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Profile Hame:|SChEdu|E1
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| ®Enable O Disable

Login Schedule Profile
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K & EHEEEEEERE E
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Bandwidth: Choose one bandwidth limit for that particular policy.

Policy Configuration
Select Policy:
Policy Name 1 : |Policy1 |
Firewall Profile Setting
Specific Route Profile Setting
Schedule Profile Setting

Bandwidth Unlimited »

Maximum Concurrent Sessions

/o

Lnlimited
16 Kbps
32 Kbps
64 Kbps
128 Kbps
256 Kbps
512 Kbps
1 Mbps
2 Mbps
3 Mbps
5 Mbps
8 Mbps
11 Mbps
22 Mbps
54 Mbps

Sessions perlser

s,
Clear

I EEEDEREIEEREERB 2

SAT

K EEEEEEEEEE
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Maximum Concurrent Sessions: The concurrent sessions for each user; it can be restricted by
administrator. When a user reaches the session limit, this user will be implicitly suspended from any new

connection for a fixed time period.

Policy Configuration
Select Policy.
Policy Hame 1 : |F'U|i'3‘f‘|
Firewall Profile Setting
Specific Route Profile Setting
Schedule Profile Setting
Bandwidth
Maximum Concurrent Sessions 500 ¥ | Sessions per User
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5.3.3 Black List Configuration

The administrator can add, delete, or edit the black list for user access control. Each black list can include 500 users
at most. If a user in the black list wants to log into the system, the user’s access will be denied. The administrator

can use the pull-down menu to select the desired black list.

&5 Black List Configuration

Black List Configuration
Select Black List:| 1:Blacklist1
Name |Blacklist1 |

ser Remark

(Total:0) Eirst Prev Mext Last

Add User to List Import Black List Export Black List

® Select Black List: There are 5 lists to select from for the desired black list.
®* Name: Set the black list name and it will show on the pull-down menu above.
»  Add User to List: Click the hyperlink to add users to the selected black list, click Apply to add the users.

Add Users to Blacklist - Blacklist1

No Username Remark

1 ljacky | | |

2 josn ] |

3 [yan | | |

4 | | | |

10 | | | |
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Added User(s): jacky, josh, ryan

Add Users to Blacklist - Blacklist1

No Username Remark

10

Black List Configuration

Select Black List:| 1:Blacklist1 |+

Name |Blacklist1 |

User Remark
Jacky
josh

OO0

ryan

If the administrator wants to remove a user from the black list, just select the user’s “Delete” check box and

then click the Delete button to remove that user from the black list.
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Import Black List: Click this to enter the Upload black List Account — (Blacklistl) page. Click the
Browse button to select the text file for the user account upload to the black list. Then click Submit to

complete the upload process.

Upload Black List Account - {(Blacklist1)

Hote 1:The format of each line is "Username, Remark™ without the gquotes. There must he no
space between the fields and commas. When adding user accounts by uploading a file, amy
existing account in the embedded database that has the same user name as the one
defined in the uploaded file will not be replaced by the new one.

Upload Black List Account

File Hame | |[ Browse.. |

The uploading file should be a text file and the format of each line should be "ID, Remark" without the quotes.

There must be no spaces between the fields and commas. When adding user accounts by uploading a file,

existing accounts in the embedded database that are also defined in the data file will not be replaced by the new

ones.

>

ID remark

(telst,the admin ]

Export Black List: Click Export List to create a .txt file and then save it on disk.

File Download ['5_<|

Do you want to open or save this file?

Mame: blacklist_1.kxk
Type: Text Document, 22 bytes
From: 192.163.0.84

Open ] [ Save ] [ Cancel

harm your campuker. If pau do nat trust the zource, do nat open or

@ Yhile filez from the Internet can be useful, some files can potentially
zawe thiz file. What's the rizk?

97



1AS-2000 v2
User’'s Manual

5.3.4 Guest User Configuration

This function can permit guests to log into the system. Select “Enable Guest User” and click Apply to save the

settings.

Guest User Configuration

(#) Enable GuestUser O Disable Guest User

Guest User Configuration Guest User List

Session Lenath 12  [haours

® Guest User List: IAS-2000 v2 offers ten guest user accounts. To activate a guest user, just enter the password
in the corresponding “Password” field for that guest account. Guest accounts with blank password will not be

activated.

Guest Users List

item Username Password
1 Guestt | |
2 Guest2 | |
3 Guest3 | |
4 Guestd | |
5 Guests | |
6 Guests | |
7 Guest7 | |
8 Guests | |
9 Guestd | |
10 Guest10 | |

® Session Length: This restricts the connection time of the guest users. The default session length is 6 hours and
the available session time ranges from 1 to 12 hours or unlimited.
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User Control

Roaming Out Timer

Customize Login Pages

Credit Reminder

POP3 Message

Enhanced User Authentication
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Additional Configuration
ldle Timer: |10 minutes <{Rangs: 1-1440)
Multiple Login []
{Cn-Demand User and RADIUS accounting do not support
multiple login.)

Friendly Logout []

Session Timeout: 5 minutes <{Rangs: 5-1440)

Idle Timeout: 3 minutes <Rangs: 1-120)

Interirn Update: 1 minutes =Rangs: 1-120)
Cerificate Login Fage LogoutPage

Laogin Success Page for On-Demand

Login Success Page  Logout Success Page

Volume (O Enable & Disable

Time ) Enable & Disable

Edit Mail Message

(O Enable ® Disable

® User Control: Functions under this section applies for all general users.

» Idle Timer: If a user has been idled with no network activities, the system will automatically kick out the

user. The logout timer can be set in the range of 1~1440 minutes, and the default logout time is 10

minutes.

»  Multiple Login: When enabled, a user account can be logged in from different computers at the same

time. (This function doesn'’t support for On-demand users and RADIUS authentication method.)

»  Friendly Logout: When a user logs into the network, a small login successful window will appear to

show the user’s information. If enabled, when users try to close the small window, a confirming popup

window will appear to notify users in case users close the small window by accident.

® Roaming Out Timer

»  Session Timeout: The time that the user can access the network while roaming. When the time is up,

the user will be kicked out automatically.

» Idle Timeout: If a user has been idled with no network activities for more than the idle time, the system

will automatically kick out the user.

» Interim Update: The system will update the users’ current status and usage according to this time value

periodically.
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Customize Login Pages
1. Certificate: The administrator can upload a new private key and a customer certificate. Click the Browse

button to select the file for the certificate to upload. Then click Submit to complete the upload process.

Upload Certificate

Upload Private Key
File Name
Upload Customer Certificate
File Mame

Set To Default |

Click Set To Default and then click restart to use the default certificate and key.

You just overwrote the KEY & Certificate with default settings!

For activating the modification, please restart the system.

2. Login Page: The administrator can use the default login page or get the customized login page by setting
the template page, uploading the page or downloading from the specific external website. After finishing the
setting, Click Preview to see the login page.

a. Choose Default Page to use the default login page.

Customizing Login Page

Customizing Login Pag

@DefaultF'age {}Template Fage
{}Uplnaded Fage {}EﬂernalPage
Default Page Setting

A default dialog box is used for the Login Page.
You can preview the page via Preview button.

Preview
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b. Choose Template Page to make a customized login page here. Click Select to pick up a color and then fill

in all of the blanks. Click Preview to see the result first.

Customizing Login Page

O Default Fage
) Uploaded Page

Customizing Login Pag

&) Template Page
O External Fage

Template Page Setting

Color for Title Background I:I Select (RGBE values in hex mode)

Color for Title Text

|:| Select (RGBvalues in hex mode)

Color for Page Background I:I Select (RGB values in hex mode)

Color for Page Text
Title

Welcome
Information
Username
Password

Submit

Clear

Remaining

Copyright

I:I Select (RGBE values in hex mode)

|L.Iser Login Page |

|We|cnme To User Login Page |

|F"Iease Enter Your Name and Passwaord to Sign In |

|L.Isername |

|Passwurd |

| Submit |

|Clear |

|Remaining |

| Copyright (c) |

Preview
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c. Choose Uploaded Page and upload a login page. Click the Browse button to select the file to upload.

Then click Submit to complete the upload process.

Customizing Login Page

Customizing Login Pag
lC:'IiilefaultF'age l('_D'Ter"nplate Fage
@Uplnaded Fage OE}dernalF‘age

Uploaded Page Setting

File Name |[ Browse... ]

Existing Image Files:

Total Capacity: 512 K
Capacity Used: 0 |£

Upload Image Files

File Hame H_ Browse... |

After the upload process is completed, the new login page can be previewed by clicking Preview button at

the bottom.

User Login Page

Welcome To User Login Page!
Please Enter Your User Name and Password To Sign In.

a User Name: | |

Password: | |
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The user-defined login page must include the following HTML codes to provide the necessary fields for

username and password.

<form action="userlogin.shtml” method="post” hame="Enter”>
<input type="text” hame="myusername">

<input type="password” hame="mypassword">

<input type="submit” hame="submit” value="Enter”>

<input type="reset” name="clear” value="Clear”»

</forms>

If the user-defined login page includes an image file, the image file path in the HTML code must be the

image file to be uploaded.
<img sre="images/ . Jpyg™>

Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login page, click the

Use Default Page button to restore it to default.

Total Capacity: 512 K
Capacity Used: 0 K

Upload Image Files

File Name

Atfter the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file

and click Delete to delete the file.

Existing Image Files:
54200015.0PG [
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d. Choose the External Page selection and get the login page from the specific website. Enter the website
address in the “External Page Setting” field and then click Apply

Customizing Login Page

Customizing Login Pag
) Default Page

() Template Page
) Uploaded Page {(¥) External Page

External Page Setting

External URL : | hitp:/

Preview

After applying the setting, the new login page can be previewed by clicking Preview button at the bottom
of this page.

2 about:blank - Microsoft Internet Explorer,

File Edit Wiew Favorites Tools Help

OBack -J @ @ \/_h pSearch \"/"n"\s"Favorites @ Bv .i_\

Address | http:ff10.2.3.2/loginpageslogin. shtml

v| Go Links **

—
Air Live User Login Page

Welcome To User Login Page!
Please Enter Your User Name and Password To Sign In.

@ vsertame: [

B passwors: [

@ Done

0 Internet
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3. Logout Page: The users can apply their own logout page here. The process is similar to that of Login Page.

Customize Logout Page

® Internal Fage O External Fage
Custormnize Logout Page
File Harne
[ Submit ][ Llze Default Fage ]

Existing Image Files :

Total Capacity: 512 K
Capacity Used: 0 |£

Upload Image Files
File Name

The different part is the HTML code of the user-defined logout interface must include the following HTML
code that the user can enter the username and password. After the upload is completed, the user-defined
login user interface can be previewed by clicking Preview at the bottom of this page. If want to restore the

factory default setting of the logout interface, click the “Use Default Page” button.

<form action="userlogout.shtml” method="post” name="Enter”»
<input type="text” name="myusername”>»

<input type="password” hame="mypassword”>

<input type="submit” name="submit” value="Enter”»

<input type="reset” hame="c¢lear” value="Clear”>

</form=>
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4. Login Success Page for On-Demand: The administrator can use the default login success page for
On-Demand or get the customized login success page for On-Demand by setting the template page,
uploading the page or downloading from the specific website. After finishing the setting, click Preview to see

the login success page for On-Demand.

a. Choose Default Page to use the default login success page for On-Demand.

Customize Login Success Page for On-demand

Customize Login Success Page for On-demand

@DEfEILIHPEIQE lC:}Tler’nplate Fage
'C'Uplnaded Fage lC}E}dernalF'age
Default Page Setting

A default dialog box is used for the Login Success Page for On-demand.
You can preview the page via Preview button.

Preview
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b. Choose Template Page to make a customized login success page for On-Demand here. Click Select to

pick up a color and then fill in all of the blanks. Click Preview to see the result first.

Customize Login Success Page for On-demand

Customize Login Success Page for On-demand

lC}IilefaultF'agne l@‘J'Tnemmllate Fage
'C'Uplnaded Fage O External Fage
Template Page Setting

Color for Title Background I:I Select (RGBvalues in hex mode)
Color for Title Text |:| Select (RGB values in hex mode)

Color for Page Background I:I Select (RGE values in hex mode)

Color for Page Text | |select (ReBvalues in hex made)

Title |Login Succeed Page for on-demand |
Welcome \Welcome |
Information |Please click this button to |
Logout | Logout |
Information2 Thank you |
Remaining Usage \Remaining Usage |
Day Day |
Hour \Hour |
Min | Min |
Sec |Sec |
Login Time |Login Time |
Redeem |Redeem |
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Choose Uploaded Page and get the login success page for On-Demand by uploading. Click the Browse
button to select the file for the login success page for On-Demand upload. Then click Submit to complete

the upload process
Customize Login Success Page for On-demand
Customize Login Success Page for On-demand

'D'DefaultF'age {:}Template Fage
'@'Uplnaded Fange {:}E}dernaIF‘age

Upload Login Success Page for on-demand
File Mame

Existing Image Files:
Total Capacity: 512 K
Capacity Used: 0 £

Upload Image Files

File Name

After the upload process is completed, the new | login success page for On-Demand can be previewed by

clicking Preview button at the bottom.

If the user-defined login success page for On-Demand includes an image file, the image file path in the

HTML code must be the image file to be uploaded.

<img sre="images/ . Jpyg™>
Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of

the image file of 512K. If the administrator wishes to restore the factory default of the login success page for

On-Demand, click the Use Default Page button to restore it to default.
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Total Capacity: 512 K
Capacity Used: 0 £

Upload Image Files

File Harne

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file

and click Delete to delete the file.

Existing Image Files:
20080423(007)jpg [

d. Choose the External Page selection and get the login success page from the specific website. Enter the
website address in the “External Page Setting” field and then click Apply. After applying the setting, the

new login success page for On-Demand can be previewed by clicking Preview button at the bottom of this

page.

Customize Login Success Page for On-demand
Customize Login Success Page for On-demand

DDefauItF'age {:}Template Fage
DUplnaded Fage '@'E}dernalPage

External Page Setting

External URL : |[hitp:d/f

Preview

5. Login Success Page: The administrator can use the default login success page or get the customized login
success page by setting the template page, uploading the page or downloading from the specific website.
After finishing the setting, click Preview to see the login success page.

a. Choose Default Page to use the default login success page.
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Customize Login Success Page

Customize Login Success Page
l@DefaultF'Engne DTE!FI"INEITE! Fage
'C'Uplnaded Fage lC}E!{ternalF'Euge

Default Page Setting

A default dialog box is used for the Login Success Page.
You can preview the page via Preview button.

Preview

b. Choose Template Page to make a customized login success page here. Click Select to pick up a color

and then fill in all of the blanks. Click Preview to see the result first.

Customize Login Success Page

Customize Login Success Page
ODefauItF'age '@'Template Fage
C‘Uplnaded Fage OE}{ternalPage
Template Page Setting

Color for Title Background I:I Select (RGBE values in hex mode)
Color for Title Text |:| Select (RGBvalues in hex mode)

Color for Page Background I:I Select (RGB values in hex mode)

Color for Page Text I:IM ([RGB values in hex mode)

Title |Lngin Succeed Page |
Welcome |He|ln |
Information |F"Iease click this button to |
Logourt |Lngﬂut |
Information?2 |Th ank you |
Login Time |Lngin Time |

Preview
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c. Choose Uploaded Page and get the login success page to upload. Click the Browse button to select

the file for the login success page upload. Then click Submit to complete the upload process.

Customize Login Success Page

Customize Login Success Page

lC}I:lefaultF'age lC:}Ter"nplate Fage
G}Uplnaded Fage lC}E}{TernalF'age
Uploaded Page Setting
File Narne

Existing Image Files:
Total Capacity: 512 K
Capacity Used: 0 £

Upload Image Files

File Name

After the upload process is completed, the new login success page can be previewed by clicking Preview

button at the bottom.

If the user-defined login success page includes an image file, the image file path in the HTML code must be
the image file to be uploaded.

<img sre="images/ . Jpyg™>
Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of

the image file of 512K. If the administrator wishes to restore the factory default of the login success page,

click the Use Default Page button to restore it to default.
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Total Capacity: 512 K
Capacity Used: 0 £

Upload Image Files

File Harne

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file

and click Delete to delete the file.

Existing Image Files:
20080424{003),jpg [

d. Choose the External Page selection and get the login success page from the specific website. Enter the
website address in the “External Page Setting” field and then click Apply. After applying the setting,

the new login success page can be previewed by clicking Preview button at the bottom of this page.

Custnmize Login Success Page

Customize Login Success Page

DDefauItF'age {:}Template Fage
DUplnaded Fage '@'E}dernalPage

External Page Setting

External URL : |[hitp:d/f

Preview

Please note that is needed in your HTML code to make sure the page works correctly.

<form action="userlogin.shtml” method="post” hame="Enter”>
<input type="text” hame="myusername">

<input type="password” hame="mypassword">

<input type="submit” hame="submit” value="Enter”>

<input type="reset” name="clear” value="Clear”»

</forms>

112



1AS-2000 v2
User’'s Manual

Logout Success Page: The administrator can use the default logout success page or get the customized
logout success page by setting the template page, uploading the page or downloading from the specific
external website. After finishing the setting, click Preview to see the logout success page.

a. Choose Default Page to use the default logout success page.

Customize Logout Success Page

Customize Logout Success Page

@DefaultF'age {}Template Fage
{}Uplnaded Fage {}EﬂernalPage
Default Page Setting

A default dialog box is used for the Logout Success Page.
You can preview the page via Preview button.

Preview

b. Choose Template Page to make a customized logout success page here. Click Select to pick up a color

and then fill in all of the blanks. Click Preview to see the result first.

Customize Logout Success Page

Customize Logout Success Page

ODefauItF'age '@'Template Fage
C‘Uplnaded Fage OEHernalPage
Template Page Setting

Color for Title Background I:I Select (RGBE values in hex mode)
Color for Title Text |:| Select (RGBvalues in hex mode)

Color for Page Background I:I Select (RGB values in hex mode)

Color for Page Text I:I Select (RGBE values in hex mode)
Title |Lngﬂut Succeed Page |
Information | Logout successfully |

Preview
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c. Choose Uploaded Page and get the logout success page to upload. Click the Browse button to select

the file for the logout success page to be uploaded. Then click Submit to complete the upload process.
Customize Logout Success Page

Customize Logout Success Page

'D'DefaultF'age {:}Template Fage
'@'Uplnaded Fange {:}E}dernaIF‘age

Upload Logowut Success Page

File Hame

Existing Image Files:

Total Capacity: 512 K
Capacity Used: 0 |

Upload Image Files

File Narne

After the upload process is completed, the new logout success page can be previewed by clicking Preview
button at the bottom.

If the user-defined logout success page includes an image file, the image file path in the HTML code must
be the image file to be uploaded.

<img sre="images/xx.jpg”>
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Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login success page,
click the Use Default Page button to restore it to default.

Total Capacity: 512 K
Capacity Used: 0 £

Upload Image Files

File Harne

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
and click Delete to delete the file.

Existing Image Files:
20080424{004)jpg [

d. Choose the External Page selection and get the logout success page from the specific external website.
Enter the website address in the “ External Page Setting” field and then click Apply. After applying the

setting, the new logout success page can be previewed by clicking Preview button at the bottom of this
page.

Customize Logout Success Page
Customize Logout Success Page

DDefauItF'age {:}Template Fage
DUplnaded Fage '@'E}dernalPage

External Page Setting

External URL : |[hitp:d/f

Preview
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* Credit Reminder: The administrator can enable this function to remind the on-demand users before their credit
run out. There are two kinds of reminder, Volume and Time. The default reminding trigger level for Volume is

1Mbyte and the level for Time is 5 minutes.

Volume (* Enable O Disable

Mbyte <Default: 1; Rangs: 1-10}

Time (® Enable O Disable

minutes “{Default: 5 Rangs: 1-20)

Credit Reminder

* POP3 Message: If a user tries to retrieve mail from POP3 mail server before login, the users will receive a

welcome mail from IAS-2000 v2. The administrator can edit the content of this welcome mail.

Edit Mail Message

Edit Mail Message

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTHML :J
4.0 Transitional//EN">

<HTHML><HEAD>

<META HTITP-EQUIV="Content-Type"
CONTENT="text/html; charset=us-ascii">
</HELD>

<BODY >

<DIV> —
<DIV>

<FONT face="Time=s Hew Roman"™ size=&63>
<STRONG>Welcome ! </ STRONG>

</FONT>

</DIV>

<DIV>

<FONT size=4><S5TRONG></STRONG>

</FONT> =]

Text
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* Enhance User Authentication: With this function, only the users with their MAC addresses in this list can log
into 1AS-2000 v2. There will only be 40 users allowed in this MAC address list. User authentication is still
required for these users. Please click the hyper link of Permitted MAC Address List to enter the MAC Address

Control page and fill in the wanted MAC addresses.

) MAC Address Control

MAC Address Control List

Item MAC Address Item MAC Address
1 | | 2 | |
3 | | 4 | |
5 | | 6 | |
7 | | : | |
9 | | 10 | |
11 | | 12 | |
13 | | 14 | |
15 | | 16 | |
17 | | 18 | |
19 | | 20 | |

(Total :40) Eirst Prev Next Last

Caution: The format of the MAC address is: XX:XX:XX:XX:XX:XX OF XX-XX-XX-XX-XX-XX.
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5.4 Utilities

This section provides four utilities to customize and maintain the system including Change Password,

Backup/Restore Setting, Firmware Upgrade and Restart.

www.airlive.com = Logout

IAS-2000 v2 internet Access Gateway =~ "o
System Network User S
Configuration Confi ti Authentication Utilities Status

) Utilities

[ Change Password ] Utilities
[ Backup/Restore Setting I Change Password  Change the administration password.
Backup/Restore 'Eackup and restore system settings. Administrator may also reset

[ Firmware Upgrade ’ Setting system settings to factory default.

| Firmware Upgrade Upgrade to the latest system firmware.
[ Restart l I

Ping Utility Send ICMP ECHO_REQUEST to network hosts.
Restart Restart the system.

®0
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5.4.1 Change Password

The administrator can change passwords here. Please enter the required fields marked with red asterisks. Click

Apply to activate the new passwords.

Change Password

Change Admin Password

Old Password |

Hew Password |

Verify Password |

J ooy X cer ]

Change Manager Password

Hew Password | |

Verify Password | |

J ooy X cexr ]

Change Operator Password

Hew Password | |

Verify Password | |

J ooy X cexr ]

Caution: If the administrator’s password is lost, the administrator’s password still can be changed through the text

mode management interface on the serial port, console/printer port.
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5.4.2 Backup/Restore Setting

This function is used to backup/restore the 1AS-2000 v2 settings. Also, IAS-2000 v2 can be restored to the factory

default settings here.

Backup/Restore Setting

Backup Current Setting

Backup settings

Restore system settings

File Mame | |[ Browse... |

[ Festore systerm settings ]

Reset to the factory-default settings

e Backup Current Setting: Click Backup Settings to create a .db database backup file and save it on disk.

File Download P§|

Do you want to open or save this file?

ﬁ Mame: 20081003.db

Type: Data Base File
From: 192.163.0.84

Open ] [ Save ] [ Cancel

Alwayz ask before opening this type of file

harm your campuker. If pau do nat trust the zource, do nat open or

@ Yhile filez from the Internet can be useful, some files can potentially
zawe thiz file. What's the rizk?

®* Restore system settings: Click Browse to search for a .db database backup file created by IAS-2000 v2 and
click Restore system settings to restore to the backup settings saved previously.

* Reset to the factory-default settings: Click Reset to load the factory default settings of IAS-2000 v2.

Caution: Resetting to factory default settings will clear/restore all settings such as policies, billing plans, all user

databases, and any configuration to the initial states.
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5.4.3 Firmware Upgrade

The administrator can download the latest firmware from the website and upgrade the system here. Click Browse to
search for the firmware file and click Apply to go on with the firmware upgrade process. It might be a few minutes
before the upgrade process completes and the system needs to be restarted afterwards to make the new firmware

effective.

Firmware Upgrade
Firmware Upgrade

Current VYersion 1.00.00

File Name

Hote: For maintenance issues, we strongly recommend you backup system settings before
upgrading firmware.

Warning: 1. Firmware upgrade may cause the loss of some of the data. Please refer to the release notes for the
limitation before upgrading the firmware.
2. Please restart the system after upgrading the firmware. Do not power on/off the system during the

upgrade or the restart process. It may damage the system and cause it to malfunction.
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5.4.4 Restart

This function allows the administrator to safely restart IAS-2000 v2 and the process should take about three minutes.
Click YES to restart IAS-2000 v2; click NO to go back to the previous screen. If turning off the power is necessary,

restarting IAS-2000 v2 first and turning off the power after completing the restart process is recommended.

) Restart

Do you want to Restart 1AS-2000v27

Caution: The connection of all online users of the system will be disconnected when system is in the process of

restarting.
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5.5 Status

This section includes System Status,

Interface Status, Current Users, Traffic History,

Configuration and Online Report to provide system status information and online user status.

www.airlive.com = Logout

—_— — — — —— —

? Hel
IAS-2000 v2 Iinternet Access Gateway P
System Network User o
Configuration Configuration Authentication DSt SR
E=) Status
System Status ] Status
Interface Status l System Status Display the current system settings.
’ Interface Status Display WAN1, WAN2, and LANS configurations and status.
Current Users | |
: Display online user information including: Username, IP, MAC,
Traffic History l Current Users packet count, byte count and idle time. Administrator may also kick
out any on-line user from here.
Notification Configuration ] Traffic History D_ispla],r detail usage _information by da],f'. A maximum of 3 days of
history can be logged in the system volatile memory.
" i : Historical usage log can be sent automatically to a specific e-mail
Online Report l Notification
Configuration Egséess defined here. External syslog server can be configured
Online Report Display the online status for the system, senices, network

interfaces, and network sessions.

®0
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This section provides an overview of the system for the administrator.

System Status

System Status

Current Firmware Version
Build
System Name
Home Page
Syslog Server - Traffic History
Proxy Server
Friendly Logout
Internet Connection Detection
WAHN Failover

Remote Management IP

Management
SHMP
Retainable Days
History
Traffic log Email To
NTP Server
Time
Date Time
Idle Timer
User Multiple Login
Guest Account
Preferred DNS Server
DHS
Alternate DN Server
Server Status
PM3
IP:Port
Syslog Server
Session Log Email To

FTP Server

1.00.00
00400
Internet Access Gateway
hitp i airlive.com
MIANIA
Disabled
Disabled
Disabled
Disabled
0.0.0.0/0.0.0.0
Disabled
3 Day(s)

MIA
tock.usno.navy.mil
2008/M10/03 15:11:50 +0800
10 Min(s)
Disabled
Disabled
182.168.0.254
MIA
Disabled
MNIA9BYT
Disabled
Disabled

Disabled
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The description of the table is as follows:

ltem Description
Current Firmware Version The present firmware version of IAS-2000 v2
System Name The system name. The default is Internet Access Gateway

The page the users are directed to after initial login is
Home Page
successful.

S The IP address and port number of the external Syslog
Syslog server- Traffic History o .
Server. N/A means that it is not configured.

Enabled / Disabled stands for the system is currently using
Proxy Server
the proxy server or not.

Enabled / Disabled stands for the setting of hiding or
Friendly Logout displaying an extra confirmation window when users click

the logout button.

] . Show a warning message when Internet connection is
Internet Connection Detection

down.
Show WAN1 and WAN2 status when WAN Failover is
WAN Failover
enabled.
The IP or IP range that is allowed for accessing the
Remote Management IP )
management interface.
Manage
SNMP Enabled / Disabled stands for the current status of the
SNMP management function.
_ The maximum number of days for the system to retain the
Retainable Days ] ]
) users’ information.
History - — - : -
) ) The email address that the traffic history information will be
Traffic log Email To
sent to.
NTP Server The network time server that the system is set to align.
Time
Date Time The system time is shown as the local time.
Idle Timer The number of minutes allowed for the users to be inactive.
Enabled / Disabled stands for the current setting to allow or
Multiple Login ) ) )
User disallow multiple logins form the same account.
Enabled / Disabled stands for the current status of allowing
Guest Account )
Guest Accounts to log in.
Preferred DNS Server |IP address of the preferred DNS Server.
DNS
Alternate DNS Server |IP address of the alternate DNS Server.
Server Status The current status of the PMS server.
PMS
IP:Port The IP and Port information of the PMS server.
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Session

Log

Syslog Server

Enabled / Disabled stands for the current setting to allow or

disallow recording logs at syslog server.

Email

Enabled / Disabled stands for the current setting to allow or

disallow mailing out logs to specific recipient.

FTP Server

Enabled / Disabled stands for the current setting to allow or

disallow sending out logs at FTP server.
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Provide an overview of the interface for the administrator including WAN1, WAN2, LAN1 and LANZ2.

E) Interface Status

WAN1

WAN2

LAN1
DHCP Server

LAN2

LANZ
DHCP Server

Interface Status

MAC Address
IP Address
Subnet Mask
Connection Status
MAC Address
IP Address
Subnet Mask
Connection Status
Mode
MAC Address
IP Address
Subnet Mask
Connection Status
Status
Preferred DNS Server
Alternate DNS Server
WINS IP Address
Start IP Address
End IP Address
Lease Time
Mode
MAC Address
IP Address
Subnet Mask
Connection Status
Status
Preferred DNS Server
Alternate DNS Server
WINS IP Address
Start IP Address
End IP Address

Lease Time

127

00:90:08:08:D09:90
192.168.0.84
255.255.255.0
Up
00:90:08:08:09:92
MIA
MR
Down
NAT
00:90:08:08:09:91
192.168.1.254
255.255.255.0
Down
Enabled
168.95.1.1
MIA
IR
192.168.1.101
192.168.1.200
1440 Min(s)
MNAT
00:90:08:08:D09:93
192.168.2.254
2552552550
Down
Enabled
192.168.2.254
MR
MR
192.168.2.101
192.168.2.200

1440 Min(s)
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ltem Description
MAC Address The MAC address of the WAN1 port.
WAN1 IP Address The IP address of the WAN1 port.
Subnet Mask The Subnet Mask of the WANL port.
Mode The mode of the WAN2 port.
MAC Address The MAC address of the WANZ2 port.
WAN2
IP Address The IP address of the WAN2 port.
Subnet Mask The Subnet Mask of the WAN2 port.
Mode The mode of the LAN1 port.
MAC Address The MAC address of the LAN1.
HANE IP Address The IP address of the LAN1.
Subnet Mask The Subnet Mask of the LAN1.
Status Enable / Disable stands for status of the DHCP server on
the LAN1.
Preferred DNS Server |The primary DNS server of the LANL.
LAN1 Alternate DNS Server [The secondary DNS server of the LAN1.
DHCP Server WINS IP Address The WINS server IP. N/A means that it is not configured.
Start IP Address The start IP address of the DHCP IP range of LANL.
End IP Address The end IP address of the DHCP IP range of LAN1.
Lease Time Minutes of the lease time of the IP address of LANL1.
Mode The mode of the LAN2.
MAC Address The MAC address of the LAN2.
LAN2
IP Address The IP address of the LAN2.
Subnet Mask The Subnet Mask of the LAN2.
Status Enable / Disable stands for status of the DHCP server on
the LAN2.
Preferred DNS Server |The primary DNS server of the LAN2.
LAN2 Alternate DNS Server |The secondary DNS server of the LAN2.
DHCP Server WINS IP Address The WINS server. N/A means that it is not configured.
Start IP Address The start IP address of the DHCP IP range of LAN2.
End IP Address The end IP address of the DHCP IP range of LAN2.
Lease Time Minutes of the lease time of the IP address of LAN2.
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5.5.3 Current Users

In this function, each online user’s information including Username, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes
Out, Idle and Kick Out can be obtained. Administrator can use this function to force a specific online user to log out.

Just click the hyperlink of Kick Out next to the online user’'s name to logout that particular user. Click Refresh to

renew the Current User List.

) Current User List

Current User List

Username Pkisin  Bytesin
Idle Kick Out
P MAC Pkts Out Bytes Out
2BQU@ondemand 637 a01842
192 168.1.150 00:D0:58:59:79:2D 421 42086

0 Logout
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5.5.4 Traffic History

This function is used to check the history of IAS-2000 v2. The history of each day will be saved separately in the
DRAM for 3 days.

k) Traffic History

Traffic History

Date Ho. of ltems Download Delete
2008-10-03 5 Download Delete

On-demand User Log
Date Ho. of ltems Download Delete
2008-10-03 G Download Delete

PMS User Log
Date Ho. of ltems Download Delete

Roaming Out Traffic History
Date Ho. of ltems Download Delete

Roaming In Traffic History
Date Ho. of ltems Download Delate
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Interface Performance

Date Ho. of ltems Download Delete
2008-10-03 4 Download Delete

Internal Service

Date Ho. of ltems Download Delete
2008-10-03 9 Download Delete

System Performance

Date HNo. of ltems Download Delete
2008-10-03 1 Download Delete

Monthly Report
Date Ho. of ltems Download Delete
2008-10 5 Download Delete
2008-08 5 Download Delete

Caution: Since the history is saved in the DRAM, if you need to restart the system and also keep the history, then

please manually copy and save the information before restarting.

Click Download to save every history log in a text file.

]

File Download

Do you want to open or save this file?

Mame: TrafficHistory _2008-10-03,kxk
Type: Text Document
From: 192.163.0.54

Open ][ Save ][ Cancel ]

harm your computer. If you do nat trust the zource, do nat open or

@ YWhile files from the Intermet can be uzeful, zome files can potentially
zave thiz file. WWhat's the nsk?
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If the History Email has been entered under the Notification Configuration page, then the system will

automatically send out the history information to that email address.

* Traffic History

As shown in the following figure, each line is a traffic history record consisting of 9 fields, Date, Type, Name, IP,

MAC, Pkts In, Bytes In, Pkts Out, and Bytes Out, of user activities.

Date

2008-10-03
2008-10-03
2008-10-03
2008-10-03
2008-10-03
2008-10-03

Type

+0800 LOGOTT
+0800 TLOGIN
+0800 LOGOUT
+0800 LOGIN
+0800 LOGOTT
+0800 LoGIH

* On-demand User Log

Traffic History 2008-10-03

Name

Jacky@Poztfixl
Jacky@Postfixl
Jacky@Poztfixl
Jacky@Postfixl
Jacky@Postfixl
Jacky@Poztfixl

Pkts In Pkis Out BytesIn Bytes Out
(2D 4332 2563 4605523 30GB33
2D a a a a
(2D 3939 2292 4431235 E4e035
2D a a a a
(2D 147 142 120692 28918
2D a a a a

As shown in the following figure, each line is a on-demand user log record consisting of 13 fields, Date, System

Name, Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes Out, Expiretime, Validtime and Remark, of

user activities.

Syst
Date P\Y@Srﬁgﬂ
2005-03-22
1;533:58 ggrvice
i%z%g?ggzz gzrvice
Egzgéqg;zz ggrvice

* PMS User Log

Type

ame

On-demand User Log 2005-03-22

IP

MAC

Phkts Bytes Pkis Bytes
Out

In

Create 0D UserP4SP O0.0.0.000:00:00:00:00:000

Create OD Userez2He 0.0.0.000:00:00:00:00:000

Create 0D User 886D 0.0.0.000:00:00:00:00:000

a

1]

1]

In

1]

Out

Expiretime

2005-03-25
17:55:58

2005-032-25
17:56:03

2005-03-25
17:56:07

Yalidtime Remark

Hone

Hone

Hone

2 hrs 0
nins

2 hr= 0
nins

2 hr= 0
mnins

As shown in the following figure, each line is a on-demand user log record consisting of 14 fields, Date, Posting

Number, Type, Name, Room ID, IP, MAC, Packets In, Packets Out, Bytes In, Bytes Out, Expiretime,

Validtime and Remark, of user activities.

date postingMurm

2005-08-23
10:50:15
+0a00

type name roomliD

PMSUserLogName 2005-08-23

ip

132

matc packetsin packetsOutbytesin bytesOut expitime validtime

2724 Create_PHS_UserT744 12340.0.0.000:00:00:00:00:00

0

0 1]

a0

rermark

9949

hr 3596400
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Roaming Out Traffic History
As shown in the following figure, each line is a roaming out traffic history record consisting of 14 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, SessionID, SessionTime, Bytes in, Bytes Out, Pkts In,

Pkts Out and Message, of user activities.

Roaming Out Traffic History 2005-03-22
Date Type Name NASID MASIP NASPort UsertAC sessionlD sessionTime Bytes In Bytes Out Phkis In Phkis Qut Message

Roaming In Traffic History
As shown in the following figure, each line is a roaming in traffic history record consisting of 15 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, UserlP, SessionID, SessionTime, Bytes in, Bytes Out,

Pkts In, Pkts Out and Message, of user activities.

Roaming In Traffic History 2005-03-22
Date Type Name NASID NASIF NASPort UserMAC UserlP SessionlD SessionTime Bytes In Bytes Out Plds In Pkis Out Message

Interface Performance
As shown in the following figure, the history record consists of 5 fields, Interface, Speed-IN (bps), Speed-OUT
(bps), Packet-IN (pps) and Packet-OUT (pps) for WAN and LAN status.

Interface Performance (2008-10-03)

Interface Speed-In {bps) Speed-0Out (bps) Packet-In {pps) FPacket-Out (pps)
-16:20--
WANZ 0.00 0.00 0.00 0.00
WANA BET3828 K 0.398438 K 825 0.50
LANZ 0.00 K 0.00K 0.00 0.00
LANA 0.00 K 0.00K 0.00 0.00
-16:15--
WAMN2Z 0.00 K 0.00K 0.00 0.00
WAMNA 235307617 K 50.837891 K 53.50 43.00
LANZ 0.00 K 0.00K 0.00 0.00
LAMA 50.347656 K 229 060547 K 42 38 47 88
~-16:10-
WANZ 0.00 K 0.00K 0.00 0.00
WANA 8.685547 K 0523438 K 7.25 0.75
LANZ 0.00 K 0.00K 0.00 0.00
LANA 0.00 K 0.00K 0.00 0.00
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® Internal Service
As shown in the following figure, the history record consists of 6 fields, DHCP Server, Syslog Server, SNMP

Server, HTTP Server, Agent, SSH Server, EMS Server, RADIUS Server, Proxy Server and Redirector

Server for network service status.

Internal Service Status (200s-10-03)

Senvice Status
—16:20--
OHCF Funning
Syslog Stop
SHMP Stop
HTTF Running
Agent Funning
S5H Running
RADILS Stop
PROXY Running
Redirector Funning

* System Performance
As shown in the following figure, the history record consists of 5 fields, CPU Usage %, Memory Usage %, Total

Memory (KB), Memory Used (KB) and Memory Free (KB) of IAS-2000 v2 status.

System Performance (200s-10-02)

CPU Usage (%) | Memory Usage (%) | Total Memory (KB) = Memory Used (KB) | Memory Free (KB)

-16:20-

0 81.09 125268 101592 23676
-16:15-

0 81.09 125268 101592 23676
-16:10-

0 80.9 125268 101352 23916
-16:05-

18 79.33 125268 99380 256888
-16:00-—-

3 79.63 125268 99752 25516
~15:55—

1 79.66 125268 99792 25476

* Monthly Report
As shown in the following figure, 5 fields, Local, Roaming in, Roaming out, On Demand Users, PMS Users is

provided.

Monthly Report (2008-10)

Mumber of People Total Time

Laocal 0 0 min 0 sec
Roaming In 0 0min0sec
Roaming Cut 0 0 min 0 sec
On-Demand Users 0 0 min 0 sec
PMS Users 0 0 min 0 sec
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5.5.5 Notification Configuration

IAS-2000 v2 will save the traffic history and session logs into the internal DRAM. If the administrator wants the
system to automatically send out the history to a particular email address, please enter the related information in

these fields.

Notification Configuration

Sender's Address

Receivers Address

Send Log every 1 Haour w
Traffic History Email
SMTF Server
SMTF Auth Method NOME w
SMTP Setting Test Send Test Log
Syslog Server IP Address FPort

Notification Configuration:

° Sender’s Address: The e-mail address of the administrator in charge of the monitoring. This will show up as
the sender’s e-mail.

. Receiver’'s Address: The e-mail address of the person whom the history email is for. This will be the
receiver’s e-mail.

. Send Log every: The time interval to send the e-mail report.

° SMTP Server: The IP address of the SMTP server.

. SMTP Auth Method: The system provides four authentication methods, PLAIN, LOGIN, CRAM-MD5 and
NTLMv1, or “NONE” to use none of the above. Depending on which authentication method selected, enter the
Account Name, Password and Domain.

»  NTLMv1 is not currently available for general use.

»  Plain and CRAM-MD5 are standardized authentication mechanisms while LOGIN and NTLMv1 are
Microsoft proprietary mechanisms. Only PLAIN and LOGIN can use the UNIX login password. Netscape
uses PLAIN. Outlook and Outlook express uses LOGIN as default, although they can be set to use
NTLMv1.

»  Pegasus uses CRAM-MD5 or LOGIN but which method to be used can not be decided manually.

. SMTP Setting Test: Click “Send Test Log” button to send a test email of the report.

. Syslog Server: Enter the IP and Port of the Syslog server.
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Session Log for the Entire System

() Enable (® Disable

Syslog Server
IP Address FPort

Send Log (to Email & FTP) every | 1Hour v

() Enable (® Disable

Sender's Address

Receivers Address
Email Box

SMTP Server

SMTP Auth Method MOME w

SMTP Setting Test Send Test Log

() Enable (& Disable
IF Address Fort
Anonymous OYes ®No

FTP Server
Lsername

Passward

FTF Setting Test Send Test Log

Session Log for the Entire System:

Syslog Server: Enter the IP and Port of the Syslog server.

Send Log (to Email & FTP) every: The time interval to send the e-mail report, for upload logs to FTP server.

Email Box:

»  Enable/ Disable: Enable or Disable the feature to export session log via email.

» Sender’s Address: The e-mail address of the administrator in charge of the monitoring. This will show
up as the sender’s e-mail.

» Receiver’'s Address: The e-mail address of the person whom the history email is for. This will be the
receiver’'s e-mail.

»  SMTP Server: The IP address of the SMTP server.

»  SMTP Auth Method: The system provides four authentication methods, PLAIN, LOGIN, CRAM-MD5
and NTLMv1, or “NONE” to use none of the above. Depending on which authentication method selected,
enter the Account Name, Password and Domain.

»  SMTP Setting Test: Click “Send Test Log” button to send a test email of the report.

FTP Server:

» Enable/ Disable: Enable or Disable the feature to export session log to FTP server.

» IP Address: Specify FTP server IP address and FTP port number.

»  Anonymous: Allow or Disallow Anonymous account login to FTP server.

»  Username: Specify FTP user name.
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»  Password: Specify FTP account password.

»  FTP Setting Test: Click “Send Test Log” button to send a test report to FTP server.
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5.5.6 Online Report

This function provides real time on-line report of the IAS-2000 v2 system including System Status, Service Status,

Network Interface Status and Network Session Status.

Online Report
Online Report

System Status

Senvice Status

Hetwork Interface Status

Hetwork Session Status

® System Status
As shown in the following figure, the online report consists of 5 fields, CPU Usage, Memory Usage, Total

Memory, Memory Used and Memory Free of IAS-2000 v2 status.

System Performance

CPU Usage (%) | Memory Usage (%) | Total Memory (KB) | Memory Used (KB) | Memory Free (KB)
0 81.07 125268 101556 23712

® Service Status
As shown in the following figure, the online report consists of 6 fields, DHCP Server, Syslog Server, SNMP
Server, HTTP Server, Agent, SSH Server, RADIUS Server, Proxy Server and Redirector Server for network

service status.

Internal Service Status

Senvice Status
DHCP Running
Syslog Stop
SHMP Stop
HTTP Running
Agent Running
S5H Running
RADIUS Stop
PROXY Running
Redirector Running
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As shown in the following figure, the online report consists of 5 fields, Interface, Speed-IN (bps), Speed-OUT

(bps), Packet-IN (pps) and Packet-OUT (pps) for WAN and LAN status.

Interface Performance

|Interface | Speed-n(bps) = Speed-Out(bps) = Packetin (pps) | PacketOut(pps) | Status
| WAN1 | 7429688 K 0398438K | 7.62 | 0.50 | UP
| wan2 | 0.00 0.00 | 0.00 | 0.00 | DOWN
| LANT | 0.00 0.00 | 0.00 | 0.00 | uP
| LANZ2 | 0.00 0.00 | 0.00 | 0.00 | DOWN

Network Session Status

As shown in the following figure, the online report consists of 3 fields, IP, TCP session count and UDP session

count. This report tells how many connections each IP address uses now.

Sessijon Information

P

TCF Session Counted

UDP Session Counted

127.0.0.1

192.168.0.75

192.168.99.220

192.168.0.201

192.168.99.29

192.168.0.128

192.168.0.8

192.168.0.231

192.168.0.66

192.168.0.39

192.168.0.157

192.168.99.25

192.168.0.236

ool o ololo|l o ol o Wl ool Dm

sl w2 alalalolalalo
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5.6 Help

On the screen, the Help button is on the upper right corner.

Click Help to the Online Help window and then click the hyperlink of the items to get the information.

2 148-2000 v2 - Microsoft Internet Explorer
File Edit “iew Faworites Tools  Help

Qs © WA G Psoer drroms @ 3% @ - JE BB
.qddress| http: {1192,168.2, 254/ help.shtml v|Go Links >

Online Help 4

Overview

Systern Configquration
Systarn Infarrmation
WANT Confiquration
WANZ & Failover
LAM1 Configuration
LANZ Configuration

Metwork Canfiquration
Metwork Address Translation
Privilege List
Monitar 1P List
Walled Garden List
Proxy Server Properties
Dynamic DME

1P hobility
User Authentication

Authentication Configuration
Authentication Server Configuration

it hd
@Done G Internet
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Appendix A.  External Network Access

If all the steps are set properly, IAS-2000 v2 can be further connected to the managed network to experience the
controlled network access environment. Firstly, connect an end-user device to the network at IAS-2000 v2’'s LAN1
and set to obtain an IP address automatically. After the network address is obtained at the user end, open an

Internet browser and link to any website. Then, the default logon webpage will appear in the Internet browser.

1. First, connect a user-end device to LAN1 port of IAS-2000 @====%
v2, and set the dynamical access network. After the user ir Live User Login Page |
end obtains the network address, please open an Internet Welcome To User Login Page!

Please Enter Your User Name and Password To Sign In.

browser and the default login webpage will appear on the

Internet browser. & UserName: [y
Key in the username and password created in the local —
Password: eece

user account or the on-demand user account in the

interface and then click Submit button. Here, we key in

the local user account (e.g. jacky for the username and /
1234 for the password) to connect the network.
2. Login page appearing means IAS-2000 v2 has been =)
installed and configured successfully. Now, a client can 'l' l.ive' www.airlive.com
browse the network or surf the Internet! |
o Hello, jacky@Postfix

o-e

Flease close this window ar click this button to

Thank yau.

Login time: 2008-10-3 17:8:58

LN

3. Butif “Sorry, this feature is available for on-demand or

PMS user only.” appears, it means a wrong button has

been clicked. “Remaining” is only for on-demand users.

. . . Sorry, this feature is available for
Please click the Submit button instead. on-demand or PMS user only.
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4. An on-demand user can enter the username and

password in the “User Login Page” and click Remaining

button to know the remaining time or data quota of the

account.

5. When an on-demand user logs in successfully, the

following Login Successfully screen will appear and it is

a little different from the normal user’s login successfully

screen. There is an extra line showing “Remaining

usage” and a “Redeem” button.

Remaining usage: Show the rest of use time that the
on-demand user can surf Internet.

Redeem: When the remaining time or data size is
insufficient, the user has to pay for adding credit at the
counter, and then, the user will get a new username
and password. After clicking the Redeem button, the
following screen will show up. Please enter the new
username and password obtained and click Redeem
button to merge the two accounts and add up the
available use time and data size by the system. Total
available use time and data size after adding credit

will be shown.
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Air Live User Login Page

Welcome To User Login Page!
Please Enter Your User Name and Password To Sign In.

o i
@ User Name: 2BGlU@ondemand

www.airlive.com

o Hello, 2BQU@ondemand

Pleaze cloze this window or click this button to

Thank you!!

Remaining Usage:

flin Sec

Login time: 2008-10-3 17:3:29

+/ Redeem

Air Live Redeem Page

Welcome To Redeem Page!
Please Enter Your User Name and Password To Sign In.

a User Name: |vE3%9&ondemand
Bl Password:




1AS-2000 v2
User’'s Manual

Appendix B.  Console Interface Configuration

Via this port to enter the console interface for the administrator to handle the problems and situations occurred

during operation.

1. To connect the console port of IAS-2000 v2, a console, 21

modem cable and a terminal simulation program, such Fart Settings |
as the Hyper Terminal are required.
2. Please set the parameters as 9600,8,n,1 for Hyper
) Bitz per secaond: IEIEEIEI _:j
Terminal.
gmamw|a :j
Barity: lNone Li
Stop bits: -
Flows contral: INDne ;l

Rezstore Defaults |

] I Cancel | Apply |

Caution: the main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the

keyboard to browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of IAS-2000 v2 is connected properly, the console main screen will appear automatically.
If the screen does not appear in the terminal simulation program automatically, please try to press the arrow
keys, so that the terminal simulation program will send some messages, and the welcome screen or the main
menu will appear. If the welcome screen or the main menu of the console still does not appear, please check the

connection of the cables and the settings of the terminal simulation program.

rrizlink IAS-Z000vw: Basic Configuration
Fleasze =zelect functions:

Clakyhan e i - Nu) R =t ok Configuration
Cility Debugging Ttilities
IFasz=word Change admin password
Heset Restore factory default
He=tart Bestart CwisLink IAS-2000w2

143



1AS-2000 v2
User’'s Manual

Utilities for network debugging

The console interface provides several utilities to assist the Administrator to check the system conditions

and debugging. The utilities are described as following:

rrizlink IAS-2000ve Configuration Ttility
Please select utility:

Fing host (IF)

Trace routing path

Display interface settings
Display routing tabhle
Display ARPF tabhle

Display iptables

Display CPUO and EAM by LCopo
Display network traffic
Display system up time

Check service status
SJynchronize clock with NTF server
Print the kernel ring huffer
Main menu

YV VvV

YV V V V

Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test
the network status.

Trace routing path: Trace and inquire the routing path to a specific target.

Display interface settings: It displays the information of each network interface setting including
the MAC address, IP address, and netmask.

Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

Display ARP table: The internal ARP table of the system is displayed.

Display iptables: The internal iptables of the system is displayed.

Display CPU and RAM by top: The CPU and RAM usage of the system is displayed by Linux utility,
Top.

Display network traffic: The network traffic of the system is displayed.

Display system up time: The system live time (time for system being turn on) is displayed.

Check service status: Check and display the status of the system.

Set device into “safe mode”: If administrator is unable to use Web Management Interface via the
browser for the system failed inexplicitly. Administrator can choose this utility and set IAS-2000 V2
into safe mode, then administrator can management this device with browser again.

Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol
and the specified network time server. Since this interface does not support manual setup for its

internal clock, therefore we must reset the internal clock through the NTP.
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»  Print the kernel ring buffer: It is used to examine or control the kernel ring buffer. The program

helps users to print out their boot-up messages instead of copying the messages by hand.

. Change admin password

Besides supporting the use of console management interface through the connection of null modem, the
system also supports the SSH online connection for the setup. When using a null modem to connect to
the system console, we do not need to enter that administrator’s password to access the console
management interface. But connecting the system by SSH, we have to enter the username and
password.

The username is “admin” and the default password is also “airlive”, which is the same as for the web
management interface. The administrator’'s password can be changed here. Even if the password is
forgotten and the management interface can not be accessed from the web or the remote end of the SSH,
use the null modem to connect the console management interface and set the administrator’s password

again.

Caution: Although it does not require a username and password for the connection via the serial port, the same
management interface can be accessed via SSH. Therefore, we recommend you to immediately change the

IAS-2000 v2 Admin username and password after logging into the system for the first time.

. Restore factory default

Choose this option to reset the system configuration to the factory default settings.
° Restart IAS-2000 v2

Choose this option to restart IAS-2000 v2.
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Appendix C.  Specifications

a. Hardware Specification

® Dimensions: 42.6cm(W) x 4.4cm(H) x 27cm(D)

*  Weight: 6kg

* Power: 90-264 VAC 43~63Hz

® Operating Temperature: 5-40°C

* 19" 1U Rack Mount Design

* 4 Gigabyte Ethernet (10/100/1000)

* RS-232 DB9

® Supports 10/200/1000Mbps Full / Half Duplex Transfer Speed

b. Technical Specification

®* Networking
WAN interface supports Static IP, DHCP client, and PPPoE client
Interface supports static IP
Supports NAT mode and router mode
Built-in DHCP server
Built-in NTP client
Supports Redirect of network data
Supports IPSec (ESP), PPTP and H.323 pass through (under NAT)
Customizable static routing table
Supports Virtual Server
Supports DMZ Server
Supports machine operation status monitoring and reporting system
Supports roaming across networks
* Firewall
Provides Several DoS protection mechanisms
Customizable packet filtering rules

Customizable walled garden (free surfing area)
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User Management

Supports at least 500 on-line users concurrently

Supports Local, POP3 (+SSL), RADIUS, and LDAP LAN1/LAN2 mechanisms
Supports LAN1& LAN2 mechanisms simultaneously

Can choose MAC address locking for built-in user database

Can set the time for the user to log in to the system

Can set the user’s idle time

Can specify the MAC addresses to enter the managed network without authentication
Can specify the IP addresses to enter the managed network without authentication
Supports web-based login

Supports several friendly logout methods

Supports RADIUS accounting protocol to generate the billing record on RADIUS server
Administration

Provides online status monitoring and history traffic

Supports SSL encrypted web administration interface and user login interface
Customizable user login & logout web interface

Customizable redirect after users are successfully authenticated during login & logout
Supports Console management interface

Supports SSH remote administration interface

Supports web-based administration interface

Supports SNMP v2

Supports user’s bandwidth restriction

Supports remote firmware upgrade

Accounting

Supports built-in user database and RADIUS accounting
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Appendix D.  Proxy Setting for Hotspot

HotSpot is a place such as a coffee shop, hotel, or a public area where provides Wi-Fi service for mobile and
temporary users. HotSpot is usually implemented without complicated network architecture and using some proxy

servers provided by Internet Service Providers.

ADSL/Cable Moden

Access Point Internet

ISP Proxy Server

W

V‘-‘-.-.' :
7 Client Computer

In Hotspots, users usually enable their proxy setting of the browsers such as IE and Firefox. Therefore, so we need
to set some proxy configuration in the Gateway need to be set. Please follow the steps to complete the proxy
configuration :

1. Login Gateway by using “admin”.

2. Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.

= Logout

IAS-2000 v2 Internet Access Gateway =P

System Network User i
[ Configuration ] [ Configuration ] [ Authentication ] [ Uindtic:s ] [ Shattis: ]

Network Configuration

l Network Address Translation Network Configuration

Network Address System provides three types of Metwork Address Translation: DMZ,

Eoviege Disl Translation Virual Server and Port/P Redirection.

System provides Privilege IP Address List and Privilege MAC
Address List Authentication is MNOT required for those listed
devices. Policies defined in "User Authentication” can be applied to

Monitor IP List l
Walled Garden List l devices in MAC Address List as well.

Privilege List

System can monitor up to 40 network devices using IP packets
periodically

Up to 20 URLs or IP addresses could be defined in Walled Garden

Monitor IP List

I
I
I
I Proxy Server Properties
I
I

Dynamic DHS Walled Garden List List. Clients may access these sites without authentication.
Proxy Server System has one builkin Proxy Server and supports up to 20 external
P Mobility Properties _Proxy Servers.
Dynamic DNS gzﬁzﬁ ::r%zo;jmdmyg;g;ﬁy_DNs (DDOMS) to translate WAN IP to a
IP Mobility System supports IP PNP and Mobile IP Configuration

®0
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3. Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will

appear.

Proxy Server Properties

Internal Proxy Server

& Enable & Disable

External Proxy Server

Item Server IP Port

10

4. Add the ISP’s proxy Server IP and Port into External Proxy Server Setting.

Proxy Server Properties

Internal Proxy Server

(O Enable & Disable

External Proxy Server

Item Server IP Port

1 10.2.2.203 6588

: |

|
4 |
|
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5. Enable Built-in Proxy Server in Internal Proxy Server Setting.

Proxy Server Properties

Internal Proxy Server
® Enable YO Disable

External Proxy Server

Item Server IP Port

1 10.2.2.203 | 6588 |

: | | | |

6. Click Apply to save the settings.
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Appendix E. Proxy Setting for Enterprise

Enterprises usually isolate their intranet and internet by using more elaborated network architecture. Many

enterprises have their own proxy server which is usually at intranet or DMZ under the firewall protection.

Internet

Router
Desktop

Gateway

Firewall

=1

Access Point ' :

A 2 ! I

' Proxy Web Mail :

. Server Server Server |

Notebook Notebook B e e e J
DMZ

In enterprises, network managers or MIS staff may often ask their users to enable their proxy setting of the browsers
such as IE and Firefox to reduce the internet access loading. Therefore some proxy configurations in the Gateway

need to be set.

Caution : Some enterprises will automatically redirect packets to proxy server by using core switch or Layer 7
devices. By the way, the clients don’t need to enable their browsers’ proxy settings, and administrators don't need to

set any proxy configuration in the Gateway.

Please follow the steps to complete the proxy configuration :
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Gateway setting

Login Gateway by using “admin”.

Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.
www.airlive.com
IAS-2000 v2 Internet Access Gateway
System Network User Utiliti 5
Configuration Configuration Authentication 3
Network Configuration
[ Network Address Translation ] Metwork Configuration
[ Privilege List l Network Address System provides three types of Network Address Translation: DMZ,
Translation Virtual Server and Port/IP Redirection.
) ) System provides Privilege IP Address List and Privilege MAC
[ LT a e ] Privilege List Address List Authentication is MNOT required for those listed
; devices. Policies defined in "User Authentication™ can be applied to
I Walled Garden List ] devices in MAC Address List as well.
Monitor IP List Sys_tenj can monitor up to 40 network devices using IP packets
[ Proxy Server Properties ] _Derlﬂdmﬂ”!l"-
Walled Garden List Ulp to 20 URLs or IP addresses_could_be defined |nquIIed Garden
[ Dynamic DNS l List. Clients may access these sites without authentication.
Proxy Server System has one built-in Proxy Server and supports up to 20 external
[ IP Mobility ] Properties _F'rmq,f Senvers. .
Dynamic DHS System supporis dynqmlc DMNS (DDMS) to translate WAN IP to a
_domaln name automatically.
IP Mobility System supports IP PNP and Mobile IP Configuration
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Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will

appear.

Internal Proxy Server

10

Server IP

Proxy Server Properties

& Enable & Disable

External Proxy Server

Port

Add your proxy Server IP and Port into External Proxy Server Setting.

Server IP

Proxy Server Properties

Internal Proxy Server

(O Enable & Disable

External Proxy Server

Port

10.2.2.203

6588
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5. Disable Built-in Proxy Server in Internal Proxy Server Setting.

Proxy Server Properties

Internal Proxy Server

[ O Enable @& Disable I

External Proxy Server

Item Server IP Port

1 10.2.3.203 | 6588 |

: | | | |

6. Click Apply to save the settings.

Warning : If your proxy server is disabled, it will make the user authentication operation abnormal. When users open
the browser, the login page won't appear because the proxy server is down. Please make sure your proxy server is

always available.
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It is necessary for clients to add default gateway IP address into proxy exception information so the user login

successful page can show up normally.

1. Use command “ipconfig” to get Default Gateway IP Address.

C:\WINDOWSAsystem3 2\emd. exe

C:~Documents and Settingssjackyripconfig

Windows I[P Configuration

Ethernet adapter Local Area Connection:

Connection—specific
IPF Addwess. . . . .
Subnet Mask . . . .
Default Gateway . .
Ethernet adapter lWebh UPN (58L
Media State . . . . .

C:=~Documents and Settings“jacky>

Suffix airlive.com

?2.168.1.158
255.255.255.8
192.168.1.254

Media disconnected

2. Open browser to add default gateway IP address (e.g. 192.168.1.254) and logout page IP address

“1.1.1.1” into proxy exception information.
) For IL.E.

Froxy Setlings

SEFVErS
A Type Proxy address to use Port
HE
HTTE: 102521 || E588
Secure:
ETF:
Socks!
Use the same proxy server For all protocols
Exceptions
[ | Do nok use proxy server for addresses beginning with:
HE
192.168.1.254.1.1.1.1|
Use semicolons { ; ) to separate entries,
[ OF l [ Cancel
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For Firefox

Connection Sethngs

Confignre Proxies to Access the Intemet

() Direct conmection to the Intemnet

(" Anto-detect proxor settings for this network

(%) Manual prozor configoration:

HTTE Proscy: | 1022203

| Part: |6588 |

Usze this proeny server for all protocols

X

No Proxy for: | 192.168.1.254,1.1.1 ]

Example: mozilla.org, netnsg, 192 1681 0524

(7 Antomatic proxy configration TRL:

(0):4

][Camel ][

Help
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